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            Abstract
Quantum key distribution (QKD)1,2,3 is a theoretically secure way of sharing secret keys between remote users. It has been demonstrated in a laboratory over a coiled optical fibre up to 404 kilometres long4,5,6,7. In the field, point-to-point QKD has been achieved from a satellite to a ground station up to 1,200 kilometres away8,9,10. However, real-world QKD-based cryptography targets physically separated users on the Earth, for which the maximum distance has been about 100 kilometres11,12. The use of trusted relays can extend these distances from across a typical metropolitan area13,14,15,16 to intercity17 and even intercontinental distances18. However, relays pose security risks, which can be avoided by using entanglement-based QKD, which has inherent source-independent security19,20. Long-distance entanglement distribution can be realized using quantum repeaters21, but the related technology is still immature for practical implementations22. The obvious alternative for extending the range of quantum communication without compromising its security is satellite-based QKD, but so far satellite-based entanglement distribution has not been efficient23 enough to support QKD. Here we demonstrate entanglement-based QKD between two ground stations separated by 1,120 kilometres at a finite secret-key rate of 0.12 bits per second, without the need for trusted relays. Entangled photon pairs were distributed via two bidirectional downlinks from the Micius satellite to two ground observatories in Delingha and Nanshan in China. The development of a high-efficiency telescope and follow-up optics crucially improved the link efficiency. The generated keys are secure for realistic devices, because our ground receivers were carefully designed to guarantee fair sampling and immunity to all known side channels24,25. Our method not only increases the secure distance on the ground tenfold but also increases the practical security of QKDÂ to an unprecedented level.




            
                
                    

    
        
            
                
                Access through your institution
            
        

        
            
                
                    Buy or subscribe
                
            

        
    



                
            


            
                
                    
                

            

            
                
                
                
                
                    
                        This is a preview of subscription content, access via your institution

                    

                    
                

                

                Access options

                


                
                    
                        
                            

    
        
            
                
                Access through your institution
            
        

        
    



                        

                        

    
        
        

        
        
            
                
                Access through your institution
            
        

        
            
                Change institution
            
        

        
        
            
                Buy or subscribe
            
        

        
    



                    
                

                
    
    Access Nature and 54 other Nature Portfolio journals
Get Nature+, our best-value online-access subscription
$29.99 /Â 30Â days
cancel any time

Learn more



Subscribe to this journal
Receive 51 print issues and online access
$199.00 per year
only $3.90 per issue

Learn more



Rent or buy this article
Prices vary by article type
from$1.95
to$39.95
Learn more



Prices may be subject to local taxes which are calculated during checkout



  

    
    
        
    Additional access options:

    	
            Log in
        
	
            Learn about institutional subscriptions
        
	
            Read our FAQs
        
	
            Contact customer support
        



    

                
                    Fig. 1: Overview of the experimental set-up of entanglement based quantum key distribution.


Fig. 2: Distances and attenuations from satellite to Nanshan (Delingha).


Fig. 3: Monitoring and filtering against side channels.



                


                
                    
                
            

            
                Data availability


The data that support the findings of this study are available from the corresponding authors on reasonable request.
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Extended data figures and tables

Extended Data Fig. 1 Satellite-to-Delingha link efficiencies under different weather conditions.
a, The data in previous work23 was taken in different orbits during the period of 7 December 2016 to 22 December 2016. b, The data in current work was taken in different orbits during the period of 6 September 2018 to 22 October 2018. Here the change of link efficiencies on different days was caused by the weather conditions.


Extended Data Fig. 2 Multiple orbits of satellite-to-Delingha link efficiencies under good weather conditions.
Stable and high collection efficiencies were observed during the period of October 2018 to April 2019.


Extended Data Fig. 3 The comparison of satellite-to-Delingha link efficiency under the best-orbit condition.
a, After improving the link efficiency with high-efficiency telescopes and follow-up optics, on average, the current work shows a 3-dB enhancement in the collection efficiency over that of ref. 23. The lines are linear fits to the data. b, Some representative values.


Extended Data Fig. 4 The finite-key secret key rate R versus the QBER.
For the 3,100Â s of data collected in our experiment, a QBER of below about 6.0% is required to produce a positive key. The previous work23 demonstrated a QBER of 8.1%, which is not sufficient to generate a secret key. In this work, a QBER of 4.5% and a secret key rate of 0.12Â bits per second are demonstrated over 1,120Â km. If one ignores the important finite-key effect, the QBER in ref. 23 is slightly lower than the well known asymptotic limit of 11% (ref. 43).


Extended Data Fig. 5 Schematics of the detection and blinding-attack monitoring circuit.
The biased voltage (HV) is applied to an avalanche photodiode through a passive quenching resistance (RqÂ =Â 500Â kÎ©) and a sampling resistance (RsÂ =Â 10Â kÎ©). The avalanche signals are read out as click or no-click events through a signal-discrimination circuit. The blinding signal monitor is shown in the dot-dash diagram. A resistor-capacitor filter and a voltage follower are used to smooth and minimize the impact on the signals. The outputs of an analogue to digital converter (ADC), at a sampling rate of 250Â kHz, are registered by computer data acquisition (PC-DAQ). R1, resistor; C1, capacitor; OA, operational amplifier.


Extended Data Fig. 6
The transmission of the beam splitter within the selected bandwidth of wavelength.


Extended Data Table 1 Parameters of the system detection efficienciesFull size table


Extended Data Table 2 Comparison of the results between this work and the earlier experiment23Full size table


Extended Data Table 3 Typical quantum attacks and our countermeasuresFull size table


Extended Data Table 4 Measured correlation coefficients required for the CHSH inequalityFull size table
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