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            Abstract
Many complex systems display a surprising degree of tolerance against errors. For example, relatively simple organisms grow, persist and reproduce despite drastic pharmaceutical or environmental interventions, an error tolerance attributed to the robustness of the underlying metabolic network1. Complex communication networks2 display a surprising degree of robustness: although key components regularly malfunction, local failures rarely lead to the loss of the global information-carrying ability of the network. The stability of these and other complex systems is often attributed to the redundant wiring of the functional web defined by the systems' components. Here we demonstrate that error tolerance is not shared by all redundant systems: it is displayed only by a class of inhomogeneously wired networks, called scale-free networks, which include the World-Wide Web3,4,5, the Internet6, social networks7 and cells8. We find that such networks display an unexpected degree of robustness, the ability of their nodes to communicate being unaffected even by unrealistically high failure rates. However, error tolerance comes at a high price in that these networks are extremely vulnerable to attacks (that is, to the selection and removal of a few nodes that play a vital role in maintaining the network's connectivity). Such error tolerance and attack vulnerability are generic properties of communication networks.
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                    Figure 1: Visual illustration of the difference between an exponential and a scale-free network.


Figure 2: Changes in the diameter d of the network as a function of the fraction f of the removed nodes.


Figure 3: Network fragmentation under random failures and attacks.


Figure 4: Summary of the response of a network to failures or attacks.



                


                
                    
                        
        
            
                Similar content being viewed by others

                
                    
                        
                            
                                
                                    

                                
                                
                                    
                                        Robustness and resilience of complex networks
                                        
                                    

                                    
                                        Article
                                        
                                         08 January 2024
                                    

                                

                                Oriol Artime, Marco Grassia, … Filippo Radicchi

                            
                        

                    
                        
                            
                                
                                    

                                
                                
                                    
                                        Component response rate variation underlies the stability of highly complex finite systems
                                        
                                    

                                    
                                        Article
                                         Open access
                                         19 May 2020
                                    

                                

                                A. Bradley Duthie

                            
                        

                    
                        
                            
                                
                                    

                                
                                
                                    
                                        Fragility Limits Performance in Complex Networks
                                        
                                    

                                    
                                        Article
                                         Open access
                                         04 February 2020
                                    

                                

                                Fabio Pasqualetti, Shiyu Zhao, … Sandro Zampieri

                            
                        

                    
                

            
        
            
        
    
                    
                
            

            
                References
	Hartwell, L. H., Hopfield, J. J., Leibler, S. & Murray, A. W. From molecular to modular cell biology. Nature 402, 47–52 (1999).
Article 
    
                    Google Scholar 
                

	Claffy, K., Monk, T. E. et al. Internet tomography. Nature Web Matters [online] (7 Jan. 99) 〈http://helix.nature.com/webmatters/tomog/tomog.html〉 (1999).

	Albert, R., Jeong, H. & Barabási, A.-L. Diameter of the World-Wide Web. Nature  401, 130–131 ( 1999).
Article 
    ADS 
    CAS 
    
                    Google Scholar 
                

	Kumar, R., Raghavan, P., Rajalopagan, S. & Tomkins, A. in  Proc. 9th ACM Symp. on Principles of Database Systems 1–10 (Association for Computing Machinery, New York, 2000).

                    Google Scholar 
                

	Huberman, B. A. & Adamic, L. A. Growth dynamics of the World-Wide Web. Nature 401, 131 (1999).
Article 
    ADS 
    CAS 
    
                    Google Scholar 
                

	Faloutsos, M., Faloutsos, P. & Faloutsos, C. On power-law relationships of the internet topology, ACM SIGCOMM '99. Comput. Commun. Rev. 29, 251–263 (1999).
Article 
    
                    Google Scholar 
                

	Wasserman, S. & Faust, K. Social Network Analysis (Cambridge Univ. Press, Cambridge, 1994).
Book 
    
                    Google Scholar 
                

	Jeong, H., Tombor, B., Albert, R., Oltvai, Z. & Barabási, A.-L. The large-scale organization of metabolic networks. Nature (in the press).

	Erdös, P. & Rényi, A. On the evolution of random graphs. Publ. Math. Inst. Hung. Acad. Sci. 5, 17–60 (1960).
MathSciNet 
    MATH 
    
                    Google Scholar 
                

	Bollobás, B.  Random Graphs (Academic, London, 1985).
MATH 
    
                    Google Scholar 
                

	Watts, D. J. & Strogatz, S. H. Collective dynamics of ‘small-world’ networks. Nature 393, 440– 442 (1998).
Article 
    ADS 
    CAS 
    
                    Google Scholar 
                

	Zegura, E. W., Calvert, K. L. & Donahoo, M. J. A quantitative comparison of graph-based models for internet topology. IEEE/ACM Trans. Network. 5, 770–787 (1997).
Article 
    
                    Google Scholar 
                

	Williams, R. J. & Martinez, N. D. Simple rules yield complex food webs. Nature 404, 180 –183 (2000).
Article 
    ADS 
    CAS 
    
                    Google Scholar 
                

	Maritan, A., Colaiori, F., Flammini, A., Cieplak, M. & Banavar, J. Universality classes of optimal channel networks. Science 272, 984– 986 (1996).
Article 
    ADS 
    CAS 
    
                    Google Scholar 
                

	Banavar, J. R., Maritan, A. & Rinaldo, A. Size and form in efficient transportation networks. Nature 399, 130–132 (1999).
Article 
    ADS 
    CAS 
    
                    Google Scholar 
                

	Barthélémy, M. & Amaral, L. A. N. Small-world networks: evidence for a crossover picture. Phys. Rev. Lett. 82, 3180–3183 ( 1999).
Article 
    ADS 
    
                    Google Scholar 
                

	Barabási, A.-L. & Albert, R. Emergence of scaling in random networks. Science 286, 509– 511 (1999).
Article 
    ADS 
    MathSciNet 
    
                    Google Scholar 
                

	Barabási, A.-L., Albert, R. & Jeong, H. Mean-field theory for scale-free random networks.  Physica A 272, 173–187 ( 1999).
Article 
    ADS 
    
                    Google Scholar 
                

	Redner, S. How popular is your paper? An empirical study of the citation distribution. Euro. Phys. J. B 4, 131– 134 (1998).
Article 
    ADS 
    CAS 
    
                    Google Scholar 
                

	Lawrence, S. & Giles, C. L. Accessibility of information on the web. Nature 400, 107– 109 (1999).
Article 
    ADS 
    CAS 
    
                    Google Scholar 
                

	Milgram, S. The small-world problem. Psychol. Today 2, 60–67 (1967).

                    Google Scholar 
                

	Bunde, A. & Havlin, S. (eds) Fractals and Disordered Systems  (Springer, New York, 1996).
Book 
    
                    Google Scholar 
                

	Paxson, V. End-to-end routing behavior in the internet. IEEE/ACM Trans. Network.  5, 601–618 ( 1997).
Article 
    
                    Google Scholar 
                

	Adamic, L. A. The small world web. Lect. Notes Comput. Sci. 1696, 443–452 (1999).
Article 
    
                    Google Scholar 
                


Download references




Acknowledgements
We thank B. Bunker, K. Newman, Z. N. Oltvai and P. Schiffer for discussions. This work was supported by the NSF.


Author information
Authors and Affiliations
	Department of Physics, 225 Nieuwland Science Hall, University of Notre Dame, Notre Dame, 46556, Indiana, USA
Réka Albert, Hawoong Jeong & Albert-László Barabási


Authors	Réka AlbertView author publications
You can also search for this author in
                        PubMed Google Scholar



	Hawoong JeongView author publications
You can also search for this author in
                        PubMed Google Scholar



	Albert-László BarabásiView author publications
You can also search for this author in
                        PubMed Google Scholar





Corresponding author
Correspondence to
                Albert-László Barabási.


Rights and permissions
Reprints and permissions


About this article
Cite this article
Albert, R., Jeong, H. & Barabási, AL. Error and attack tolerance of complex networks.
                    Nature 406, 378–382 (2000). https://doi.org/10.1038/35019019
Download citation
	Received: 14 February 2000

	Accepted: 07 June 2000

	Issue Date: 27 July 2000

	DOI: https://doi.org/10.1038/35019019


Share this article
Anyone you share the following link with will be able to read this content:
Get shareable linkSorry, a shareable link is not currently available for this article.


Copy to clipboard

                            Provided by the Springer Nature SharedIt content-sharing initiative
                        








            


            
        
            
                This article is cited by

                
                    	
                            
                                
                                    
                                        The Spatiotemporal Evolution Mechanism of Urban Rail Transit Fault Propagation in Networked Operation Modes
                                    
                                

                            
                                
                                    	Ding Xiaobing
	Hu Hua
	Mu Qingquan


                                
                                Urban Rail Transit (2024)

                            
	
                            
                                
                                    
                                        Resource predictability modulates spatial-use networks in an endangered scavenger species
                                    
                                

                            
                                
                                    	Catuxa Cerecedo-Iglesias
	Frederic Bartumeus
	Joan Real


                                
                                Movement Ecology (2023)

                            
	
                            
                                
                                    
                                        Oxidation-induced superelasticity in metallic glass nanotubes
                                    
                                

                            
                                
                                    	Fucheng Li
	Zhibo Zhang
	Yong Yang


                                
                                Nature Materials (2023)

                            
	
                            
                                
                                    
                                        Local flux coordination and global gene expression regulation in metabolic modeling
                                    
                                

                            
                                
                                    	Gaoyang Li
	Li Liu
	Huansheng Cao


                                
                                Nature Communications (2023)

                            
	
                            
                                
                                    
                                        Alterations of the thalamic nuclei volumes and intrinsic thalamic network in patients with restless legs syndrome
                                    
                                

                            
                                
                                    	Kang Min Park
	Keun Tae Kim
	Yong Won Cho


                                
                                Scientific Reports (2023)

                            


                

            

        
    

            
                Comments
By submitting a comment you agree to abide by our Terms and Community Guidelines. If you find something abusive or that does not comply with our terms or guidelines please flag it as inappropriate.



                
                    
                    

                

            
        





    
        

        
            
                

    
        
            
                
                Access through your institution
            
        

        
            
                
                    Buy or subscribe
                
            

        
    



            

            
                

    
        
        

        
        
            
                
                Access through your institution
            
        

        
            
                Change institution
            
        

        
        
            
                Buy or subscribe
            
        

        
    



            

        
    


    
        
    

    
    
        
            
                Associated content

                
                    
                    
                        
                            
    
        
            
                
                    How robust is the Internet?
                

                
	Yuhai Tu



                
    
        
            Nature
        
        News & Views
        
        
            27 Jul 2000
        
    


            

        

    


                        

                    
                
            
        

        
    

    

    
        
            
                
                    
                        
                            Advertisement

                            
    
        
            
                
        

    


                        

                    

                

            

            

            

        

    






    
        
            
                Explore content

                	
                                
                                    Research articles
                                
                            
	
                                
                                    News
                                
                            
	
                                
                                    Opinion
                                
                            
	
                                
                                    Research Analysis
                                
                            
	
                                
                                    Careers
                                
                            
	
                                
                                    Books & Culture
                                
                            
	
                                
                                    Podcasts
                                
                            
	
                                
                                    Videos
                                
                            
	
                                
                                    Current issue
                                
                            
	
                                
                                    Browse issues
                                
                            
	
                                
                                    Collections
                                
                            
	
                                
                                    Subjects
                                
                            


                	
                            Follow us on Facebook
                            
                        
	
                            Follow us on Twitter
                            
                        
	
                            
                                Subscribe
                            
                        
	
                            Sign up for alerts
                            
                        
	
                            
                                RSS feed
                            
                        


            

        
    
    
        
            
                
                    About the journal

                    	
                                
                                    Journal Staff
                                
                            
	
                                
                                    About the Editors
                                
                            
	
                                
                                    Journal Information
                                
                            
	
                                
                                    Our publishing models
                                
                            
	
                                
                                    Editorial Values Statement
                                
                            
	
                                
                                    Journal Metrics
                                
                            
	
                                
                                    Awards
                                
                            
	
                                
                                    Contact
                                
                            
	
                                
                                    Editorial policies
                                
                            
	
                                
                                    History of Nature
                                
                            
	
                                
                                    Send a news tip
                                
                            


                

            
        

        
            
                
                    Publish with us

                    	
                                
                                    For Authors
                                
                            
	
                                
                                    For Referees
                                
                            
	
                                
                                    Language editing services
                                
                            
	
                                Submit manuscript
                                
                            


                

            
        
    



    
        Search

        
            Search articles by subject, keyword or author
            
                
                    
                

                
                    
                        Show results from
                        All journals
This journal


                    

                    
                        Search
                    

                


            

        


        
            
                Advanced search
            
        


        Quick links

        	Explore articles by subject
	Find a job
	Guide to authors
	Editorial policies


    





        
    
        
            

            
                
                    Nature (Nature)
                
                
    
    
        ISSN 1476-4687 (online)
    
    


                
    
    
        ISSN 0028-0836 (print)
    
    

            

        

    




    
        
    nature.com sitemap

    
        
            
                About Nature Portfolio

                	About us
	Press releases
	Press office
	Contact us


            


            
                Discover content

                	Journals A-Z
	Articles by subject
	Protocol Exchange
	Nature Index


            


            
                Publishing policies

                	Nature portfolio policies
	Open access


            


            
                Author & Researcher services

                	Reprints & permissions
	Research data
	Language editing
	Scientific editing
	Nature Masterclasses
	Research Solutions


            


            
                Libraries & institutions

                	Librarian service & tools
	Librarian portal
	Open research
	Recommend to library


            


            
                Advertising & partnerships

                	Advertising
	Partnerships & Services
	Media kits
                    
	Branded
                        content


            


            
                Professional development

                	Nature Careers
	Nature 
                        Conferences


            


            
                Regional websites

                	Nature Africa
	Nature China
	Nature India
	Nature Italy
	Nature Japan
	Nature Korea
	Nature Middle East


            


        

    

    
        	Privacy
                Policy
	Use
                of cookies
	
                Your privacy choices/Manage cookies
                
            
	Legal
                notice
	Accessibility
                statement
	Terms & Conditions
	Your US state privacy rights


    





        
    
        
    
    © 2024 Springer Nature Limited




    

    
    
    







    

    



    
    

        

    
        
            


Close
    



        

            
                
                    
                    Sign up for the Nature Briefing newsletter — what matters in science, free to your inbox daily.

                

                
                    
                        
                        

                        
                        
                        
                        

                        Email address

                        
                            
                            
                            
                            Sign up
                        


                        
                            
                            I agree my information will be processed in accordance with the Nature and Springer Nature Limited Privacy Policy.
                        

                    

                

            


        


    

    
    

        

    
        
            

Close
    



        
            Get the most important science stories of the day, free in your inbox.
            Sign up for Nature Briefing
            
        


    









    








