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Barriers to implementation of digital transformation
in the Indian health sector: a systematic review
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Digital transformation in the health sector can revolutionize a country’s healthcare system.
However, the effective sustainability of digital health relies on various factors that influence
its implementation. Addressing such implementation challenges is crucial in designing and
delivering digital health services. Therefore, this systematic review attempted to identify the
potential barriers to the implementation of digital transformation in the health sector of India.
Systematic searches were employed across databases PubMed, PsycINFO, Science Direct,
Web of Science, and Google Scholar for studies that reported digital transformation in India
from inception to December 2022. Following narrative synthesis, studies were assessed for
quality using JBI and the Mixed Methods Appraisal Tool (MMAT). Out of 1129 initially
identified records, 26 studies that met the inclusion criteria were deemed eligible for final
analysis. Although digital transformation in India’s health sector occurred rapidly, especially
during the COVID-19 pandemic, there are still potential barriers that impede its successful
implementation in the country. Barriers identified are mainly associated with limited tech-
nological and medical infrastructure, data security and privacy, and a lack of physical
examination. The need to address these barriers, recommendations for government and
healthcare practitioners, and implications for future research are discussed.

Introduction

he emergence of several digital innovations, including the Internet of Things (IoT), robots,

and artificial intelligence (AI), opens up novel business opportunities and income streams

in various industries when used appropriately and effectively. Digital transformation
involves using information and communication technology (ICT) in basically new business
capabilities, public administration, and the lives of individuals and society (Martin, 2008) to
enable substantial advancements like effective operations, better consumer experiences, or new
business models (Fitzgerald et al., 2014). Besides, it is the net effect of many digital technologies
resulting in new actors and actor constellations, values, practices, and structures, as well as the
beliefs that change, replace, threaten, or complement current game norms in the organizations,
industries, fields, or ecosystems (Hinings et al., 2018). Undoubtedly, digital transformation
created a favorable business environment that has expanded employee work opportunities and,
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thereby, a better quality of life in many spheres. The extensive
environmental, institutional, and societal implications of digital
transformation made it central research attention in the last two
decades (Kraus et al., 2021).

The tidal wave of digital innovations, which has intensified into
a technological tsunami over the past several years, has also
impacted the healthcare sectors across the globe. Digital health
includes a variety of domains, such as advanced computing sci-
ences, patients, healthcare providers, public health authorities,
research institutes, and universities (WHO, 2021). Likewise, tra-
ditional healthcare providers, including hospitals, doctors,
laboratories, regulators, and insurers, are no longer the only ones
involved in healthcare; new actors are also entering from indus-
tries like mobility, telecommunications, retail, and logistics. These
changes can be attributed to the revolutionary forces in infor-
mation and knowledge management that alter how people relate
to health, well-being, disease prevention, and work-life balance
(Belliger and Krieger, 2018). Additionally, literature has revealed
the impact of certain emerging digital health innovations,
including mobile health, electronic medical record (EMR) sys-
tems, health cloud, telemedicine services, clinical decision support
systems, and computerized physician order entry (e.g., Heath and
Porter, 2019; Zobair et al., 2020). These technology-driven
revolutions in the health sector have markedly enhanced the
diagnosis and management of healthcare (Choi et al., 2019).

Even though research has shown technology-based improve-
ments in health industries, various stakeholders express their
resistance to such innovations (e.g., Kelly et al., 2017; Sarradon-
Eck et al., 2021), with overt and covert forms of opposition to
digital advancements (Talwar et al., 2021). For instance, Bhatta-
cherjee and Hikmet (2007) revealed that resistance to change was
an aspect that had a negative influence on physicians’ intentions
to utilize digital care in the health sector. Likewise, a similar
opposition has been observed in implementing other healthcare
technologies, such as EMR systems (Ilie and Turel, 2020) and
mobile health applications (Sarradon-Eck et al., 2021). Thus, the
adoption and acceptance of digital technologies face several
barriers, including organizational, technological, financial, beha-
vioral, structural, and legal barriers (Gleiss and Lewandowski,
2022). On the other hand, the outbreak of the novel coronavirus
posed unexpected challenges to healthcare systems across the
globe and influenced stakeholders’ approaches toward digital
transformation. Digital healthcare innovations, such as telehealth
found to enable quality remote care during the pandemic
(Monaghesh and Hajizadeh, 2020). Yet, recent reviews suggested
that patients and healthcare providers continue to resist the
digital transformation in the health sector despite its several
applications and benefits (Rajkumar et al.,, 2023; Singh et al,
2022). In this sense, identifying the barriers to digital transfor-
mation in the health sector is crucial for informing and guiding
healthcare providers and stakeholders who wish to develop and
implement digital health technology that meets patient-provider
needs. In order to provide some insight into this phenomenon, a
systematic review of the barriers to implementing digital trans-
formation in the health sector is required.

The healthcare sector in India is one of the key areas for
investment, primarily through accessible digital platforms,
affordability, and high quality. However, the industry is also
facing many difficulties due to an increase in the aging popula-
tion, change in the burden of illness, limited access to healthcare
in remote areas, scarcity of healthcare providers, and insufficient
public sector investment. In addition, only 33 percent of doctors
in India work in rural regions, despite the fact that 71 percent of
the country’s population resides in rural areas (Census of India,
2011). Hence, transformation to digital technology has the
potential to deal with these healthcare challenges in the country.

2

In response to this impact, the Government of India introduced
the flagship program Digital India Campaign in 2015, which
included public health initiatives geared at adopting digital
technologies to penetrate healthcare services in rural areas. A
complete digital healthcare system was subsequently envisioned
under the National Health Policy of 2017, which resulted in the
launch of the Digital Health Mission in India. With this policy,
the National Digital Health Blueprint (NDHB) of 2019 outlined
the fundamentals and an implementation strategy for digital
health in India. Based on the NDHB, on August 15, 2020, the
Ministry of Health and Family Welfare unveiled the National
Digital Health Mission (NDHM) to build a digital health eco-
system. After a year of operation, it was renamed “Ayushman
Bharat Digital Mission” and is now applicable across the country.
While the nation is moving steadily toward a digital healthcare
revolution, it still confronts various barriers to successfully
implementing digital transformation. India has one of the world’s
lowest public health spending ratios at just over one percent of its
gross domestic product. According to the National Health Profile
statistics (2019), there are 7,13,986 beds in government hospitals,
representing 0.55 beds per 1000 patients, of which only 5-8
percent are intensive care unit (ICU) beds. Moreover, few district
hospitals have an electronic health record (EHR) system, and
primary healthcare clinics lack the basic physical infrastructure,
including medical equipment, labor rooms, adequate beds, a
computer with an internet connection, and even regular water
and electricity supplies. Undoubtedly, digital technologies can
revolutionize the country’s healthcare system, but the barriers to
digital transformation make it a far-fetched reality. Recognizing
this current scenario, the present study examines the barriers to
implementing digital transformation in the health sector of India.
This review could help all stakeholders improve digital transfor-
mation’s comprehensive implementation and sustainability in the
country’s health sector. Thus, the review aims to address the
following research question: What are the barriers to imple-
menting digital transformation in the health sector of India?

Methods

This systematic review followed the Preferred Reporting Items for
Systematic Reviews and Meta-Analysis (PRISMA) guidelines
(Page et al., 2021).

Eligibility criteria. The present study included peer-reviewed
qualitative and quantitative studies published in English from
inception till December 2022. Specifically, reports that provide
data on barriers to implementing digital transformation in the
health sector of India were included. Both patient-provider level
barriers to the uptake of digital health transformation were
considered. This review defined barriers as factors hindering the
health sector’s digital transformation, such as a switch to various
technological innovations, including telemedicine and mobile
health. However, case reports, conference abstracts, editorials,
commentaries, and reviews were excluded.

Information sources and search strategy. A systematic search
was carried out in major electronic databases, including Psy-
cINFO, PubMed, Science Direct, Web of Science, and Google
Scholar, in December 2022. Several synonyms were used to
capture the maximum relevant records published on digital
transformation limited to the Indian health sector. The search
terms were appropriately operated in each database depending on
their strategy using Boolean operators “AND” and “OR”. The
search used in PubMed was (challenges[Title/Abstract]) OR
(barriers[Title/Abstract]) AND (transformation[Title/Abstract])
OR (implementation[Title/Abstract]) OR (experience[Title/
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Abstract]) AND (“digital health”[Title/Abstract]) OR (tele-
health[Title/Abstract])) OR (mHealth[Title/Abstract]) OR (e-
health[Title/Abstract]) OR (teleconsultation[Title/Abstract]) OR
(telemedicine[Title/Abstract]) OR (“remote consultation”[Title/
Abstract]) OR (telerehabilitation[Title/Abstract]) OR (“mobile
health”[Title/Abstract]); in PsycINFO searched on the EBSCO
platform was AB Abstract (challenges OR barriers OR concern
AND transformation OR implementation OR experience AND
“digital health” OR telehealth OR e-health OR teleconsultation
OR telemedicine OR “remote consultation” OR telerehabilitation
OR “mobile health”); in Science Direct was Title, abstract, key-
words: (challenges OR barriers) AND (“digital health” OR tele-
health OR e-health OR teleconsultation OR telemedicine OR
telerehabilitation OR “mobile health”), and in Web of Science
was  (((((((((((((TS = (challenges)) OR TS = (barriers)) AND
TS = (transformation)) OR TS = (implementation)) OR TS =
(experience)) AND TS = (“digital health”)) OR TS = (telehealth))
OR TS=(mHealth)) OR TS=/(e-health)) OR TS=
(teleconsultation)) OR TS = (telemedicine)) OR TS = (“remote
consultation”)) OR TS = (telerehabilitation)) OR TS = (“mobile
health™).

Selection process and data extraction. The first three authors
have conceptualized the present study. Two authors indepen-
dently searched for relevant records in electronic databases. Three
authors screened titles and abstracts of studies yielded from this
systematic search. Two authors screened full-text reports for
inclusion and performed the data extraction. Disagreements were
settled through discussion and, when needed, by consulting a
third author. Authors’ details, study location, type of study,
participant characteristics, and the barriers to implementation of
digital transformation in the health sector in India were extracted
from each finalized study.

Quality assessment and evidence synthesis. The methodological
quality of the qualitative and quantitative studies was assessed
using JBI critical appraisal tools. Quality scores were based on
evaluating various study domains, including eligibility criteria,
participant characteristics, and data analysis. Rating scales of ‘yes,’
‘no,” ‘unclear,” and ‘not applicable” with 8, 11, and 10 questions
were used for cross-sectional, cohort, and qualitative studies,
respectively (Moola et al., 2015). The mixed-method studies were
appraised with the MMAT (Hong et al.,, 2018). The methodolo-
gical quality of the included studies in this review was assessed by
four independent researchers and verified by one researcher. The
extracted information was compared and contrasted in a narra-
tive synthesis, and themes were generated. The reviewers often
met to discuss the study findings and reached an agreement.

Results

Study selection. A total of 1129 articles were returned in search
of the electronic databases. Of these, 250 were from PsycINFO,
182 were from PubMed, 331 were from Science Direct, 217 were
from Web of Science, and 149 were from Google Scholar. The
PRISMA flow diagram depicts the complete search process for
this systematic review (Fig. 1). After deduplication, the title and
abstracts of 867 records were screened according to the inclusion
and exclusion criteria. Subsequently, title and abstract screening
resulted in the removal of 772 studies. Nine of the 95 records
searched for retrieval could not be obtained because the full text
was inaccessible. Hence, 86 reports were assessed for selection,
and 60 studies were removed because they did not meet the
eligibility criteria (no focus on the barriers to implementation of
digital transformation in the health sector (n = 27), other types of
studies, such as conference proceedings or review papers (n = 18),

and no focus on health sector in India (n = 15)). Thus, the final
synthesis included 26 studies emphasizing the barriers to imple-
menting various digital technologies in the health sector.

Study characteristics. The final sample for the present review
included 26 studies conducted across India from 2017 to 2022
(Table 1). Two studies in 2022 (Prakash and Das, 2022; Sam-
pathkumar et al., 2022), 16 were published in 2021 (Bairapareddy
et al,, 2021; Banerjee et al., 2021; D’Souza et al., 2021; Garg et al.,
2021; Ghoshal et al, 2021; Kumar et al, 2021; Mathew et al,,
2021; Menon et al,, 2021; Nair et al., 2021; Naveen et al., 2021;
Raheja et al, 2021; Sandhu et al.,, 2021; Satgunam et al., 2021;
Shambu et al., 2021; Faujdar et al., 2021; Ullas et al., 2021), four in
2020 (Biswas et al., 2020; Pandey et al., 2020; Puliyath et al., 2020;
Thenral and Annamalai, 2021), two in 2018 (Bhatt et al., 2018;
Sinha Deb et al,, 2018), and two in 2017 (Mohan et al., 2017;
Powell et al., 2017). Included studies consisted of quantitative/
cross-sectional studies (n = 10) (Bairapareddy et al., 2021; Sinha
Deb et al., 2018; Ghoshal et al.,, 2021; Kumar et al., 2021; Mohan
et al,, 2017; Nair et al,, 2021; Pandey et al., 2020; Powell et al.,
2017; Raheja et al., 2021; Ullas et al., 2021), quantitative/cohort
studies (n=28) (Biswas et al, 2020; D’Souza et al., 2021; Garg
et al,, 2021; Naveen et al.,, 2021; Puliyath et al.,, 2020; Satgunam
et al,, 2021; Sandhu et al,, 2021; Shambu et al., 2021), qualitative
studies (n=5) (Banerjee et al., 2021; Bhatt et al., 2018; Menon
et al,, 2021; Faujdar et al., 2021; Thenral and Annamalai, 2021),
and mixed-methods studies (n = 3) (Mathew et al., 2021; Prakash
and Das, 2022; Sampathkumar et al., 2022). Participants included
the general population, delivered women, healthcare profes-
sionals, patients and caregivers, experts from academia, smart-
phone users, and technology experts. The current study findings
offer a comprehensive understanding of barriers to the imple-
mentation of digital transformation in the health sector of India.

Risk of bias in studies. The risk of bias in quantitative cross-
sectional studies (n = 10) and qualitative studies (n = 5) was low,
while the risk of bias for cohort studies was generally low to
moderate (see Supplementary information). The detailed results
of the quality assessment of mixed-methods studies (n =3) can
be found in the supplementary table (see Supplementary Table 4).
Also, no studies were excluded based on the level of quality
assessment.

Barriers to the implementation of digital transformation in the
health sector. Several previous studies have identified potential
barriers to implementing digital transformation in India. Identi-
fying the country’s barriers to digital health transformation is
necessary to fulfill the need for successful transformation to
digital health. As a result, the findings were synthesized into the
following themes: lack of network coverage and information
technology (IT) infrastructure, high installation and operating
cost, lack of medical records and experts, lack of physical
examination, data accuracy and misdiagnosis, data privacy and
confidentiality, language and communication barriers, user bar-
riers, and ethical, legal, and accountability concerns.

Lack of network coverage and IT infrastructure. Weak network
coverage (Banerjee et al, 2021; Desingh and Baskaran, 2021;
Menon et al,, 2021; Puliyath et al, 2020; Raheja et al., 2021;
Sampathkumar et al., 2022; Sandhu et al., 2021; Ullas et al., 2021),
and lack of IT infrastructure (Desingh and Baskaran, 2021) were
described as key barriers to digital transformation in the health
sector. Relatedly, a lack of basic technical infrastructures, such as
smartphones, is a potential barrier to implementing digital health
in India (Kumar et al., 2021; Puliyath et al., 2020; Sandhu et al,,
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Fig. 1 PRISMA Flow Chart for this systematic review.

2021). In this context, patients had to use their family members’
smartphones to attend teleconsultations (Garg et al., 2021).

High installation and operating costs. Financial concern was
identified as a barrier to implementing and adopting digital
transformation in the health sector (Bairapareddy et al., 2021;
Bhatt et al., 2018). A study by Powell et al., (2017) revealed that
hospitals that had EHR systems perceived several barriers to
implementation, including the capital required to buy and
implement an EHR, concerns about the ongoing cost of main-
taining an EHR system, and the ambiguity on the return on
investment (ROI) from an EHR (Powell et al., 2017). Relatedly,
the lack of repair facilities at installation sites also acts as a major
barrier (Menon et al., 2021). On the other hand, the qualitative
interviews in a study revealed the high cost of smart devices as a
barrier to using mobile-based apps for health care (Sinha Deb
et al., 2018).

Lack of medical records and experts. Digital health is a novel
platform in India that has been developing recently. Rapid
implementation of digital transformation can lead to difficulty in
the availability of EHRs (Menon et al., 2021; Puliyath et al., 2020)
and experts in the country (Bairapareddy et al., 2021). A study
reported that the main difficulties for clinicians in the use of
teleconsultation include a lack of expertise in operating technol-
ogy (Sandhu et al.,, 2021). Similarly, in another study, 53% of
healthcare professionals identified a lack of expertise to be the

4

A 4

barriers to
digital

No focus on
implementation  of
transformation (n = 27)
No reporting on Indian health
sector (n = 15)

Other types of study (n = 18)

chief barrier to the effective implementation of smartphone-based
telerehabilitation programs for chronic obstructive pulmonary
disease patients (Bairapareddy et al., 2021).

Lack of physical examination. One of the key barriers to the
acceptance of digital health is the absence of physical examina-
tion, a necessary prerequisite for an effective doctor-patient
relationship (Kumar et al., 2021; Mathew et al, 2021; Puliyath
et al., 2020; Raheja et al., 2021; Ullas et al., 2021). Besides, patients
expressed dissatisfaction with the rapport they otherwise estab-
lished following an in-person consultation (Garg et al., 2021).
Similarly, in a study by D’Souza et al. (2021), elderly patients
prefer face-to-face consultations. This flaw of digital transfor-
mation might be remedied by referring any patient whose
symptoms or reports necessitate a physical examination to a
nearby healthcare center (Kumar et al., 2021).

Data accuracy and misdiagnosis. Another possible barrier to the
successful implementation of digital health practice is the accu-
racy of data transmission. In a study by Raheja et al. (2021), six
percent of participants faced difficulties during teleconsultations
because of misinterpretation of prescriptions by patients or
pharmacists. Similarly, it was difficult for the patients to com-
prehend the medical advice and medicines attributed to limited
connectivity (Banerjee et al., 2021), unfamiliar technology (Sinha
Deb et al.,, 2018; Ghoshal et al.,, 2021; Sandhu et al., 2021; Ullas
et al, 2021), illiteracy (D’Souza et al., 2021; Kumar et al., 2021;
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Naveen et al.,, 2021), and lack of clarity of advice given by clin-
icians (Sandhu et al., 2021).

Data privacy and confidentiality. Compared with in-person con-
sultations, digital health is more vulnerable to security and
privacy risks. Data protection is threatened in a digital health
system due to the leakage of confidential information and data
sharing with third-party apps (Biswas et al., 2020; Menon et al,,
2021). Concerns about data security and confidentiality pose
significant challenges to the adoption of digital health transfor-
mation since the healthcare industry is one of the most critical
sectors owing to the very sensitive patient data that has to be
secured (Desingh and Baskaran, 2021; Powell et al., 2017; Prakash
and Das, 2022; Puliyath et al, 2020; Thenral and Annamalai,
2021; Ullas et al., 2021).

Language and communication barriers. Effective patient-provider
communication is essential and is often connected to the success
of digital health. This is indeed a challenge during the imple-
mentation of digital transformation in the health sector (Menon
et al,, 2021; Mathew et al., 2021; Naveen et al., 2021; Raheja et al,,
2021). Language is one of the critical issues of digital transfor-
mation (Sinha Deb et al., 2018; Mohan et al., 2017; Naveen et al.,
2021; Sandhu et al., 2021). In their study, Satgunam et al. (2021)
reported that although most respondents found downloading and
using teleconsultation apps comfortable, patients who could not
follow the English language may face some difficulty dealing with
the applications. Further, Pandey et al. (2020) reported that poor
means of communication on the patient’s side could be a possible
reason for reduced teleconsultations. Relatedly, another study by
Kumar et al. (2021) showed that the unavailability of proper
surroundings for communication is a major barrier to integrating
teleconsultations into practice. Notably, two studies reported that
video-based teleconsultations are patients’ most preferred mode
of communication (Raheja et al., 2021; Nair et al., 2021).

Usage barriers. Several user challenges in digital health serve as
barriers to adopting digital transformation in the healthcare
industry. Findings highlight various barriers to the use of tele-
consultations, such as difficulty in getting an appointment with a
routine doctor or obtaining medicine on time (Ullas et al., 2021),
long-distance travel for lab tests and reports uploading, at least
two in-person consultations before transiting to digital mode
(Shambu et al, 2021), dependence on computers and digital
technicians (Faujdar et al., 2021), lack of repair facilities at
installation sites (Menon et al., 2021), and challenges in avail-
ability of drugs (Kumar et al., 2021).

Ethical, legal, and accountability concerns. A common reason for
not using digital consultations was the concern for possible legal
implications. While implementing teleconsultations, there is a
risk of misdiagnosis, which might have severe medicolegal
repercussions (Pandey et al., 2020). Relatedly, in a study by
Thenral and Annamalai (2021), the problems related to ethical,
legal, and accountability implications were cited as challenges to
digital consultations by almost all respondents. Additionally,
another study reported that the increased transparency in
implementing the digital health system made healthcare profes-
sionals feel insecure because it increased their work stress and
they had to be more careful with data entry (Faujdar et al., 2021).

Discussion

This systematic review included 26 studies highlighting various
factors that impede the implementation of digital transformation
in the health sector of India. The Government of India is taking

the lead in creating a National Digital Health Ecosystem to
support international initiatives aimed at accelerating innovation
and digital health to meet Sustainable Development Goal (SDG) 3
(NDHM, 2020). However, any change to the current system will
face some opposition; thus, it is crucial to comprehend why
stakeholders resist it so that change agents can develop action
plans effectively. In this context, the current study is crucial as it
reports common barriers to digital health implementation
including lack of network coverage and IT infrastructure, high
installation and operating costs, lack of medical records and
experts, lack of physical examination, data accuracy and mis-
diagnosis, data privacy and confidentiality, language and com-
munication barriers, user barriers, and ethical, legal, and
accountability concerns.

Lack of network coverage and IT Infrastructure capture bar-
riers associated with the availability of internet connectivity and
smartphones to implement digital transformation in healthcare
organizations. The review found that limited internet access
hampers digital health services in India. Restricted internet con-
nectivity and access to adequate medical equipment are the
country’s main infrastructural problems in digital health, among
other things. These results corroborate those of Alkhaldi et al.
(2014), which reported that infrastructure issues in a country,
such as limited internet connectivity and proper medical equip-
ment related to digital health. In addition, the current results are
consistent with previous reviews that pointed to a lack of tech-
nology resources and poor internet access as obstacles to the
adoption of digital health in India (Venkataraman et al. 2024;
Rajkumar et al., 2023). Similarly, another review reported that
issues with network access, such as unstable internet connectivity,
could limit the application of digital technology in India, speci-
fically in the North-Eastern states of the country (Maroju et al,,
2023). Notably, rural areas lag behind urban areas in access to
ICTs as the spectrum allocations in the lower—frequency coverage
bands and low investment in technological infrastructure due to
decreased revenue from rural areas (Mukherjee et al., 2016).

On the other hand, according to the Telecom Regulatory
Authority of India (TRAI), as of September 30, 2022, there were
34.38 crore internet subscribers in rural areas. The central gov-
ernment has implemented plans to enhance connectivity in rural
villages, with initiatives like BharatNet aiming to provide high-
speed internet access to over 2.5 lakh gram panchayats using
optic fiber and wireless technologies. As the demand for internet
connectivity grows, optical fiber networks are crucial for the
successful implementation of digital healthcare in India. Thus,
given the increasing demand for internet connectivity, optical
fiber networks are largely becoming the backbone of the suc-
cessful implementation of digital healthcare in the country. Hence
the current review suggests that in addition to these efforts by the
government to provide optic fiber to rural areas, it is vital to
connect smaller administrative and healthcare institutions, such
as public health clinics and health and wellness centers, with
larger hospitals and medical college hospitals.

Although the number of smartphone users in India is esti-
mated to reach 1.55 billion by 2040 (Sun, 2023), the present
findings report that limited resources at the patients’ end might
be a barrier to adopting and using digital health innovations.
Relatedly, high installation and maintenance costs hinder digital
transformation in the healthcare services industry. Existing evi-
dence from the Indian context indicates that the lower adoption
of digital health can be attributed to financial limitations, such as
the cost of educating healthcare staff, buying and maintaining
equipment, and covering ongoing expenses (Bairapareddy et al.,
2021; Ghai, 2020). Thus, the review suggests that economic bar-
riers must be assessed against factors such as technology cost,
annual equipment maintenance, and ROIL.
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Findings highlight that the unavailability of EHRs is one of the
key obstacles to digital health transformation. EMR systems are
crucial to accessing accurate patient information for providing the
best advice (Das et al., 2020). It has been noted that a safe,
retrievable EMR with free patient access is necessary for an ideal
digital health system. India is making significant strides towards
transforming healthcare by establishing a digital health system
that will cater to the entire population. This initiative aims to
develop longitudinal digital health records for individuals, pro-
viding doctors with a more comprehensive understanding of their
medical history and past treatments. For instance, the nation has
launched several verified registries for different stakeholders such
as patients (e.g., The Ayushman Bharat Health Application),
healthcare professionals (e.g., Health Professional Registry),
health facilities (e.g., Health Facility Registry), drugs available and
approved in the country (e.g., Drug Registry). Besides, the Unified
Health Interface (UHI) enables easy access to precise and com-
prehensive healthcare data in India, which can be utilized to
shape policies and enhance healthcare outcomes. However, the
existing literature reveals that the technological illiteracy of people
makes it difficult to implement an EHR system in the country
(Bhargava and Sarkar, 2020). Yet, schemes like “Pradhan Mantri
Gramin Digital Saksharta Abhiyan”, which targets making one
person from every family in rural India digitally literate in the
coming years, can have a remarkable impact on the technological
literacy of the population.

Further, the review showed that a lack of experts to deliver
digital health could impede the implementation of digital trans-
formation. Therefore, along with technological infrastructure, the
digital health system should include well-qualified individuals
(Safi et al., 2018), and it is crucial to employ and educate the right
people to operate technology (Rutledge et al., 2017). A recent
review highlighted that a major obstacle to the integration of
digital health into the primary and secondary healthcare systems
in the country is insufficient training and awareness among
healthcare providers regarding the utilization of telehealth and
the associated equipment (Venkataraman et al., 2024).

Additionally, the findings indicate that a lack of physical
examination is a major barrier to implementing digital transfor-
mation in the health sector. Consistent with these findings, an
earlier study suggested that patients in India are accustomed to
physically visiting hospitals/clinics and may find it difficult to
accept medical advice delivered over the phone (Kesavadev et al.,
2015). Likewise, a lack of physical examination can lead to
challenges regarding data accuracy and establishing rapport,
thereby limiting the acceptance of digital health services. None-
theless, in the evolving healthcare delivery landscape, character-
ized by the presence of artificial intelligence (AI), Al-enabled
capabilities can be effectively employed to foster long-term rela-
tionships with patients (Wang et al., 2020; Yu et al., 2021). Pre-
vious research has emphasized the utilization of Al in healthcare
to perform tasks such as analyzing images, recognizing the voice,
implementing precision medicine, and processing clinical notes
(Wang et al.,, 2020). Furthermore, it would enhance the compe-
tencies of medical personnel and enable them to cultivate trust
and exceptional rapport with patients (Teece et al, 2016). In
India, tools powered by AI have transitioned from being an
emerging technology segment to an established one. Thus, con-
sidering the limited physical examination and the related con-
sequences in digital healthcare, the present findings support the
integration of Al in the healthcare system of the country as it is
essential to maintain a quality relationship with the patients.

Furthermore, the review suggests that efforts should be directed
toward addressing the concerns related to data privacy and
confidentiality because of various medicolegal implications asso-
ciated with digital health. Literature reveals that many legal issues

8

surround digital consultations, including acquiring explicit con-
sent from patients, maintaining patient confidentiality, eliminat-
ing the need for an in-person physical examination, prescribing
medicines without an accurate diagnosis, and recommending
government-prohibited medicines (Ateriya et al, 2018). The
health record system in India is rigorously protected by privacy
and security regulations, which are essential for ensuring the
integrity, confidentiality, and availability of healthcare informa-
tion. Alongside security requirements, EHRs are also governed by
privacy laws specific to the country. The Union Cabinet of India
approved the personal data protection bill in 2019, which aims to
protect sensitive personal data by requiring explicit consent for its
processing and preventing unauthorized access by other organi-
zations. The bill aligns with the IT Act 2000, which safeguards
digitally stored and transmitted data through data privacy rules.
These rules cover personal information related to psychological
and physical health conditions and patient history.

Also, the findings highlight the need to appropriately handle
communication and language barriers while using ICT. Thus,
along with overcoming the technological and other usage barriers,
proper training, improved documentation, better communica-
tion, and adherence to information management principles
should be maintained to avoid medicolegal issues.

Strengths, limitations, and future recommendations

The strengths of the present review include an evidence-based,
comprehensive systematic review methodology that offers a rig-
orous and replicable opportunity to critically analyse the existing
literature in the study area. Additionally, the authors performed
data screening, extraction, and synthesis independently. A high
inter-rater agreeability observed reduces the risk of single-
reviewer bias. Further, the review used a broad search strategy
with no restriction on the year of publication to obtain the
maximum pertinent studies focused on barriers to implementing
digital transformation in the health sector. The present study also
identified a significant gap in the existing literature: most inclu-
ded studies took either a patient or provider perspective to
understand the barriers to digital health implementation.
Therefore, future research can also focus on barriers to digital
health adoption and acceptance from the perspective of other
relevant stakeholders, such as caregivers, rehabilitation workers,
health administrators, researchers, and policymakers.

The current review is not without limitations. Many of the
included studies were carried out during the COVID-19 pan-
demic, which could have influenced the participants’ approach
toward implementing digital transformation in the health sector.
As a result, studies based on sample data collected even after the
pandemic could provide more statistical inferences about per-
ceptions of digital health services among various stakeholders.
Further, the review could not include relevant articles published
in languages other than English; thus, some articles on these
themes in the literature might be missed in the analysis.

Conclusion

The present study sheds light on the potential barriers to the
implementation of digital transformation in the health sector of
India. The barriers identified include lack of network coverage
and IT infrastructure, high installation and operating costs, lack
of medical records and experts, lack of physical examination, data
accuracy and misdiagnosis, data privacy and confidentiality,
language and communication barriers, user barriers, and ethical,
legal, and accountability concerns. This comprehensive view of
barriers can be a solid foundation for designing future interven-
tions to enhance digital transformation’s acceptance and long-
term success in the country’s health sector. The review suggests
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that the effective implementation of digital transformation
requires a partnership among governments, nongovernmental
organizations, healthcare professionals, patients, and their care-
givers. Findings further highlight the need for policy reform in
the country to improve digital healthcare.

Data availability
All data generated or analyzed during this study are included in
this published article and its supplementary information file.
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