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ABASTRACT Deciding to make online purchases can be risky and retailers have an

opportunity to influence the consumer’s decision-making process. The aim of this article is to

gauge the impact of different types of risks on trust and decision making with regard to online

purchases. We conducted a survey with adaptations to three theoretical scales. To analyze

the impact of risk on the variables of trust and decision making, a confirmatory factor analysis

was performed, and to clarify the relationships between these constructs, a structural

equation model was prepared. A qualitative (n= 13) and quantitative study were conducted

with primary data (n= 328) collected by means of a structured questionnaire using a sample

of a group of consumers who reside in the south of Brazil. The article makes four main

contributions to the field: (i) it identifies the influence of three latent constructs that might

affect online purchase behavior; (ii) it gauges the risks associated with the latent construct of

trust and the adaptation of scales of perceived risk and decision making; (iii) it highlights the

need to reassess the strategies adopted by companies that sell online to reduce risks and

consequently increase trust in decision making; and (iv) it evaluates the demographic vari-

ables that have a significant moderating effect on the relationships of the constructs of trust

and decision making during the purchase process.
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Introduction

In the current economic scenario, with the growth of online
commercial retail transactions, the recent literature has high-
lighted the distributed intelligence emerging from all human

and technological agents interacting on the internet (Heylighen
and Lenartowicz, 2017). In recent decades, the retail sector has
undergone a huge digital transformation (Hagberg et al., 2017),
such as the integration of new digital technologies (Petit et al.,
2019), digital business models (Xu and Koivumäki, 2019),
including platform-based multi-sided market places (Hänninen
et al., 2019), access to information, a global vision, and changes in
computation and mobile shopping (Faulds et al., 2018). All of
these digital transformations have led to changes in people’s
purchase behavior and, consequently, that of the consumer.

Traditional economic theory claims that consumers are
rational and systematically seek and analyze information in the
market prior to making a purchase. However, in traditional
economic theory, it is impossible to obtain and analyze all the
information on the whole market before making a decision
(Balakrishnan et al., 2019; Khalil et al., 2019). In the digital
economy, time, credibility, and attention, rather than informa-
tion, are scarce. Making a secure purchase reduces cognitive
dissonance, the distance between what is expected and what is
received. The greater this distance (in situations where what is
“received” is worse than what is “expected”) the more unsatisfied
the consumer will be with his purchase (Festinger, 1957; Liao,
2017; Keng and Liao, 2009). The more complex the product, and
the more expensive and important it is to the customer, the more
he will search online for information on the product and
the store.

With the new digital technologies, the consumer’s decision-
making process is described as a continuous and interactive
activity, requiring retailers to adopt a more holistic mentality and
concentrate on influencing the process rather than concentrating
exclusively on the result of the consumer’s decision (Conrado,
2018; Faulds et al., 2018). A critical factor in the decision-making
process in the digital environment is credibility, which enables the
achievement of a higher conversion rate. Credibility can be gained
in a number of ways to make a company that theoretically only
exists in bytes tangible. It is necessary to make the company
concrete, palpable, and tangible. Furthermore, after making it
tangible, it is necessary to show consumers that a company that
conducts transactions online is honest and reliable (Cetina et al.,
2012; Faulds et al., 2018; Conrado, 2018).

The internet has led to a significant increase in the number of
transactions and options for products and services (Zhuang et al.,
2018). In this respect, online commercial transactions have grown
enormously in recent years (Raluca, 2018), despite uncertainty
regarding the quality of products due to the lack of a previous
experience. This is because online transactions mean more
comfort and savings for consumers who make decisions to buy
through this channel (Kim and Krishnan, 2015; Conrado, 2018).
Online purchases are not free of different kinds of risk, mainly
due to the complexity and diversity of information involved in
these transactions.

The volume of information available on the internet is
equivalent to approximately one septillion bytes of information,
which are interconnected worldwide, according to the leading
information management company in the world, EMC
(Machado, 2014). The amount of online data in virtual retail does
not guarantee their quality, nor do they reflect how serious
companies are with regard to selling their products on the
internet. Furthermore, there is a risk of not receiving products,
receiving inadequate products or services and cognitive dis-
sonance (Festinger, 1957; Novak et al., 2000; Keng and Liao, 2009;
Kim and Krishnan, 2015).

The consumer’s perceived risk in decision making is associated
with elements related to previous experience and past purchases.
This perceived risk diminishes as the consumer makes more
purchases and undergoes more similar shopping experiences
(Liebermann and Stashevsky, 2002). Although having made a
purchase online can help to reduce risks, each new purchase
remains unique and singular (Cunningham et al., 2005). The role
of marketing, which is now digital, is to increase the value per-
ceived by the consumer, especially regarding purchases and value
generation in the online environment. The challenge for retailers
nowadays is to minimize risks for consumers in online shopping.

The literature includes a number of studies that analyze dif-
ferent aspects of risk in different countries. Some authors have
investigated the behavior of acceptance and use of online shop-
ping in Thailand, highlighting perceived risk (Driediger and
Bhatiasevi, 2019), risk reduction strategies in online purchases in
Greece (Vos et al., 2014), research on the influence of perceived
risk in consumers’ online purchasing decisions (Hong and Yi,
2012), and risk with regard to subjective representations in pur-
chase decisions (Costa, 2007). Others have evaluated the influence
of demographic aspects in risk perception (Maceira et al., 2011),
risk regarding the security and privacy of individual information
(Korgaonkar and Wolin, 1999), the influence of risk and trust in
the purchase of stocks and shares and decision making in cor-
porate software purchases (Costa, 2007), to name a few. Recent
efforts have highlighted the influence of psychological risk and
social risk on product purchase intention (Swiegers, 2018) and
the influence of financial risk on purchase decision in the profile
of women who purchase luxury brand products online (Wahab
et al., 2019).

In Brazil, Costa (2007) investigated the influence of trust on the
degree of perceived risk in the purchase of shares. No studies were
identified in the Web of Science and Scopus databases concerning
the joint influence of three latent constructs that might affect
online consumer behavior: (i) types of risk; (ii) trust; and (iii)
decision making. To address this gap, the research question to be
answered is: What is the impact of the different types of risk on
trust and decision making in online purchases? Although a
number of studies have been conducted on the different types of
risks associated with online purchases, little is known of the
nature of these risks in the Brazilian context. In this sense, it is
important to consider the willingness of consumers to purchase
online by mapping which kinds of risk are considered more
prominent and which can affect their trust and decisions.

The empirical relevance of this article lies in its applicability to
different areas of business that provide individuals with options
for online shopping. It also presents firms with the consumer’s
viewpoint when it comes to deciding on a product and/or service.
This study helps to understand how purchase decisions are
associated with trust or motivation when consumers opt to
purchase a product or service (Mitchell, 1999).

This article differs from previous works by including a multi-
group analysis, as the articles referenced in this study made no
suggestions about dividing the sample into groups to evaluate the
mediating effects of demographic variables. The results of the
multigroup analysis, with demographic characteristics, will be
divided into groups to investigate whether the specific categories
of each of them have an effect on the latent variables of trust and
decision making in online purchases.

The study is structured into four sections after this introduc-
tion. In the second section, the theoretical background regarding
perceived risk, trust and decision making is presented. In the
third section, the methodological procedures are described. In the
fourth section, the analyses and results are presented, followed by
the final considerations in the last section.
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Perceived risk, trust, and decision making
The measurement of risk perception was first investigated by
Cunningham (1967). Later, new themes related to perceived risk
in decision making were added, as well as the identification of the
decision-making process and its influence on consumers. The
authors involved in this research included Dowling (1986),
Dowling and Staelin (1994), Mitchell (1991), Mitchell (1990), Das
and Teng (2004), Loomes and Mehta (2007), and Lin (2008).
From these studies, perceived risk came to be viewed as a mul-
tidimensional construct, made up of dimensions related to phy-
sical loss, financial loss, psychological loss, time loss, performance
risk (e.g. functional loss) and social or global risk (Roselius, 1971;
Jacoby and Kaplan, 1972; Mitchell, 1999). A caveat added by
Bauer (1960) is that it is difficult to measure the dimensions of
risk objectively. This can be overcome by conducting studies on
risk perception or subjective risk.

The conceptualization of risk provides clearer information on
how perceived risk can affect consumer decision making (Bertea
and Zait, 2013), and one of the classic views of the different types
of risk considers elements from authors, such as Jacoby and
Kaplan (1972) and Mitchell (1999). In accordance with the types
of risk: (i) global risk or physical loss involves more wide-ranging
aspects of risk, consisting of different varieties of risk forming a
certain situation (Jacoby and Kaplan, 1972); related to risk
incurred in the value of the product, (ii) financial risk is generally
linked to high aggregate value products, with a greater risk of
financial loss (Mitchell, 1999); (iii) psychological risk considers the
motivations that make the decision maker feel comfortable with
running a certain risk; (iv) negative risk has to do with not
making a good choice, which can cause stress, anxiety and/or fear
of making a new purchase (Mitchell, 1999); (v) time risk has to do
with the time to make a purchase and the time used if there is a
defect or repairs to be made; and (vi) performance risk is related
to the product’s attributes and whether it functions properly, i.e.,
its quality (Mitchell, 1999).

Similar kinds of products can pose similar risks, and global risk
may be linked to the other types of risk: (i) financial; (ii) psy-
chological; and (iii) physical and social. Furthermore, there may
be a behavior pattern concerning the types of risks and products.
Thus, clothing items may pose a greater psychological risk, and
electronic products may pose a greater financial and performance
risk (Jacoby and Kaplan, 1972). There may also be variations in
perceived risk depending on the consumer’s degree of involve-
ment in the purchase decision, because when he perceives a
greater risk, his degree of involvement is more intense (Bertea and
Zait, 2013).

Although previous online purchases can help to reduce risks,
which diminish as the consumer gains experience (Liebermann
and Stashevsky, 2002), each purchase through this medium
remains unique (Cunningham et al., 2005). This is because when
it comes to the internet, the risks involved in online shopping are
still greater than in traditional establishments (Maceira et al.,
2011). In online purchases, Korgaonkar and Wolin (1999) warn
of risks related to security and the privacy of individual infor-
mation. Moreover, other factors may be involved in the decision
to run risks, such as human behavior (Meertens and Lion, 2008),
external elements that offer some kind of psychological con-
solation (Costa, 2007), and the way products purchased online are
delivered (e.g. mail, courier, drone, motorcycle, or direct collec-
tion from the store) (Cunningham et al., 2005).

Trust is closely linked to risk perception and decision making
because perceived risk is an antecedent of trust (Costa, 2011) and
with this risk reduced, trust increases when it comes to pur-
chasing a product and/or service, supporting the purchase deci-
sion. In this context, Costa (2011) highlights that trust is closely
related to vulnerability, expectations, and the individual’s control.

Furthermore, it is an important element that can aid decision
making, considering the uncertain future and inherent risk.

In the literature, although there are many studies related to risk
and trust, this association could be better clarified (Das and Teng,
2004) by considering its relationship with decision making. The
decision process involving risk can be explained by six models: (i)
the rational; (ii) bounded rationality; (iii) political; (iv) logical
incrementalism; (v) the subjective; and (vi) the garbage can model
(Audy, 2001; Miller et al., 2004). In the rational model, planning
and mental activities are the bases for decision making, mainly
because the individual analyzes them carefully before deciding
whether he is able to foresee the consequences (Morgan and
Hunt, 1995; Miller et al., 2004; Costa, 2011). In the bounded
rationality model, it is impossible for the individual to have the
knowledge to capture all the information that forms the basis for
decisions because doing so depends on his human cognition and
how he interprets and attributes relationships to its meanings
(Miller et al., 2004). The third model, the political one, uses
power, influence and authority in decision making and considers
the need to exchange and negotiate with other individuals. Thus,
external elements are incorporated into the decision process and
risk analysis (Miller et al., 2004).

The fourth, incremental, model considers informal and sub-
jective aspects in decision making. In this model, relationships
and meanings are built with experience, considering aspects
associated with the intellect and mental relationships (Weick,
1995). In the fifth model, concerning subjectivity, the decision
maker can choose, based on beliefs, emotions, and feelings, a
considerable volume of information and situations that he can
find. It also suggests that the decision maker may not be in a
position to make the same decision in similar contexts, as the
perceived risk depends on the fear and disappointments that he
has already experienced (Weick, 1995). The sixth model, the
garbage can, views decision making as not being a harmonious
process. Choices cease to follow an ordered pattern and are linked
to a process in which decisions are made based on problems and
other opportunities (Cohen et al., 1972).

The consumer’s choice regarding whether or not to make a
purchase does not intrinsically consist of his ability to attribute
rules, consider previous facts, his interpretation of the facts and
future expectations, because decisions and perceptions differ from
one individual to another. Consumers often make comparisons
between past experiences using a mental model imbued with
meanings (Costa, 2011).

The framework for the adoption of a determined form of
behavior in decision making is rational action theory, which
clusters elements from decision models to explain how relation-
ships, attitudes, expectations, norms, intentions, and beliefs are
established (Karahanna et al., 1999). Furthermore, it is supported
by personal interests and social influences, mainly because the
theory assumes that an individual’s behavior is motivated by the
personal and social benefits he desires (Karahanna et al., 1999).

Methodological procedures
This article uses a quantitative-descriptive approach and gauges
the impact of different types of risk on the consumer’s trust in
decisions to make online purchases. The data collection proce-
dures included a survey, complemented by statistical methods
(Hair et al., 2009).

To achieve the proposed goal, it was necessary to adapt the
scale of Cunningham et al. (2005) and Hor-Meyll (2004), who
assessed the risks incurred in the recognized latent constructs,
such as: (i) general losses; (ii) financial losses; (iii) performance
losses; (iv) psychological losses; and (v) time losses. Moreover, the
latent constructs of trust and decision making were measured
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using the scale of Costa (2011). To measure the performance of
the constructs of (i) types of perceived risk; (ii) trust; and (iii)
decision making, a structured questionnaire comprising 35
observed variables was adapted, in which each respondent
marked the extent to which he agreed on a 5-point Likert scale,
ranging from 1 “I totally disagree” to 5 “I totally agree”. The
structured questionnaire was intended to identify the impact of
the latent constructs, such as: (i) global risk or physical loss of the
product; (ii) financial risk; (iii) psychological risk; (iv) time risk;
(v) performance risk; and (vi) trust in online purchases and
decision making. At the end of the questionnaire, a space was
made available for comments on problems experienced in past
purchases.

Furthermore, an attempt was made to identify problems with
the research tool through a pre-test. At first, face validation or
apparent validation was performed. According to Urbina (2007),
this has to do with the concepts used in formulating the variables,
with a view to gauging whether the language is in accordance with
what is intended to be measured. In other words, it has to do with
whether the superficial appearance of what is being measured. It
should be understandable to an examiner or any individual
familiar with the subject in question. The attributes that form
each of the constructs in question are shown in Table 1.

Prior to the data collection, a (qualitative) pre-test was con-
ducted with 13 consumers to identify their perception of the
formulation of the questionnaire. After making suggested adjust-
ments, the questionnaire was applied to a sample of consumers
who reside in the south of Brazil and decided to purchase products
and/or services online. The region where the research was con-
ducted was chosen due to the high purchase power of the con-
sumers and because of its economic importance to the country.

The sample was selected using non-probabilistic snowball
sampling. The analysis unit consisted of consumers who had
decided to purchase products and/or services online. The ques-
tionnaire was applied by e-mail from March to June 2018 to
consumers who had already made online purchases.

We used the free software G*Power 3.19.2 (http://www.gpower.
hhu.de/en.html) to estimate the minimum size of the sample to be
collected, taking into account the number of predictors of the
dependent variable, the test power and effect size (f 2). According
to Hair et al. (2014), test power equal to 0.80 is recommended and
an effect size (f 2) equal to 0.15, while the number of predictors
observed in the model for this study is equal to 2. This results in a
minimum sample recommended by the software of 107 respon-
dents. Hair et al. (2014) highlight that PLS-SEM does not require
a minimum number of respondents. In this case, the higher the
number of respondents, the greater the consistency of estimations
based on this model will be. Thus, a total of 422 questionnaires
were collected. Those that were incomplete were excluded,
resulting in 328 valid questionnaires. The operational definition
of the latent constructs and their theoretical bases are presented
in Table 2.

To draft the 17 hypotheses, research related to perceived risk,
trust, and decision making served as a framework. For this pur-
pose, Mitchell (1995) highlights that perceived risk is a precedent
for trust because individuals, when perceiving a lesser risk in their
purchase, may feel more comfortable when confirming it. Kim
et al. (2008) argue that trust, in certain contexts, can minimize or
maximize perceived risk. Consequently, Das and Teng (2004)
point out the need for further research to clarify the relationship
between risk and the trust it entails. In turn, Costa (2011) argues
that through past experiences an individual will decide whether to

Table 1 Attributes that form the constructs general risk, time risk, performance risk, financial risk, psychological risk, trust, and
decision making.

Construct Code Observable variables

General risk GEN1 In general, there are few risks involved in online purchases.
GEN2 Considering all aspects, purchasing products on the internet will give me problems.
GEN3 I prefer to avoid risks, so I do not buy online.
GEN4 Buying online, I see the risk as a challenge for a greater gain.
GEN5 I do not like to share my personal information (name, address, etc.) on the internet.
GEN6 When I make a purchase, I look at the comments posted by people who have already bought something from the site

on which I wish to make a purchase.
Time risk TIM1 Buying products online will make me waste my time.

TIM2 Buying online means that the product will take a long time to arrive.
TIM3 Buying online, I will waste time complaining by phone or e-mail to get a refund if something goes wrong with the

purchase.
Performance risk PER1 I am sure that I will be satisfied with a product bought online.

PER 2 Buying online, I will end up buying something other than what I want.
PER 3 I do not purchase online because I do not buy products based on a photograph. I like to see what I am buying.

Financial risk FIN1 If I buy a product online, I will pay a higher price than I should.
FIN2 I do not purchase products online if I have to send my credit or debit card number.
FIN3 If the site is well known, it is not risky to provide them with your credit or debit card number over the internet.

Psychological risk PSY1 I will regret purchasing a product online.
PSY2 Buying online, I am going to feel distressed until the product is delivered to my home.
PSY3 Buying online, I will feel frustrated because I do not have the product in my hands immediately.

Trust CONF1 I trust the sites I have already purchased from online.
CONF2 If I needed further information, I know that the companies from which I bought the products would answer me.
CONF3 I would recommend buying products online from the companies I have bought from to other people.
CONF4 I feel more trust when buying products from websites that have regular stores, as I believe it is easier to go to the store

if something goes wrong.
Decision making DECMAK1 I would not pay a below market price for a product from a site that I am not familiar with.

DECMAK2 Comparing all the purchases I have made so far, I would buy online again.
DECMAK3 I believe that purchasing online has given me a positive experience.
DECMAK4 I believe that, buying online, the product will arrive in good condition and in general I will make a good purchase.

Source: Adapted from Cunningham et al. (2005), Hor-Meyll (2004), and Costa (2011)
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run a risk with a certain purchase, as each individual is involved
in a mental process imbued with meanings and associations.
These factors will be taken into consideration when opting to take
a risk. These studies support the proposition of the hypotheses
that guide this study, as shown in Table 3.

To analyze the impact of risks on the variables that represent
trust and decision making, a confirmatory factor analysis (CFA)
was conducted to test to what extent the variables that were
measured represent a construct, considering in this case the
theoretical relationships that have already been substantiated.
Now it was necessary to test them empirically (Hair et al., 2009).
Structural equation modeling (SEM) was then used with a
goodness of fit estimation of partial least squares (PLS). The
application of this model consists of calculating the correlations
between (latent) constructs and their observed variables

(indicators), followed by linear regressions to test the impact
between constructs. This methodology is used in situations in
which the data are configured as not normal, the samples are
small and indicators that structure a construct are used (Hair
et al., 2014).

Following the assumptions of adaptation of scale, an explora-
tory stage was used to gauge whether the latent constructs were
reflected in their observed variables, as well as the relationship
between the constructs. Following this stage, the study progressed
to a confirmatory analysis model of the data.

With a view to testing the validity of the confirmatory
model, average variance extracted (AVE) tests were per-
formed, along with composite reliability (CR) and Cronbach’s
alpha. The reference values for each of these tests are shown in
Table 4.

Table 2 Operationalization of the research construct with general risk, time risk, performance risk, financial risk, psychological
risk, trust and decision making based on literature.

Latent constructs Operationalization of the variables Source

General risk General aspects related to risk; different independent varieties of risk form the
situation in which the decision maker is involved

Jacoby and Kaplan (1972), Cunningham et al.
(2005), and Hor-Meyll (2004)

Time risk Time spent on making the purchase and time spent if there is a defect or repairs to
be made

Mitchell (1999), Cunningham et al. (2005),
and Hor-Meyll (2004)

Performance risk Attributes of the product or service related to it functioning well, resulting in
customer satisfaction

Mitchell (1999), Cunningham et al. (2005),
and Hor-Meyll (2004)

Financial risk Products with high added value mean a greater financial risk or greater loss Mitchell (1999), Cunningham et al. (2005),
and Hor-Meyll (2004)

Psychological risk Reasons why decision makers run a certain risk to make a purchase. When
negative, this can lead to stress anxiety and fear of making a new purchase

Mitchell (1999), Cunningham et al. (2005),
and Hor-Meyll (2004)

Trust The individual’s vulnerability, expectations and control Costa (2011)
Decision making Capacity to attribute rules, consider previous facts and interpret facts and

expectations
Costa (2011)

Table 3 Research hypotheses for each construct.

H1 General risk affects trust in online purchases
H2 Time risk affects trust in online purchases
H3 Performance risk affects trust in online purchases
H4 Financial risk affects trust in online purchases
H5 Psychological risk affects trust in online purchases
H6 General risk affects decision making in online purchases
H7 Time risk affects decision making in online purchases
H8 Performance risk affects decision making in online purchases
H9 Financial risk affects decision making in online purchases
H10 Psychological risk affects decision making in online purchases
H11 Trust affects decision making in online purchases
H12 The socio-demographic characteristic of respondents’ gender has a significant effect on trust
H13 The socio-demographic characteristic of respondents’ gender has a significant effect on decisions to make online purchases
H14 The socio-demographic characteristic of respondents’ age has a significant effect on trust
H15 The socio-demographic characteristics of respondents’ age has a significant effect on decision making regarding online purchases
H16 The socio-demographic characteristic of respondents’ level of education has a significant effect on trust
H17 The socio-demographic characteristic of respondents’ level of education has a significant effect on decision making regarding online purchases

Table 4 Acceptable values in the literature for structural equation modeling for convergent validity, composite reliability, and
internal consistency reliability.

Validity test Purpose Acceptable limit Authors

AVE Convergent validity AVE > 0.50 Henseler et al. (2009)
CR Composite reliability of the model CR > 0.70 Hair et al. (2014)
Cronbach’s alpha Internal consistency reliability CA > 0.70 or CA > 0.60 Hair et al. (2014,

2009); Malhotra (2001)

Source: Adapted from Hair et al. (2014)
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The values obtained through these indicators confirm the
validity of the study. Thus, the recommendations of Hair et al.
(2009) were followed to gain convergent and discriminant
validity. Convergent validity, evaluated by the values of the factor
loadings, the AVEs, CR, and Cronbach’s alpha, considers that the
items in a construct should converge with a high proportion of
variance in common. It is estimated through the factor loadings
when these are high for a factor. Thus, they indicate that they
converge to a common point. When evaluated by the AVE of a
set of constructs, convergent validity indicates convergence if the
value of the AVE is higher than 0.5. This also occurs if the CR
value is higher than 0.7. When verified by reliability (Cronbach’s
alpha), it measures the internal consistency between the con-
structs, indicating that the measurements represent the same
latent construct. Discriminant validity evaluates how much a
construct differs from the others. Thus, the higher the dis-
criminant validity, the more evidence there is that a construct is
unique and captures information that the others do not. This
validity is measured when the values of the AVE for each factor
are higher than the estimates of the squared correlations between
constructs associated with the factor.

The bootstrapping and blindfolding methods were used.
Bootstrapping is used in PLS to obtain the confidence intervals in
the coefficients. In this study, the resampling procedure was
employed for 2000 samples (Morelatto, 2010). Meanwhile, the
blindfolding model evaluates the goodness of fit indicators of the
model through the predictive validity (Q 2) and effect size (f 2)
values. When measured by the predictive validity (Q2), it evalu-
ates how close the model comes to the theoretically proposed
original. When measured by the effect size (f 2) indicator, it
measures the utility of the construct for the fit of the model (Hair
et al., 2014).

Presentation and analysis of the data
To test the reliability of the model, the values of the average
variances extracted (AVE), CR, the coefficient of determination

(R2) and Cronbach’s alpha were generated. Likewise, the boot-
strapping and Student’s t test were generated and the evaluation
of the goodness of fit indicators of the model through blind-
folding for the predictive validity (Q2) and effect size (f 2) values.
Initially, the descriptive statistics were extracted to verify demo-
graphic characteristics of the sample.

An analysis of the data shows that the sample was pre-
dominantly male, accounting for 62.5% of the respondents (205
men). Women made up 37.5% of the sample (123 respondents).
Approximately 46.95% of the respondents were aged 17–29, while
33.84% were in the 30–46 age group, comprising ~33.84% of the
sample. Those over the age of 47 accounted for around 19.21% of
the sample. Concerning their level of education, 52 respondents
(15.9%) had a university degree and were male. Ninety respon-
dents, including both men and women (12.2% and 15.2%,
respectively), had completed a specialization course.

Regarding how frequently the respondents make online pur-
chases, 20 have made at least one purchase, corresponding to
6.1%, 125 have made more than one online purchase, corre-
sponding to 38.1%, and 183 respondents, the vast majority, said
that they constantly make online purchases, accounting for 55.8%.
Based on the constructs defined in the theoretical framework of
this study, all the items were evaluated as reflexive indicators (Hair
et al., 2009; Mackenzie et al., 2005). In this context, the CFA was
estimated with all the constructs connected to one another, as in
Brown (2006). The model was estimated with SmartPLS 3.0 soft-
ware (Ringle et al., 2015), using the factor weighting scheme.

The results of the CFA estimated with the aid of SmartPLS
software for each risk attribute (e.g. time, performance, financial,
psychological, and general) and the relationship with trust in
decision making can be seen in Fig. 1.

In the initial model, some values of the AVE were lower than
0.5. Considering that this stage is exploratory, it can be said that
the construct of general risk, decision making, and level of edu-
cation of the demographic data construct are not reflected by the
total set of indicators (observations) that formed them.
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Fig. 1 First round of the proposed model for performing the CFA for the constructs of general risk, time risk, performance risk, financial risk, psychological
risk, trust, decision making, and demographics.
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The criterion commonly used for analysis in SmartPLS is that
of Fornell and Larcer, which suggests that AVE values should be
higher than 0.50 (AVE > 0.50) (Henseler et al., 2009) and that this
measurement should be considered as a criterion for the relia-
bility of the model. The CR test is also used, with an estimated
value for general risk equal to 0.615 being found, which is lower
than the specification level of 0.7.

Table 5 presents the estimated values of the confirmatory factor
analysis (CFA) for the goodness of fit of the first model.

The AVE values indicate that the observed variables that form
the latent variables of trust, decision making, performance risk,
financial risk, psychological risk, and time risk are explained by
the variables that form them, as shown by the AVE value higher
than 0.50 proposed by Henseler et al. (2009).

As the value of some items of the general risk construct was not
higher than 0.50 (AVE > 0.50), it was necessary to make adjust-
ments to the model. Likewise, the CR and Cronbach’s alpha
values were lower than the expected limit. The lowest accepted
limit for Cronbach’s alpha, which measures the degree of relia-
bility of the model, is 0.70. However, in exploratory studies, its
acceptable value is reduced to 0.60 (Hair et al., 2009; Malhotra,
2001). CR, according to Hair et al. (2014), is acceptable when its
index is higher than 0.70 (CR > 0.70). However, for characteristic
PLS-PM studies, the measurements of CR and AVE are the most
suitable (Hair et al., 2009).

Consequently, the adjustment of the model resulted in the
exclusion of five items from the scales (DECMAK1, EDU-
CLEVEL and GEN4, GEN5, GEN6), which had lower than
expected factor loadings. Therefore, Hypotheses 16 and 17,
respectively, were excluded, and the model was prepared again

(see Fig. 2), containing the constructs explained by the variables
(AVE > 0.50).

Figure 2 shows the exclusion of some items from the construct
due to their factor loadings being lower than 0.50. It should be
highlighted that only items FIN1 and PER3 had factor loadings
lower than the reference value of 0.70. To complement Fig. 2,
Table 6 shows the results of the fit of the second CFA model.

The AVE values were higher than 0.50 (AVE > 0.50), suggest-
ing that the constructs are explained by the variables in the
adjusted model. The CR values were higher than the acceptable
limit of 0.7 recommended by Hair et al. (2014) in five constructs
(trust, decision making, general risk, psychological risk, and time
risk). The Cronbach’s alpha, which evaluates the internal con-
sistency of the model, was within the acceptable limit for five
constructs (alpha > 0.6 and 0.7). The lowest limit accepted for
Cronbach’s alpha is 0.7. However, in exploratory studies, its
acceptable value is reduced to 0.6 (Hair et al., 2009; Malhotra,
2001). A Cronbach’s alpha coefficient higher than 0.70 means an
acceptable degree of consistency (Hair et al., 2009).

The values obtained through these tests indicate the presence
of convergent validity, showing that the constructs converge with
one another with AVE values higher than 0.5, CR over 0.7 and
Cronbach’s alpha higher than 0.6 indicating that the measure-
ments represent the same latent construct. Some lower Cron-
bach’s alpha values do not affect the convergent validity, since
two measurements have already been shown to be higher (AVE
and CR) (Hair et al., 2014), as the indices were higher and
revealed the validity of the variables observed in relation to their
latent variables (constructs).

Discriminant validity evaluates to what extent one construct
differs from the others. Therefore, the higher the level of dis-
criminant validity, the less evidence there will be that a construct
is unique and captures information that the others do not pro-
vide. There were signs of this validity using the criterion of
Fornell and Larcker (1981), verifying that all the values of the
square roots corresponding to each construct (cross loadings)
were higher than the correlation among them. To evaluate the
significance (p-value) of the proposed relationship of the corre-
lation (measurement model) and regression (structural model),
the bootstrapping resampling test was performed for 2000 sam-
ples. Values higher than the limit of 1.96 were predominant,
indicating that, for these observed variables, the correlations and
regressions of the structural model were highly significant. The
acceptable value for evaluating the significance of the correlations
and regressions is Student’s t test ≥ 1.96 (Hair et al., 2014).

None of the latent variables was found to have factor loadings
lower than the critical value of 1.96, with the minimum value of
three items in the scale being preserved. Following adjustments to
the formulated model, excluding some items from the financial
risk, performance risk, and decision-making constructs, the

Table 5 Values of the goodness of fit of the first model for the CFA for the constructs of general risk, time risk, performance risk,
financial risk, psychological risk, trust, decision making, and demographics.

Latent constructs AVE Composite reliability (CR) Adjusted R2 Cronbach’s alpha

General risk 0.272 0.615 – 0.398
Time risk 0.732 0.890 – 0.814
Performance risk 0.549 0.784 – 0.604
Financial risk 0.529 0.770 – 0.574
Psychological risk 0.620 0.830 0.709
Trust 0.682 0.896 0.188 0.846
Decision making 0.530 0.783 0.444 0.656
Demographics: age, gender, and schooling 0.578 – – –

Source: Adapted from Malhotra (2001), Henseler et al. (2009), Hair et al. (2009, 2014) and data research

Table 6 Estimate of the goodness of fit of the second CFA
model for the constructs of general risk, time risk,
performance risk, financial risk, psychological risk, trust,
decision making, and demographics.

Latent constructs AVE Composite
reliability (CR)

Cronbach’s alpha

General risk 0.578 0.804 0.642
Time risk 0.732 0.890 0.814
Performance risk 0.548 0.784 0.604
Financial risk 0.530 0.770 0.599
Psychological risk 0.620 0.830 0.709
Trust 0.682 0.896 0.846
Decision making 0.704 0.877 0.790
Demographics: age
and gender

0.917 – –

Source: Adapted from Malhotra (2001), Hair et al. (2009) and data research
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model was estimated again, presenting estimates higher than the
specified value. The final confirmatory model with its adjusted
structure is shown in Fig. 3. The values of the observable variables
containing their respective values obtained using Student’s t test
are also shown in Fig. 3.

The results presented in Fig. 3 are only indicative of the
structure of the variables whose factor load values were above
1.96, indicating that in the model there are statistically significant
relationships. To evaluate which variables are statistically
significant, it is necessary to observe the significance values
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Fig. 2 Second round of the proposed measurement model for the CFA for the constructs of general risk, time risk, performance risk, financial risk,
psychological risk, trust, decision making, and demographics.
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Fig. 3 Structural model after an estimate using bootstrapping for the constructs of general risk, time risk, performance risk, financial risk, psychological risk,
trust, decision making, and demographics.
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(p-value < 0.05) of the model summary, whose results are pre-
sented individually for the constructs of general risk, time risk,
financial risk, and psychological risk on purchasers’ trust and
reliability.

Table 7 shows the final statistical result of the impacts of the
risks in question on the trust and decision making variables.

Based on the results shown in Table 7, the structural model
suggests that the correlations and regressions were statistically
significant for some relationships (p-value < 0.05), corroborating
Hypotheses H3 (performance risk→trust), H6 (general risk→de-
cision making), H8 (performance risk→decision making), H11

(trust→decision making), H12 (SocDemog→trust), and H13

(SocDemog→decision making). Performance risk was found to
have an impact on trust and decision making for online pur-
chases, corroborating Hypotheses 3 and 8, respectively. The only
risk that had an impact on trust building and decision making
was performance risk, indicating that this risk had a broader
impact on the behavior of consumers in the south of Brazil.
Therefore, it should be taken into consideration by companies
that sell online. General risk only has an impact on decision
making regarding online purchases, corroborating Hypothesis 6.
This indicates that general risk has no influence on consumer
trust, and the consumer takes only takes this risk into account
when deciding to purchase a product or service. Financial risk
does not affect either trust or decision making with regard to
online purposes, refuting Hypotheses 4 and 9, respectively.
Finally, trust affects decision making, corroborating Hypothesis
11, showing that consumers are not confident that their purchase
will bring them benefits and, therefore, they decide not to buy the
product.

According to the results presented above, the risks incurred in
online purchases that support the model are performance risk of
the product and/or service and general risk, which affects decision
making but not trust. No signs were found of an impact of
psychological and time risk on online purchases, as these risks did
not prove to be statistically significant in the proposed model.
Therefore, there is evidence that leads to the rejection of
Hypotheses H1, H2, H4, H5, H7, H9, and H10. In this stage of the
study, it was found that the model has convergent validity
through all the criteria established by it due to the high factor
loadings. Therefore, as shown above, its validity is evident owing
to the AVE and CR values and, concomitantly, the factor
loadings.

Recent studies have made similar attempts to what is proposed
in this study. Swiegers (2018) analyzed South Africa’s online
consumer behavior. The results indicated that psychological risk

and social risk had a significant influence on purchase intention
for products, such as clothing and books, which differs from the
findings of this study. The data analysis employed by Swiegers
(2018) was based on the structural equation model. On the other
hand, similarity occurred in financial risk, which had a significant
influence on purchase decisions. In Malaysia, the findings of
Wahab et al. (2019) highlighted confidence as the most significant
aspect of online shopping decision making by looking at the
profile of women buying luxury brand products online.

Following the achievement of the confirmatory model for
SEM, it was necessary to evaluate the goodness of fit indicators
using the blindfolding method. In this context, the values of
predictive validity (Q2), which evaluates how close the model
comes to the proposed original, and effect size (f 2), which
measures the utility of the construct for the goodness of fit of the
model (Hair et al., 2014), were tested. As recommended by Hair
et al. (2014), the Q2 value should be close to 1 (Q2= 1), while the
f 2 value should be close to 0.02. The authors consider an indi-
cator of 0.02 as small, 0.15 as medium, and 0.35 as large. The
results are shown in Table 8.

The model presented predictive validity (Q2) values over zero,
indicating that for the dependent variables, the constructs of trust
and decision making, the estimated model has good predictive
capacity, given that the Q2 values were equal to 0.177 and 0.447,

Table 7 Result of the impacts of the constructs of general risk, time risk, performance risk, financial risk, and psychological risk
on purchasers’ trust and reliability.

Relationships Original sample (O) Sample mean (M) Standard deviation
(STDEV)

T statistics
(|O/STDEV|)

P values

Trust→Decision making 0.416 0.402 0.073 5.698 0.000
Financial risk→Trust 0.121 0.125 0.073 1.650 0.099
Financial risk→Decision making −0.013 −0.004 0.057 0.223 0.824
General risk→Trust −0.119 −0.112 0.068 1.743 0.082
General risk→Decision making −0.191 −0.187 0.049 3.908 0.000
Performance risk→Trust 0.256 0.252 0.075 3.419 0.001
Performance risk→Decision making 0.231 0.233 0.055 4.242 0.000
Psycological risk→Trust 0.036 0.030 0.069 0.520 0.603
Psycological risk→Decision making −0.106 −0.113 0.061 1.733 0.084
SocDemog→Trust −0.149 −0.152 0.048 3.120 0.002
SocDemog→Decision making 0.080 0.073 0.038 2.064 0.038
Time risk→Trust −0.090 −0.102 0.063 1.445 0.149
Time risk→Decision making 0.022 0.016 0.059 0.364 0.716

Table 8 Predictive validity (Q2) and effect size (f 2) values
for the constructs of general risk, time risk, performance
risk, financial risk, psychological risk, trust, decision making,
and demographics.

Constructs Predictive
validity (Q2)

Effect size (f
2): trust

Effect size (f 2):
decision making

General risk – 0.119 0.241
Time risk – 0.090 0.016
Performance risk – 0.256 0.338
Financial risk – 0.121 0.038
Psychological risk – 0.036 0.091
Trust 0.177 – 0.416
Decision making 0.447 – –
Demographics – 0.149 0.018
Reference values Q2 > 0 0.02 (small);

0.15 (medium)
and 0.35
(large)

Source: Adapted from Hair et al. (2014) and data research
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respectively. Regarding the effect size in relation to the dependent
variable of trust, expressed by f 2, its individual values indicated
that the performance risk construct had the greatest weight in
terms of representativeness, given that it had a mean value equal
to 0.256, indicating medium predictive validity, while the time
risk construct had a value equal to 0.09 with a low contribution to
the formulated model.

Regarding the other dependent variable, decision making, all
the estimated values for the f 2 statistic varied from 0.023 to 0.338,
showing that the items of the analyzed constructs are character-
ized as useful in the general fit of the formulated model. Con-
sidering that part of the study consisted of reporting past
consumer experiences in online purchases, it was shown that
most decision makers made no mistakes in their purchase
operations. Nevertheless, for consumers who had experienced
some kind of problem in their purchases, a space was provided to
report the problems they faced. Thirty-seven reported that the
product they ordered never arrived, 53 complained of the long
delay in the delivery of their products and 47 claimed that they
received a defective product. Minor problems included low-
quality products (34 cases), inability to conclude the purchase (26
cases), the product delivered not being the one that was pur-
chased (18 cases) and the price paid being different from the price
on the company website (3 cases).

As the demographic variables of gender and age were statistically
significant in the structural model, it was decided that it would be
interesting to investigate the differentiations of the aforementioned
categories in relation to the variables of trust and decision making,
evaluating Hypotheses 12 and 13 through multigroup analysis.
Thus, the variables were divided into two categories for the
respondents’ gender and age group with a view to gaining a better
standardization of the sample, with non-parametric statistical tests
applied later. The results of the multigroup analysis of the demo-
graphic variables are shown in Table 9.

Based on the results of the non-parametric Mann–Whitney test
on the hypotheses regarding the respondents’ gender and age, a
statistical significance level of 5% was adopted, as shown in Table
9. Trust in online purchases in statistical terms differs between
the under-29 age group and the higher median age group, cor-
roborating the hypothesis that age groups differ when rejecting
the null hypothesis. The same occurs with regard to the decision-
making construct, rejecting the null hypothesis of equality
between the categories under study in terms of risk involving
online purchases.

The originality and main contribution of this study lie in the
results suggesting that improved measurements related to risks,
which confirmed their impact on the consumer’s trust and
decision making, could be considered a priority by companies.
Thus, their focus would be concentrated on aspects related to the
performance of products and/or services and general risk. When
consumers make a decision, it is natural for them to draw
comparisons with their past experiences, as this helps them to
create relationships and make decisions regarding a purchase
(Costa, 2011). Notably, experiences with a positive outcome help

to increase trust and provide greater psychological comfort
(Costa, 2011).

Final considerations
The aim of this article was to gauge the impact of different types
of perceived risk on trust and decision making in online pur-
chases. The impact of each attribute of risk (e.g. time, perfor-
mance, financial, psychological, and general) on the consumer’s
trust and decision to purchase was estimated. To achieve the
proposed goal, it was necessary to use and apply a CFA, followed
by SEM with the goodness of fit method using PLS to construct
the explanatory model. Adjustments were made to the initially
proposed model and consequently the AVE and CR values and
the factor loadings proved to be acceptable.

The structural equation model representing the impact of
perceived risks on trust and decision making regarding online
purchases in the region in question is reflected in the perfor-
mance of the product and/or service and general risk. Perfor-
mance risk was the only risk with an impact on both constructs of
trust and decision making. General risk, formed by a variety of
indicators related to the risks, only affected decision making for
online purchases.

Trust influenced decision making, showing that consumers are
not confident that their purchase will bring them benefits and
thus decide not to buy the product. Experience is an element
related to risk in the eyes of consumers, and this risk diminishes
as the consumer gains similar experiences with more purchases.
Thus, performance risk and general risk can be reduced with
accumulated successful experiences (Lieberman and Stashevsky,
2002). No signs were identified of the impact of psychological and
time risks regarding online purchases, and they did not prove to
be significant in the proposed model. This result does not cor-
roborate the findings of Mitchell (1999), who claimed that risks
are somehow related, and if a product needs repairs, this will
consequently lead to time loss and social loss.

Past experiences with online purchases for most of the con-
sumers in question did not lead to errors in their operations.
Therefore, it should be highlighted that successful purchase
experiences reduce the perception of risk in online purchases,
increasing trust and easing decision making. Consumers who did
experience problems in their purchases complained, in descending
order, of products never arriving, long delays in delivery or the
product being defective. Minor occurrences included impasses
regarding the low quality of a product, inability to conclude the
purchase, the product not being what was actually purchased and
the price being other than the one shown on the company website.

This result shows that both risk perception and past purchase
experiences follow the same orientation when their impact on trust
and decision making is evaluated. Furthermore, most of the con-
sumers perceived a greater risk related to product performance and
general risk. These were also the most recurring risks for individuals
who reported problems in past purchase experiences.

It can be concluded that improved measures regarding risks
that affected trust and decision making could be considered a
priority for companies. Thus, their focus would be extended to
aspects related to the performance of products and/or services
and general risk. When consumers make a decision, it is natural
for them to draw comparisons with their past experiences,
helping decision makers to create relationships and make pur-
chase decisions (Costa, 2011). Positive experiences increase trust
and lead to greater psychological comfort (Costa, 2011).

To minimize risks in purchases for customers, companies have
to show, amidst all the noise, that they honor their commitments
and serve consumers as well as they can through one-to-one
marketing. Online consumers also have numerous information

Table 9 Multigroup analysis of the demographic variables’
impact on trust and decision making.

Hypotheses Structural relationship p-value Conclusion

H12 Gender→Trust 0.038 Corroborated
H13 Gender→Decision making 0.013 Corroborated
H14 Age →Trust 0.021 Corroborated
H15 Age→Decision making 0.002 Corroborated

Source: Adapted from Costa (2011) and data research
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channels to choose from and exclusively choose the company and
ensuing consumer journey.

The theoretical contribution of this study lies in gauging per-
ceived risks by adding the latent construct of trust and adapting
the scales of the consumer’s perceived risk and decision making.
The practical contribution is that it highlights the need to ree-
valuate the strategies of companies that sell products and/or ser-
vices online in order to reduce these risks and increase consumers’
trust when they are deciding whether to make online purchases.

The limitations of the study consist of gauging perceived risk in
the south of Brazil. We suggest that studies be conducted com-
paring regions of Brazil and in other countries, mainly due to the
cultural diversity and singular characteristics of different regions
of each country. Finally, this study emphasized perceived risk,
trust and decision making without considering any specific kind
of product. Thus, we suggest that characteristics inherent to each
type of product could lead to greater or less perceived risk in the
eyes of the decision maker.

Data availability
All data analyzed or generated are available in the paper.
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