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Secure routing in the Internet 
of Things (IoT) with intrusion 
detection capability based 
on software‑defined networking 
(SDN) and Machine Learning 
techniques
Kunkun Rui 1,2*, Hongzhi Pan 1 & Sheng Shu 1

Routing and security are the two main prerequisites for ensuring the correct operation of wireless 
networks. The importance of these cases doubles in wide networks such as IoT. This paper presents an 
algorithm to improve Secure Routing in IoT called SRAIOT. This algorithm uses a hierarchical structure 
to determine the connections between network components and data transfer routing. In SRAIOT, 
the network structure is managed hierarchically and through SDN. For this purpose, the IoT network 
is first divided into a set of subnets using the SDN solution, communication control and authentication 
are managed using the controller nodes of each subnet. The communication between two objects 
(located in different subnets) will be possible if their identity is confirmed through the controller nodes 
related to them. On the other hand, in order to identify the sources of attacks and network security 
threats, the controller nodes in each subnet monitor the network traffic pattern using an ensemble 
learning model and identify possible attacks in their subnet. The performance of SRAIOT was tested in 
the simulation, and the results were compared with previous methods. The results of these tests show 
that SRAIOT improves network performance regarding routing and detecting attacks.

IoT is one of the new technologies in the field of intelligent communication, and its advantages cause various 
organizations and institutions to join this technology every day. Based on the studies, the future of the commu-
nication world can be imagined in the context of the IoT1. This feature has caused researchers to be interested 
in implementing the IoT based on new technologies (such as the 5G network)2.

One of the key aspects of the introduction of IoT is the ability to support many devices compared to the cur-
rent number. Communication management between billions of connected sensors and radio devices is one of the 
new envisioned applications for the IoT3–5. Providing a communication platform for this number of equipment 
will cause new security issues. For example, in such a network, cyber-attack victims may lose access to equipment 
in their homes, cars, or mobile phones6. For this reason, in various research works, solutions have been provided 
to ensure communication security in these networks7,8. Still, it remains an unsolved problem, and this network 
will need more efficient security solutions.

With the significant increase in the number of connected devices and applications in IoT, this environment 
provides more opportunities for attackers to execute threats such as Denial of Service (DoS) attacks9.

In this situation, two-way authentication between users of this network should be done more efficiently than 
in previous generations to prevent impersonation or man-in-the-middle attacks10. For this reason, it is inevitable 
to provide a fast, accurate, and resistant security solution to secure communications in IoT.

On the other hand, based on recent studies, more than the use of encryption solutions for coding IoT com-
munications and data is needed. Because in addition to not being able to detect the attacker, it causes a waste 
of network computing resource 11. Routing is one of the basic operations in communication networks, which, 
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in addition to efficiency, must be done securely. The requirement for providing security in data routing of the 
IoT, is to have an efficient framework for organizing network devices and also to use a precise approach in order 
to identify possible attacks through the processing of huge amounts of network data. Due to issues such as the 
heterogeneity, limited computational capabilities and the lack of full reliability, the mentioned security processes 
cannot be fully assigned to things. On the other hand, the conventional centralized security systems are not effi-
cient enough to secure communications in huge networks such as IoT due to high overhead. These issues cause 
the need to review security strategies for routing in the Internet of Things.

The need for an integrated and efficient strategy for secure routing and simultaneous detection of attacks in 
the IoT has motivated the current research. Based on this motivation, the main objective of the current research 
has been to provide a comprehensive and efficient approach for secure routing with the ability to detect attacks 
in IoT, which can overcome the shortcomings of previous solutions in dealing with attacks. This research pursues 
the main goal mentioned in two minor objectives: First, providing a new solution for decomposing the network 
into sub-networks, based on which the processes related to authentication, routing and monitoring of network 
communications can be performed more efficiently. Second, providing an accurate model for detecting intrusions 
that is highly accurate and fully compatible with the limited capabilities of IoT equipment.

This research uses SDN as a solution to fulfill the first objective. Therefore, using a novel SDN-based network 
decomposition mechanism, the complex problem of securing communications in a very large network is turned 
into several problems of securing communications in smaller subnets. Decomposing the network into a set of 
subnets by the proposed strategy can be useful in solving two major problems. First, this strategy can improve 
routing efficiency for large networks by reducing major congestion and more balanced load distribution. Sec-
ondly, by using this strategy, the problem of network security monitoring can be broken down into several simple 
sub-problems implicitly, the result of which will be to prevent the burden on third-party monitoring nodes and 
reduce the overhead and delay caused by monitoring processes. The proposed method carries out the mentioned 
process based on the prediction of the links durability, which makes the formed structure able to have a good 
performance in dynamic conditions. Also, ensemble learning is used as a solution for the second objective. This 
hybrid model uses a new combination of classifiers which is effective in improving the detection accuracy. In this 
ensemble model, the combination created through learning models can cover the minor error of each classifier, 
which will result in achieving an intrusion detection system with higher accuracy compared to the case that each 
classifier is used separately. The novel combination of the above two strategies has not been studied in previous 
similar studies and distinguished the current research from previous works.

The contribution of this article can be summarized as follows:

•	 In this research, a hierarchical framework based on SDN is presented to improve network users’ authentica-
tion process. The proposed solution first divides the IoT network into a set of subnets using the SDN archi-
tecture, and communication control and authentication are performed using the controller nodes of each 
subnet. Communication between two things (located in different subnets) will be possible if their identity is 
confirmed through the controller nodes related to them.

•	 SRAIOT includes an intrusion detection system that identifies types and sources of attacks before any mali-
cious activity occurs. For this purpose, the controller nodes in each SDN subnet control the traffic pattern 
of the network by using an intrusion detection model based on machine learning techniques and identify 
possible attacks in their subnet. This intrusion detection system is a new combination of classification models 
based on machine learning, which maximizes the accuracy of attack detection by using the majority voting 
strategy between the output of the classifiers.

The remainder of the paper is organized as follows: The second part reviews the previous related studies in the 
field of secure routing in the IoT. In the third part, SRAIOT is explained, and in the fourth part, the efficiency of 
SRAIOT is evaluated from different aspects. Finally, in the fifth section, the findings are summarized.

Literature review
Routing and security are among the most interesting research areas in IoT networks. Although the number of 
studies that follow these two fields simultaneously is more limited; However, the efforts made in this field are 
significant. In this section, some recent research works in this field are studied. Previous researches in this field 
can be divided into two general categories. The first group of methods focused on secure routing in the Inter-
net of Things. While the methods of second category have focused on analyzing network traffic and detecting 
intrusions in it.

Secure routing in IoT
The purpose of this type of research is to provide strategies for determining data transmission paths without 
involving nodes that may threaten the security of other nodes or the information being exchanged. These meth-
ods often use criteria such as node reputation, or a set of rules (which may be automatically generated through 
machine learning techniques) to determine which nodes participate in routing. Also, the use of encryption 
techniques is considered a popular strategy in this category of methods. In12, a cryptographically based secure 
routing algorithm for smart health network with IoT infrastructure is presented. This method, called cross-
layer and cryptography-based secure routing (CLCSR), pursues goals such as attack detection, privacy protec-
tion, and secure data exchange through two phases: the goal of the first phase is network clustering, in which a 
probabilistic model is used to determine network security risks and also select the cluster head at the same time. 
In the second phase, a Lightweight Encryption Algorithm (LEA) was used to provide users’ privacy and secure 
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data transmission. This approach does not provide an efficient method to prevent malicious nodes from being 
selected as cluster head.

In13, deep learning techniques are used for secure routing in the 5G wireless sensor network based on the 
IoT. In this research, deep convolutional neural network (DCNN) and distributed particle filtering evaluation 
scheme (DPFES) have been used in order to form an attack detection system with multiple agents. In this sys-
tem, the position of monitoring nodes is determined to detect attacks through DPFES, and in each determined 
position, a DCNN model is deployed to monitor the performance of things and detect attacks. This solution 
is more focused on the aspect of network security and the routing strategy used in this research does not have 
a significant advantage over recent methods. Also, the centralized DCNN model is computationally expensive 
which makes is hard to implement on big networks.

In14, a framework called AROSTEV is presented for secure routing in the structure of the IoT. This framework 
provides the possibility of detecting rank distortion attacks in routing through three techniques. For this purpose, 
in this article, rank distortion attacks are classified into three categories: decrease, increase, and inconsistency 
of the rank, and a separate technique is presented to detect each of them. This method requires a hop-by-hop 
analysis of each route for acceptable protection, which creates a significant processing load in wide networks in 
addition to high communication overhead.

In15, a credit-based algorithm for secure routing in the IoT using optimization strategies is presented. This 
research presented a new optimization strategy called rider foraging optimization (RFO), which is a combina-
tion of two optimization algorithms,rider optimization algorithm (ROA) and bacterial foraging optimization 
(BFO), and its task is to discover the optimal routes between any two nodes in the network. In this method, the 
Low-energy adaptive clustering hierarchy algorithm (LEACH) is used to cluster the network structure. Also, 
the determination of the optimal route is done based on the validity, energy, and delay criteria. The method 
presented in16 also uses an improved version of the Blowfish algorithm in a similar way to determine secure 
data transmission routes in a wireless sensor network based on the IoT. The clustering algorithm used in these 
methods is not energy efficient and does not consider security measures for selecting cluster heads, which can 
lead to network vulnerability.

In17, the combination of SDN and Blockchain technology has been used to provide routing security in the 
IoT. In this method, the network structure is divided into a set of domains, and each subdomain is monitored 
by a controller. It should be noted that this method does not provide a solution for managing unstable network 
connections and uses all available links for data exchange. To ensure the security of network communications, a 
Blockchain-based architecture is used, which enables secure data routing between multiple network domains. In 
this architecture, all SDN controllers are equipped with Blockchain, and each controller node deploys its domain 
topology in Blockchain through a smart contract. Although this process involves a high cost, it provides the 
possibility of faster access to the global topology of the network.

Research in18 presented a secure routing algorithm in the IoT based on the smart determination of object 
validity using a meta-heuristic strategy. In this paper, the chaotic bumble bees mating optimization (CBBMO) 
algorithm is used for secure data transmission. The CBBMO algorithm is an improved version of the BBMO 
algorithm, combined with the concepts of chaos theory for faster convergence. This method uses a credit cri-
terion to ensure the security of data transmission routes, which is a combination of direct and indirect credit 
of the node, and based on that, it identifies the attacking nodes. In this way, the CBBMO algorithm determines 
the most secure path for data transmission based on the credit values of the intermediate nodes of the exist-
ing paths. The requirement for implementing this algorithm in equipment with limited computing power is to 
reduce the search cycle and population size of the CBBMO, in which case the probability of getting trapped in 
the local optimum will increase.

In19, a secure and opportunistic routing strategy for the IoT based on node intimacy and credit criteria was 
presented. The purpose of this method is to solve the problem of unbalanced transmission efficiency and secu-
rity in the message delivery process. In this solution, the criteria of intimacy and credit of nodes are calculated 
according to the records of encounters with the node and its performance in sending messages. The method 
presented in20 is also a multi-level security protocol inspired by nature for aggregation and routing in the IoT. 
This method uses the method of node behavior detection to calculate the credit of things and also to determine 
the pattern of data aggregation. The routing algorithm introduced in this research also includes three main steps: 
first, the network is segmented into two inner and outer regions based on the position of the nodes, and clusters 
are formed in each region. In the second step, the data transmission paths between the cluster heads and the data 
center are secured using a secret key sharing strategy. In the third step, data links are analyzed to minimize the 
possibility of intrusion. This method has not provided a solution for the safe selection of cluster heads, and if an 
invalid node is selected as a cluster head, the connection with the entire cluster will be lost.

In21, a secure routing algorithm for IoT based on sequence number was presented, which uses the current 
structure of IoT packets. The objective of this paper is to maximize the packet delivery ratio and network lifetime 
to improve network performance. This research did not investigate the performance of the method in scenarios 
such as presence of malicious nodes and was limited only to evaluating the packet delivery rate.

The method presented in22 is also a secure and credit-based routing algorithm in the IoT, main goal of this 
algorithm is to deal with signal processing attacks. This method includes two techniques: first, the combina-
tion of fuzzy logic and particle swarm optimization (PSO) algorithm is used to determine secure routes. Then, 
the encryption technique based on Learning with Errors over Rings (R-LWE) is used for data conversion and 
providing privacy. In this method, the credit of things is estimated using a computational model and based on 
the calculated credit, invalid nodes are identified to be ignored in the next cycle of route selection. However, 
this credit assessment method will lead to an increase in false alarm rate, in unstable communications and noisy 
environments. Research in23, presented a model for improving the security of IoT networks in confronting man-
in-the-middle attacks using SDN. This research used deep packet inspection with SDN for traffic separation.
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Intrusion detection systems in IoT
A wide range of researches have focused only on the problem of detecting attacks in IoT. Detection of attacks in 
computer networks is done through intrusion detection systems and using strategies such as analysis of stateful 
protocols, statistical anomaly or signature24. In general, the role of an IDS is only to detect the existence of an 
attack and report it25. According to recent researches, methods based on machine learning have had a better 
performance in detecting attacks. Research in26, presented a hybrid deep learning-based IDS for IoT networks. 
In this IDS model, a LSTM is used for extracting features and then, a CNN model is trained based on the 
extracted features for detecting intrusions in the network. In27, an anomaly-based intrusion detection system 
for Internet of Things is presented, which uses deep learning techniques. This intrusion detection system uses a 
centralized architecture and needs to monitor all incoming and outgoing network traffic using a convolutional 
neural network. In28, a model based on convolutional neural network for extracting network traffic features 
and a feature selection model based on Aquila optimizer optimization algorithm are proposed so that attacks 
in IoT communications can be detected based on them. Both of these methods use centralized architecture for 
intrusion detection which are not cost-effective for use in large-scale networks. The studied works have been 
summarized in Table 1.

Proposed secure routing algorithm in the IoT (SRAIOT)
This section details the SRAIOT to improve communication security in the IoT structure. In SRAIOT, SDN 
creates a secure communication platform between network things. In this case, the network structure is divided 
into a set of subnets. The members of each subnet will be highly similar in terms of position and movement 
pattern, and this guarantees the stability of network topology communication. Also, in this structure, the task 
of authenticating and managing the communication of the members of each subnet is assigned to a controller 
node. In addition to this communication structure, a neural network based learning model is used to monitor 
network traffic. In this way, each controller node uses this learning model to identify attacks and security threats 
in its subnet. The assumptions used in SRAIOT are as follows:

•	 Due to the different technologies for making radio equipment in wireless networks, network nodes have 
non-homogeneous communication characteristics. As a result, the assumed network is inhomogeneous.

•	 The assumed network structure is designed based on the 5G network technology; Therefore, it has all the 
characteristics and requirements of this communication technology.

•	 The distance between two nodes can be calculated by estimating the strength of the radio signal received by 
each node. Therefore, if the network equipment does not have a global positioning system (GPS), they can 
estimate the distance to each other by checking the received signal strength of the adjacent nodes.

•	 Each controller node in the SDN is equipped with a learning model that can record and process data traffic. 
This learning model is an artificial neural network; It is used to identify attacks and security threats in the 
subnet corresponding to the controller node.

SRAIOT to improve communication security in the structure of IoT based on SDN and EL includes the 
following steps:

1.	 Formation of network clustering structure based on SDN
2.	 Formation of network hierarchical tree topology
3.	 Data routing using a formed structure
4.	 Detection of attacks based on EL

Table 1.   Summary of the related works.

References Year Research method Limitation(s)

Kore et al. 12 2022 Cross-layer and cryptography-based secure routing using clustering 
and encryption Risk of selecting malicious nodes as cluster heads

Rajasoundaran et al. 13 2022 Secure routing in the 5G WSNs using DCNN and DPFES Attack detection model is centralized and computationally expensive

Stephen et al. 14 2022 Rule-based detection of rank distortion attacks in IoT High processing load and communication overhead in large networks

Amit et al. 15 2022 Reputation-based secure routing in IoT using RFO Risk of selecting malicious nodes as cluster heads

Alotaibi 16 2021 Secure routing in IoT using Blowfish algorithm Risk of selecting malicious nodes as cluster heads

Zeng et al. 17 2022 Secure routing in IoT using SDN and Blockchain Not providing a solution for managing unstable links, computationally 
expensive

Gali et al. 18 2022 Secure routing in IoT using CBBMO and chaos theory Possibly trapping in local optimum for routing through nodes with 
limited computing power

Yu et al. 19 2022 Secure opportunistic routing for IoT based on node intimacy and 
reputation High false alarm rate in noisy environments

Chandnani & Khairnar 20 2022 Multi-level security protocol for IoT based on clustering and encryp-
tion

Risk of network partitioning in case of selecting malicious nodes as 
cluster heads

Kothandaraman et al. 21 2021 Secure routing algorithm in IoT based on sequence number Evaluation is limited to packet delivery rate

Ragesh & Kumar 22 2022 Secure reputation-based routing in IoT using fuzzy logic, PSO and 
R-LWE High false alarm rate in noisy environments
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The details of SRAIOT steps are shown as a diagram in Fig. 1. As seen in this figure; SRAIOT is repeated in 
specific time intervals such as Δt. In the first step of SRAIOT, the SDN domain is divided into several subdomains 
using a clustering solution based on the movement pattern of active nodes, and each part is equipped with a 
controller to exchange security rules with other subdomains.

In SRAIOT, each controller will provide the list of authenticated users related to its subdomain to other con-
trollers. In this way, if there is a need to establish communication between two users, the user’s credit is done by 
exchanging messages between the controllers. If each of the two sides of the communication is authenticated by 
at least one controller, the data routing will be done.

To control the network topology, the minimum spanning tree and Prim algorithm are used. In this step, each 
node forms the topology of the network locally through the construction of minimum-spanning trees. Then, 
by leveling network nodes and determining the weight of network connections, a hierarchical tree is formed for 
data routing. Finally, the data is routed to the destination through the hierarchical tree structure. Based on the 
structure proposed in this research, all the traffic of nodes related to a subnet is exchanged through the controller 
node of that subnet. Therefore, each controller node continuously uses an EL learning model to analyze network 
traffic information and identify attacks. This model is composed of three learning models and, based on the 
statistical information extracted from each traffic flow, identifies the possible presence of attacks in it. Each of 
these steps is explained in the following.

Formation of network clustering structure based on SDN
In the first step of SRAIOT, a topology structure will be created to determine the secure communication infra-
structure between network things. For this purpose, it is necessary to first identify the list of neighbors of each 
active node in the network, which is done by exchanging Hello control packets. In this process, each node stores 
its unique identifier in the content of the control packet, and then by broadcasting this message, it informs its 
existence to the neighboring nodes. Each active node, upon receiving this message, will add the ID of the sending 
node to its neighbors list. During these exchanges, the signal strength received from each adjacent node is also 
measured and recorded by the node. By repeating this process, each active node will produce a list containing 
the ID of its neighbors as well as the strength of the signal received from them.

In the next step, the network nodes exchange their neighbors lists so that the low-quality network connec-
tions are identified and removed. For this purpose, each active node will send the received signal strength from 
neighboring nodes to them. The received signal strength of node B is shown by node A as RSSIA,B. By exchanging 
the signal strength values, each of the nodes A and B will be informed of the signal strength level received by 
the other node. In such a situation, a node like A evaluates the quality of its connection with node B based on 
the following conditions:

•	 Having the strength of the received signal in the connection between A and B, active node A calculates the 
average signal power of both sides of the connection RAVG = RSSIAB+RSSIBA

2
 . With this method, the destruc-

tive effect of noise in signal evaluation can be reduced to some extent.
•	 If the average signal strength, RAVG , is greater than the threshold, P, then the connection between two nodes 

A and B has sufficient quality and will be considered as an active connection. Otherwise, the connection 
between the two nodes will be ignored.

•	 If the connection between A and B does not have the required quality, then the active nodes A and B remove 
each other from the list of their neighbors.
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Figure 1.   Diagram of the SRAIOT.
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Implementing this process by each network node establishes a set of communication links with appropriate 
quality between the active network nodes. Each active node in the network will send its characteristics including 
ID, position information, and radio range to the active nodes located in its neighborhood using a control packet. 
Upon receipt of the topology construction control packet by each neighboring node, this information is sent to 
the neighbor with the highest degree of neighborliness (the node with the highest number of connections). If 
this process is repeated, the topology construction control packets are sent to the node with the highest degree 
of neighborhood. This node is called the central node Ct. After receiving all control packets of the topology con-
struction by the central node, a view of the communication pattern of the network nodes will be created by the 
central node and this node will be able to create the graph of network active nodes. The central node, by using 
the positional information received from the active nodes, calculates the stability of the connection between 
both active nodes, such as i and j, as follows29:

In (1), vi represents the movement speed of node i, and ϕi specifies the movement angle of this node. Also, 
r represents the radio range of the node and d represents the distance between two nodes i and j, estimated by 
sampling the received signal strength. By using the above relations, it is possible to predict whether two nodes i 
and j will be neighbors after the time interval �t or not. This will happen if Tneighbor ≥ �t.

By calculating the value of Tij for each pair of nodes in the network, a similarity matrix is formed. This matrix 
contains the movement patterns similarity degree of both pairs of nodes. All the nodes send their estimated 
communication stability value to the central node Ct so that the topology construction is done. To construct 
the network topology, the central node integrates the received Tij values and categorizes the nodes into clusters 
using two basic rules. In this method, the nodes that have the same movement pattern are placed in a cluster. To 
detect the similarity of the movement pattern of two nodes, the following conditions are checked:

•	 Two nodes should be in the same radio range (both nodes have one-step and direct access to each other)
•	 It should be predicted that after a period of time �t , the distance between two nodes does not exceed the 

minimum radio range of two nodes.

For the second condition, the method of predicting the position and durability of the connection between 
two nodes is used (1), and based on these criteria, the information of the movement pattern of users is stored in 
a matrix like T. The clustering of network nodes is done based on this matrix. Using these two rules, the steps of 
clustering nodes in the network are as follows:

Input: < user list L, connection period matrix T > 

Output: network clusters C

1. Repeat the following steps until a node is in the list L

2. Pick a random node like x in list L and remove it from L and create a new cluster in C

3. For each node like y ∈ L : if y is a neighbor of x and based on the matrix T, and Txy ≥ �t then add y to the current cluster in clustering C 
and omit node y from the list L

4. If L = ϕ, terminate the algorithm otherwise go to step 1

After doing these steps, all network nodes are placed in clusters according to their movement pattern. The 
next step of SRAIOT is to select the cluster head as the SDN controller. For this purpose, the node that has the 
highest degree of neighborhood in each cluster is determined as the head of the cluster and the SDN controller. 
Then, each cluster member node in the network has a direct connection only with its SDN controller (it will 
not even connect with its neighbors). The goal is to require network users to be authenticated through the SDN 
controller in order to avoid security risks inside or outside the clusters. Also, by using this structure, each node 
is required to exchange its traffic with others through the controller node, and thus, it will be possible to monitor 
this information and detect attacks using the learning model for all information exchanged in the network. After 
determining the SDN controller as the cluster head, each controller will find the shortest path to the central node 
Ct through intermediate nodes (which will act as cluster gateways). This process is explained below.

Formation of network hierarchical tree topology
In this step, the clustered structure of the network in the previous step will be transformed into a hierarchical 
structure. For this purpose, construction of a hierarchical topology begins with the use of a controller node 
as a central one. This central node is considered as the root of the hierarchical tree. Therefore, the first step in 
constructing a hierarchical tree topology is to determine a node as the central node of the network topology. 
The feature of neighborhood degree can be a suitable feature to determine the topology center. In SRAIOT, first 

(1)Tij =
d.cos(ϕij)+

√

r2 − d2sin2(ϕij)]

vij

vij =

√

(

vicos(ϕi)− vjcos
(

ϕj
))2

+
(

visin(ϕi)− vjsin
(

ϕj
))2

ϕij = tan
−1

visin(ϕi)− vjsin
(

ϕj
)

vicos(ϕi)− vjcos
(

ϕj
)
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the controller nodes determined in the previous step identify their neighbors by broadcasting all the control 
packets. Each network node waits for a short time after redistributing the topology construction packet to 
receive all response packets. Then it informs the neighbors about the number of neighbors by sending multicast 
packets. By repeating this process, the controller with the largest number of neighbors in the network will be 
defined and this controller node will be determined as the topology center. During this process, each respond-
ing node stores the control message, its information: congestion, energy, and estimated distance in the response 
packet and sends it to the sender node. This information will be used to weight network connections so that a 
hierarchical topology with the most suitable features can be produced. The proposed algorithm, based on the 
information of congestion, distance, and energy of the node, weights the network connections to construct the 
most suitable hierarchical tree.

In SRAIOT, considering the congestion degree parameter in addition to node energy, the weight of network 
connections is determined. The purpose of constructing a hierarchical tree based on these weighted connections 
is to avoid sending data to nodes that are in a congested state and also to provide the possibility of using nodes 
with higher energy and lower degree of congestion. The formula for calculating the weight of each connection 
to node i in SRAIOT is as follows:

where Cj is the degree of congestion of child node j, which is calculated by (3).

Also, Dj is the estimated distance between the current node and neighboring node j, and Ej represents the 
remaining energy of node j. Each node responding to the control message puts the above parameters on its ACK 
packets and sends them to the sender node. Also, all the values of Cj , Dj , and Ej parameters are normalized by 
following equation before using in (2).

As mentioned, the advantage of using this method is to prevent congestion in a node by choosing routes 
with less congestion and more energy. After determining the weight of all connections by (2), a hierarchical tree 
structure will be constructed.

After determining the weight of network connections, the central controller node will have the weight of all 
connections and the list of all network clusters. The shortest paths between the central node and other network 
clusters construct the hierarchical tree structure. In this way, each controller node (cluster manager) finds the 
shortest path (the path with the lowest total connection weight) to the central node through intermediate nodes 
(which act as cluster gateways). In this way, the clustering structure of the network will be transformed into a 
hierarchical tree topology, which will be used for the secure data routing process in the time period �t.

Data routing using the constructed structure
After constructing the hierarchical tree topology, this structure will be used for secure data routing. According 
to the tree topology, it is clear that there is only one path between both subdomains. However, for secure data 
routing between mobile nodes in the network, the controllers of each subdomain must exchange their members’ 
information. In this way, if a node intends to send data to another node, the source node first sends the ID of 
the destination node to its subdomain controller. If the destination node is located in the same subdomain, the 
connection between the two nodes is done by sending a response message to the source node. Otherwise, the 
controller node sends the message sent from the source to the central controller Ct. After receiving this message, 
Ct sends packets containing the ID of the destination node to the controllers of other subdomains. The controller 
that has the destination node in its subdomain sends a confirmation message to the source node through the 
central node Ct. In this way, the connection between the two nodes will be established. An example of the routing 
process in the proposed algorithm is shown in Fig. 2. To keep the simplicity, in this figure, the communications 
between the gateway nodes are not considered.

In Fig. 2, it is assumed that a node like A in subdomain 1 intends to connect to node B in subdomain 3. In 
this case, node A first sends a message containing the ID of the destination node to controller C1. Considering 
that node B is not in the sub-domain of C1, so this controller sends the received packet to controller Ct. This 
controller also sends this message to other controllers (C2 and C3). Considering that destination node B is located 
in the subdomain corresponding to node C3, a response packet is sent by this subdomain to the source node. In 
the end, the data packet is exchanged between two nodes through the discovered path. During data routing by 
the controller nodes, the process of traffic information analysis and intrusion detection is done using EL. In the 
following, the structure of the proposed learning model is explained.

Intrusion detection in each subnet based on EL
As mentioned, each controller node in the software-based network is equipped with an EL model that can 
record and process the flowing data traffic by itself. This learning model, which actually consists of three learn-
ing models: “artificial neural network”, “K nearest neighbor” and “support vector machine”; is used to identify 
attacks and security threats in the subnet corresponding to the controller node. In order to reduce the complexity 
and computational load imposed on the controller nodes, the learning model deployed in these nodes will only 

(2)Wij =

(
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Ej

)

(3)Ci =
Tservice

Tarrival

(4)Ni =
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analyze the traffic sent from its sub-network nodes. so, it is possible to prevent network equipment and routers 
from infecting with malicious codes at the beginning of the sending process, and the malicious node can be 
easily identified. This process is illustrated with an example in Fig. 3.

To maintain simplicity, it is assumed in Fig. 3 that two nodes are located in the same subnet. Node A sends 
malicious messages and node B is normal. It is assumed that each of these nodes intends to send a message to 
the other. As mentioned, all network nodes exchange data through their subnet controller, and this controller 
checks all the messages sent by the subnet members by a neural network model. In the scenario of Fig. 3, when 
node A sends a malicious message to the controller, before any processing, the characteristics of the package 
are extracted and classified by the artificial neural network. If the artificial neural network places the received 
message in the category of attacks; The message will be blocked and deleted. This condition occurred for the 
hypothetical sending message from node A to node B. On the other hand, the message sent by node B is detected 
as normal by the neural network located in the controller, and therefore it is sent to the receiver node A. In the 
following, the process of detecting attacks based on artificial neural network is explained.

The first step in the process of detecting attacks is the standardization of packet traffic information. To stand-
ardize the data, the following actions are performed:

•	 The nominal characteristics of the traffic flow being processed are numerically valued. For example, the 
"connection type" attribute can have one of ICMP, UDP, and TCP states, and these values are replaced by 
numbers one to three.

•	 The numerical characteristics obtained for the traffic flow are normalized using (4).

After normalizing the traffic flow features, the combination of "artificial neural network", "K nearest neighbor" 
and "support vector machine" is used to detect attacks through the obtained features. Each of the mentioned 
learning models is trained independently and using training samples. Then the test samples (network traffic 
features) are processed by each of these learning models and the output of each model is defined as a logical vari-
able. In this case, the True output for each learning model means there is an attack, and the False output means 
that the data flowing in the network is normal. After determining the output of the three learning models used 

A

B

1C

2C

3C
tC

Figure 2.   An example of the data routing process in SRAIOT.

SDN Controller

A BSending packet 
from A to B

Packet blocked because 
ensemble model detected

intrusion

Packet forwarded because no 
intrusion detected by 

ensemble model
Sending packet 

from B to A

Figure 3.   The performance of controller nodes to identify attacks based on EL.



9

Vol.:(0123456789)

Scientific Reports |        (2023) 13:18003  | https://doi.org/10.1038/s41598-023-44764-6

www.nature.com/scientificreports/

in the proposed aggregate system, the voting technique is used to determine the result of intrusion detection. In 
this case, each test sample will belong to the output class whose label corresponding to that class has the highest 
vote among the learning models. In other words, the proposed aggregate system will recognize a traffic flow as an 
attack if at least two learning models in this system detect the characteristics of that traffic flow as an intrusion.

The remainder of this section describes the characteristics of the classifications used in the proposed aggre-
gate system.

K nearest neighbor
The K-nearest neighbor method is one of the simplest machine learning algorithms for classification purposes. 
In this algorithm, a sample is classified by the majority vote of its neighbors and this sample is determined in the 
most general class among k nearest neighbors. The k-nearest neighbor method is used for many methods because 
it is effective, non-parametric, and easy to implement. For this reason, in SRAIOT, it is considered as one of the 
aggregate model algorithms. This algorithm classifies a test sample based on k nearest neighbors. The training 
samples are represented as vectors in the multidimensional feature space. The space is partitioned into regions 
with training samples. A point in the space belongs to a class that has the most training points belonging to that 
class within the closest training sample to k in it30. In SRAIOT, the Euclidean distance criterion is used in the 
KNN model. Also, the parameter K or the number of nearest neighbors is set equal to 5.

Support vector machine
The second learning model used in the proposed aggregate system is the support vector machine. Algorithms 
based on support vector machines are algorithms that try to maximize a margin. To find the categories separat-
ing line, these algorithms start from two parallel lines and move these lines in opposite directions so that each 
line reaches a sample of a specific category on its side. After this step, a strip or border is formed between two 
parallel lines. The greater the width of this band, it means that the algorithm was able to maximize the margin 
and the goal is to maximize the margin31. The shape of the boundary between the plates separating categories is 
determined through the kernel function of the support vector machine. In SRAIOT the linear kernel function 
is used to detect attacks in each subnet.

Artificial neural network
This neural network is a perceptron network with a hidden layer. The hidden layer of this network has 10 neu-
rons and its transfer function is defined as logarithmic sigmoid. Also, the number of neurons in the input layer 
is equal to the number of features of the traffic flow, and the number of neurons in the output layer is 2. The 
output value of this neuron indicates the existence of an attack in the network. The structure of this network is 
shown in Fig. 4. Levenberg–Marquardt backpropagation algorithm32 is used to train the neural network. This 
algorithm performs network learning by bringing the output error closer to zero and based on the Jacobi matrix.

As mentioned, after determining the output of each of the above three learning models in the controller node, 
voting is done between the outputs and the result of attack detection is based on the result of the majority vote.

Simulation and results
In this section, the performance evaluation of SRAIOT is performed. The simulation is done in MATLAB 
software. The distribution of nodes in the network environment is considered to be random and normal. All 
network nodes are mobile and are not aware of their position in the environment. It is also assumed that each 
network node has a limited and non-renewable energy source with an initial power of 0.5 J. If the energy of each 
node runs out, its life will also end and it will not be usable. Also, the noise coefficient of the environment is 
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Figure 4.   Neural network structure for detecting the presence of attacks in each controller node.
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considered equal to 5 to simulate the amount of fading. The most important parameters used in the simulation 
environment are presented in Table 2.

In order to conduct tests, the performance of SRAIOT is studied in two different scenarios:

•	 Change in the number of network nodes
•	 Change in network sending packet rate

The results obtained for SRAIOT in each of these tests are compared with the CLCSR method in12 and the 
DCNN-DPFES method in13. In order to reduce the effect of the error caused by random situations, the assays 
were repeated 20 times and the average of the obtained results is given. In addition to the above two scenarios, 
the efficiency of the proposed EL model in detecting attacks was studied using the data available in the NSLKDD 
database, and the accuracy of the proposed system in detecting different types of attacks was checked. In The 
remainder of this section, the results of the above test scenarios are described and analyzed.

Performance of SRAIOT for different number of nodes
In this scenario, several nodes are uniformly and randomly deployed in an environment with 500*500 m dimen-
sions. The dimensions of the environment are fixed. Each node in the network environment can be a data source 
and after generating data, it sends it to the destination node. Also, the number of network nodes in each test 
changes from 100 to 300. The radio range of each node is set to 100 m and the data rate of the network nodes is 
100 kilobits per second.

In order to minimize the error in the simulation, each assay is repeated 20 times and the average of the results 
is evaluated. The percentage of successful packet reception is especially important for critical and emergency 
applications where every packet must be received by the destination. This criterion is calculated by dividing the 
number of successfully sent packets to the destination by the total number of sent packets and is defined as the 
following relationship:

where T is the number of packets produced by the source nodes and D is the number of packets received by 
the destination. The results of this assay are shown in Fig. 5. According to the results, with the increase in the 
number of network nodes, SRAIOT has a higher packet delivery rate. The upward trend of the displayed graph 
can be justified by the fact that with the increase in the number of network nodes, the density of the network 

(5)DeliveryRatio = 100×
D

T

Table 2.   Simulation parameters.

Value Parameter

500 m * 500 m Dimensions of the environment

Variable between 100 and 300 nodes Number of network nodes

Random between 0.5 and 1 J Initial energy of each node

Random between 50 and 100 KB Buffer capacity of each node

Variable between 80 and 120 packets per second maximum packet send rate

0.1 network nodes Malicious nodes

Figure 5.   The percentage of successfully delivered packets for different number of nodes.
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increases, and as a result, more routes are available to the network nodes, and the routing algorithm can improve 
the performance of the network in the delivery of data packets by selecting more optimal routes.

The results of the simulation show that SRAIOT works better than compared methods in all situations and 
has a minimum successful reception of 82% and a maximum reception of 98% for the number of variable nodes. 
These results show that SRAIOT performs better in selecting routes with less traffic. Also, the packet loss rate in 
SRAIOT is lower than the packet loss rate in compared methods.

Efficiency in energy consumption can be considered as one of the key parameters in measuring the perfor-
mance of wireless networks with limited resources. Considering the limited energy resources of network nodes, 
the efficiency feature in energy consumption is very important. In this section, the energy consumption of the 
network is evaluated for the number of different nodes.

Figure 6 shows the energy consumption of all nodes for the number of different nodes in the network. With 
the increase in the number of network nodes, the number of active connections in the network increases, there-
fore the amount of energy consumption in the network increases. The results of this test show that the amount of 
increase in energy consumption in SRAIOT compared to the number of nodes is less than the amount of increase 
in compared methods and SRAIOT can control the energy consumption in the network more efficiently. The 
higher efficiency in energy consumption for SRAIOT can be attributed to the selection of paths with more energy 
for data routing. On the other hand, by increasing the number of network nodes to 300, the energy consumption 
of SRAIOT has increased compared to the CLCSR method. The reason for this increase is the higher number 
of packets delivered to the destination. Because in SRAIOT, the packet delivery rate is higher than compared 
method, and this means that the network nodes use more energy for data routing in the network.

Figure 7a shows the graph of the average end-to-end delay for changes in the number of users. The end-
to-end delay is calculated as the time interval between sending data by the source and receiving the packet by 
the destination node. As it is clear from the results of this test, the increase in the number of users increases 
the end-to-end delay in the network. Because with the increase in the number of users, the number of clusters 
and, as a result, the number of steps required to route data to the destination increases. Nevertheless, using the 
parameters of congestion degree and distance as criteria for determining the weight of network connections and 
forming a hierarchical topology based on these criteria causes SRAIOT to reduce the end-to-end delay. Also, 
Fig. 7b, decomposes the average end-to-end delay of each method into propagation, processing, transmission 
and queueing delays. As shown in Fig. 7b, the queuing delay of the proposed method is significantly lower than 
compared methods which is the result of utilizing a mobility-based hierarchical topology. On the other hand, 
the difference between propagation and transmission delays in proposed method is fewer than other methods 
which means transmitted packets are less likely to be dropped during routing.

In Fig. 8, the variance of stress centrality on links for different routing methods have been compared. Stress 
centrality is a metric for describing the behavior of routing algorithms in distributing traffic load on the network. 
Stress centrality on a link can be formulated as33:

where L is the desired ink for evaluating stress centrality. Also, i and j are two nodes in the network. Finally, 
δij(L) is a binary function which would be equal to 1, if there exists a route between I and j which includes link 
L; otherwise it will be zero.

Stress centrality measures the traffic load per link. As shown in Fig. 8, Increasing the number of network 
nodes will cause a slight decrease in stress variance. Because with the increase in the number of nodes, the degree 
of connection between network nodes and the number of links between them will increase on average, and this 
will mean the possibility of establishing a more coordinated load distribution between network links by each 

(6)Stress(L) =
∑

i �=j∈V

δij(L)

Figure 6.   Energy consumption of the whole network for different number of nodes.
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algorithm. The results presented in this experiment show that the proposed method can work more success-
fully in reducing stress variance. Because the topology formation process in the proposed method by using the 
hierarchical structure can, in addition to controlling the degree of nodes, select a subset of network connections 
that distribute network traffic in a more balanced way.

Performance of SRAIOT for different data rate
A suitable routing algorithm should be able to perform well at high data rates. To investigate this feature in 
SRAIOT, the effect of increasing the data rate is investigated. In this test, the number of network nodes is set 
equal to 100 nodes and the data rate of network nodes is changed from 80 to 120 packets per second. In Fig. 9, 
the graph of the change in the successful delivery rate depending on the change in the data rate is displayed.

As the network data rate increases, the number of packets being exchanged in the network increases at every 
moment. This will increase network traffic and thus increase the possibility of packet loss. As the results in Fig. 9 
illustrate, SRAIOT is more resistant to increasing the data rate and, in all cases, has a higher percentage of suc-
cessful delivery than compared methods.

The graph of energy consumption of all network nodes in this test is shown in Fig. 10. Based on the simula-
tion results, SRAIOT in most cases has less energy consumption. This result shows that SRAIOT works well 
in selecting routes that cause less energy consumption. The reason for this improvement can be attributed to 
considering the characteristics of distance and energy for weighting network connections. Because considering 

(b)(a)

Figure 7.   (a) Average network end-to-end delay for different number of nodes (b) The average end-to-end 
delay of methods in terms of into propagation, processing, transmission and queueing delays.

Figure 8.   Variance of stress centrality on links for different number of nodes.



13

Vol.:(0123456789)

Scientific Reports |        (2023) 13:18003  | https://doi.org/10.1038/s41598-023-44764-6

www.nature.com/scientificreports/

these criteria to form the network’s hierarchical topology structure will lead to the formation of paths for data 
transmission so that its middle nodes have more residual energy in addition to less distance. As a result, less 
energy is required for data exchange, which is obvious in the presented results.

Figure 11a shows the graph of the average end-to-end delay for changes in the maximum data rate. Based on 
these results, increasing the data rate will increase the delay. Because with the increase of data rate, network traffic 
increases and the possibility of congestion in network nodes increases; As a result, each data packet will be in 
the network for a longer time and the end-to-end delay will also increase. However, considering the hierarchical 
tree topology structure in SRAIOT has simplified the communication structure of the network. In addition to 
increasing the scalability of the network, this structure has made it possible to maintain the proper performance 
of the network even in conditions of increased traffic. On the other hand, considering the movement pattern of 
nodes to form network sub-domains leads to the formation of more stable connections in the network. Because 
SRAIOT guarantees the stability of connection for a minimum period of Δt. As a result, the possibility of sud-
den deletion of a connection link and the need to resend the packet through secondary routes will be negligible. 
These characteristics cause SRAIOT to have a lower average delay.

Figure 11b shows that the proposed method can work more successfully than the compared methods in 
terms of controlling each of the delay components. The lower queuing delay in the proposed method shows the 
quick response of the routing algorithm and its efficiency in preventing packets from waiting during the routing 
process. On the other hand, the lower processing delay compared to other methods confirms the computational 
efficiency of this method. These results show that the proposed routing model can maintain its optimal perfor-
mance in the conditions of increased traffic load.

Performance of SRAIOT in detecting attacks
As explained in the third part, in SRAIOT, EL models based on the controller nodes are used to detect attacks 
in the traffic flowing in the network. In this section, the effectiveness of the proposed model is checked using 
real network traffic data. For this purpose, the proposed model has been tested using the data available in the 
NSLKDD database34. The database includes more than 25,000 data records in the field of information exchanged 
in the network. These records contain the information of the packets sent during the occurrence of various net-
work intrusions. The information available in the NSLKDD database is shown in Table 3.

Figure 9.   The percentage of successfully delivered packets for different network data rate.

Figure 10.   Total network energy consumption for different network data rate.
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As shown in Table 3, about 80% of the information in the database is dedicated to attacks. Each data record in 
this database contains 42 statistical features of traffic flow characteristics. In the simulation process, it is assumed 
that each attacking node in the network exchanges one of the data records in this database with other nodes. 
During the data exchange process, the data flow traffic information is classified by the aggregate model available 
in the controller node and the presence of attacks is detected. In the following, the performance of the proposed 
aggregate system in separating normal traffic flows from the flows related to attacks is examined.

As mentioned at the beginning of this section, the simulation operation was repeated 20 times. During this 
process, in each repetition, 95% of database samples are used as training samples of learning models and the 
remaining 5% are used as test samples. The selection of training and test samples in each iteration is done ran-
domly. Also, the effectiveness of the proposed ensemble system in detecting attacks with the condition that its 
classifications are used independently to detect attacks; is compared. Also the proposed ensemble system has 
been compared with attack detection methods proposed in27 and28.

The accuracy results of each of the compared algorithms in detecting network attacks are shown in Fig. 12.
As it is clear from the results shown in Fig. 12, by using the proposed ensemble system, it is possible to detect 

attacks with an accuracy of 99.6%, which shows an improvement of at least one percent in accuracy compared 
to each classifier which forms this model. The increase in detection accuracy in the proposed system can be seen 
as the result of using the ensemble technique. Because in a EL system, learning models can cover minor errors 
in attack detection through sharing their knowledge. On the other hand, compared to the methods27 and28, the 
proposed method has an advantage of 0.75 and 0.97%, respectively, which shows the effectiveness of the simple 
ensemble technique in improving the performance of machine learning models.

In order to more closely examine the performance of the proposed ensemble system in identifying attacks, the 
confusion matrix is examined. Figure 13a shows the confusion matrix resulting from the detection of network 
attacks during 20 iterations of the simulation for SRAIOT. In the displayed confusion matrix, the number 35080 
located in the first row and column indicates the number of tested normal packages that are correctly recognized 
as normal by the proposed model. This number is identified as TN in the confusion matrix. The number 122, 
located in the second row and the first column, indicates the number of tested normal packets that were wrongly 
detected as attacks by the proposed model. This number is identified as FP in the confusion matrix. The second 
row and the second column of the confusion matrix, which displays the number 40222, indicate the packets 
related to the attack that are correctly classified by the proposed model and identified as TP samples. Also, the 
number 156, located in the first row and the second column, indicates the packets related to the attack that were 

(b)(a)

Figure 11.   (a) Average network end-to-end delay for different network data rate (b) The average end-to-end 
delay of methods in terms of into propagation, processing, transmission and queueing delays.

Table 3.   Types of information available in the NSLKDD database 34.

Percentage of data available (%) Type of attacks

19.48 Normal connection (no attack)

73.9 DoS attacks

1.34 U2R attacks

5.2 R2L attacks

0.07 Probe attacks
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Figure 12.   The accuracy of learning algorithms in detecting network attacks by the controller node.

(c)(b)(a)

(f)(e)(d)
Figure 13.   Confusion matrix of the (a) proposed ensemble system (b) SVM, (c) KNN, (d) ANN, (e) Saba et al. 
27 and (f) Fatani et al. 28 for classifying network traffic flows.
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mistakenly recognized as normal by the proposed model. This number is identified as FN in the confusion matrix. 
These results show that only 0.2% of the infected packets rerouted in the simulation process could pass through 
the intrusion detection system of the controller nodes. Also, the false alarm rate of the proposed model is 0.002 
(122 out of 75.5K samples) which is at least 75% lower that compared methods. This is even though, in SRAIOT, 
only the outgoing traffic of each subdomain passes through the filter of the intrusion detection system. If this 
monitoring is applied to both directions of traffic flows, the false positive and false negative rates can be brought 
closer to zero. Also, the confusion matrices of other methods have been presented in Fig. 13b–f. Comparing the 
results of the proposed method with these methods shows that SRAIOT works more accurately both in detecting 
the flow of attacks and in identifying the normal traffic flows of the network.

Table 4 compares the results of testing the proposed model to detect attacks in the network with the results 
of other learning models. In this table, the sensitivity and specificity criteria are compared. The sensitivity cri-
terion is used to measure the total proportion of attacks that are correctly detected by the learning model and 
is calculated as follows35:

where, TP is the number of attack flows that are correctly detected and FN is the number of attack traffic flows 
that are wrongly detected as normal flows.

The Specificity criterion is used to measure normal flows that are correctly classified. This criterion is calcu-
lated as follows35:

where TN is the number of normal traffic flows that are correctly detected, and FP is the number of normal 
traffic flows that are detected as attack traffic flows.

The results of the execution of this scenario showed that by using the proposed aggregate model, the pres-
ence of attacks in the network could be done with higher accuracy. In this case, in addition to increasing the 
accuracy, the voting strategy can also perform well in increasing sensitivity and specificity. Thus, the proposed 
model can be effective both in detecting normal traffic flows and in detecting network attacks more accurately. 
Figure 14, presents the Receiver Operating Characteristics (ROC) curve of different methods in classifying 
network traffic flows.

This figure, shows the performance of each learning model in different classification thresholds. As shown in 
Fig. 14, the attack detection by SRAIOT results in reduced false positive rates and higher true positive rate values. 
Therefore, the Area Under the Curve (AUC) of the proposed method is higher than compared methods. These 
results, prove the superiority of the propose method in more accurate detection of network attacks.

Conclusion
In this article, a new and efficient method for secure and efficient data routing with the ability to identify attack-
ers in the IoT was presented. SRAIOT uses the clustering solution based on the movement pattern of active 
nodes to divide the network topology into several subdomains. In this structure, each section is equipped with 
a controller to exchange security rules with other subdomains, and all the traffic of nodes related to a subnet is 
exchanged through the controller node of that subnet. Therefore, each controller node continuously uses an EL 
model to analyze network traffic information and identify attacks. The use of this integrated system, according 
to its position, makes it possible to analyze the network traffic at a lower cost and, on the other hand, to increase 
the accuracy of network intrusion detection by using several learning models. In order to implement and evalu-
ate SRAIOT, its performance was studied from two aspects: routing and the ability to detect attacks. The results 
of these tests showed that the structure presented in SRAIOT improves the network performance during the 
routing process and can effectively reduce energy consumption and end-to-end delay, furthermore can increase 
the packet delivery rate. In addition, the proposed aggregate model can detect the presence of attacks in network 
traffic flows with 99.6 percent accuracy, and these results show values ​​of 99.67 and 99.59 for the sensitivity and 
specificity criteria. All these features make SRAIOT a suitable and reliable solution for secure data routing in 
real-time IoT applications.

This research used SDN as an infrastructure for deploying the security model. This is while the SDN architec-
ture itself has security issues that need to be addressed. For example, the biggest security issue about SDN is the 

(7)Sensitivity =
TP

TP + FN

(8)Specificity =
TN

TN + FP

Table 4.   Comparing the efficiency of the proposed model with other learning models.

Algorithm Sensitivity Specificity Accuracy (%)

SVM 0.9764 0.9774 97.6872

KNN 0.9763 0.9761 97.6264

ANN 0.9861 0.9857 98.5935

Saba et al. 27 0.9897 0.9878 98.8886

Fatani et al. 28 0.9868 0.9863 98.6610

Proposed (Ensemble) 0.9961 0.9965 99.6322
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communication channel. Because, the OpenFlow protocol, uses Transport Layer Security (TLS) for data-control 
channel communication security, and it is prone to man-in-the-middle attacks. Addressing these issues requires 
the use of security strategies that are outside the scope of this research; But solving them in order to guarantee 
the performance of SDN-based security models is of great importance. For this reason, solving the security issues 
related to the communication channel in SDN can be a topic for continuing this research path. Also, increasing 
the computational load of the ensemble system in detecting attacks is another limitation of the current research, 
which results from the use of multiple learning models. Although this increase in computational load is not very 
noticeable in the detection phase, this limitation can be overcome by using parallel processing techniques or tiny 
machine learning methods. Therefore, trying to reduce the computational overhead in the proposed intrusion 
detection component can be the subject of future research works.
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All data generated or analyzed during this study are included in this published article.

Received: 7 May 2023; Accepted: 12 October 2023

References
	 1.	 Li, Y. et al. Enhancing the internet of things with knowledge-driven software-defined networking technology: Future perspectives. 

Sensors 20(12), 3459 (2020).
	 2.	 Ahad, A. et al. Technologies trend towards 5G network for smart health-care using IoT: A review. Sensors 20(14), 4047 (2020).
	 3.	 Khanna, A. & Kaur, S. Internet of things (IoT), applications and challenges: A comprehensive review. Wirel. Pers. Commun. 114(2), 

1687–1762 (2020).
	 4.	 Li, B., Zhou, X., Ning, Z., Guan, X. & Yiu, K. C. Dynamic event-triggered security control for networked control systems with 

cyber-attacks: A model predictive control approach. Inf. Sci. 612, 384–398. https://​doi.​org/​10.​1016/j.​ins.​2022.​08.​093 (2022).
	 5.	 Liu, G. A Q-Learning-based distributed routing protocol for frequency-switchable magnetic induction-based wireless underground 

sensor networks. Futur. Gener. Comput. Syst. 139, 253–266. https://​doi.​org/​10.​1016/j.​future.​2022.​10.​004 (2023).
	 6.	 Chen, P. et al. Effectively detecting operational anomalies in large-scale IoT data infrastructures by using A GAN-based predictive 

model. Comput. J. 65(11), 2909–2925. https://​doi.​org/​10.​1093/​comjnl/​bxac0​85 (2022).
	 7.	 Zhang, J., Peng, S., Gao, Y., Zhang, Z. & Hong, Q. APMSA: Adversarial perturbation against model stealing attacks. IEEE Trans. 

Inf. Forensics Secur. 18, 1667–1669. https://​doi.​org/​10.​1109/​TIFS.​2023.​32467​66 (2023).
	 8.	 Cao, K. et al. Enhancing physical-layer security for IoT with nonorthogonal multiple access assisted semi-grant-free transmission. 

IEEE Internet Things J. 9(24), 24669–24681. https://​doi.​org/​10.​1109/​JIOT.​2022.​31931​89 (2022).
	 9.	 Gupta, B. B., Chaudhary, P., Chang, X. & Nedjah, N. Smart defense against distributed Denial of service attack in IoT networks 

using supervised learning classifiers. Comput. Electr. Eng. 98, 107726 (2022).
	10.	 El-Hajj, M., Fadlallah, A., Chamoun, M. & Serhrouchni, A. A survey of internet of things (IoT) authentication schemes. Sensors 

19(5), 1141 (2019).
	11.	 Stoyanova, M., Nikoloudakis, Y., Panagiotakis, S., Pallis, E. & Markakis, E. K. A survey on the internet of things (IoT) forensics: 

Challenges, approaches, and open issues. IEEE Commun. Surv. Tutor. 22(2), 1191–1221 (2020).
	12.	 Kore, A. & Patil, S. Cross layered cryptography based secure routing for IoT-enabled smart healthcare system. Wirel. Netw. 28(1), 

287–301 (2022).
	13.	 Rajasoundaran, S. et al. Secure routing with multi-watchdog construction using deep particle convolutional model for IoT based 

5G wireless sensor networks. Comput. Commun. 187, 71–82 (2022).

Figure 14.   The ROC curve of different method in classifying network traffics.

https://doi.org/10.1016/j.ins.2022.08.093
https://doi.org/10.1016/j.future.2022.10.004
https://doi.org/10.1093/comjnl/bxac085
https://doi.org/10.1109/TIFS.2023.3246766
https://doi.org/10.1109/JIOT.2022.3193189


18

Vol:.(1234567890)

Scientific Reports |        (2023) 13:18003  | https://doi.org/10.1038/s41598-023-44764-6

www.nature.com/scientificreports/

	14.	 Stephen, R., Donald, A. C., Vinoth Kumar, A. D., Shanthan, B. J. & Arockiam, L. AROSTEV: A unified framework to enhance 
secure routing in IoT environment. In Advances in Computational Intelligence and Communication Technology 251–261 (Springer, 
2022).

	15.	 Amit Vijay, K. & Manoj Ranjan, M. Trust-based secure routing in IoT network based on rider foraging optimization algorithm. J. 
High Speed Netw. 28(1), 75–94 (2022).

	16.	 Alotaibi, M. Improved blowfish algorithm-based secure routing technique in IoT-based WSN. IEEE Access 9, 159187–159197 
(2021).

	17.	 Zeng, Z., Zhang, X. & Xia, Z. Intelligent blockchain-based secure routing for multidomain SDN-enabled IoT networks. Wirel. 
Commun. Mob. Comput. https://​doi.​org/​10.​1155/​2022/​56939​62 (2022).

	18.	 Gali, S. & Nidumolu, V. An intelligent trust sensing scheme with metaheuristic based secure routing protocol for Internet of Things. 
Cluster Comput. 25(3), 1779–1789 (2022).

	19.	 Yu, L., Xu, G., Wang, Z., Zhang, N. & Wei, F. A hybrid opportunistic IoT secure routing strategy based on node intimacy and trust 
value. Secur. Commun. Netw. https://​doi.​org/​10.​1155/​2022/​63437​64 (2022).

	20.	 Chandnani, N. & Khairnar, C. N. Bio-inspired multilevel security protocol for data aggregation and routing in IoT WSNs. Mob. 
Netw. Appl. 27(3), 1030–1049 (2022).

	21.	 Kothandaraman, D., Korra, S. N., Balasundaram, A. & Kumar, S. M. Sequence number based secure routing algorithm for IoT 
networks. Mater. Today Proc. https://​doi.​org/​10.​1016/j.​matpr.​2020.​11.​703 (2021).

	22.	 Ragesh, G. K. & Kumar, A. Trust-based secure routing and message delivery protocol for signal processing attacks in IoT applica-
tions. J. Supercomput. 79(3), 2882–2909 (2022).

	23.	 Al Hayajneh, A., Bhuiyan, M. Z. A. & McAndrew, I. Improving internet of things (IoT) security with software-defined networking 
(SDN). Computers 9(1), 8. https://​doi.​org/​10.​3390/​compu​ters9​010008 (2020).

	24.	 Zarpelão, B. B., Miani, R. S., Kawakani, C. T. & de Alvarenga, S. C. A survey of intrusion detection in Internet of Things. J. Netw. 
Comput. Appl. 84, 25–37. https://​doi.​org/​10.​1016/j.​jnca.​2017.​02.​009 (2017).

	25.	 Qiu, J. et al. A survey on access control in the age of internet of things. IEEE Internet Things J. 7(6), 4682–4696. https://​doi.​org/​10.​
1109/​jiot.​2020.​29693​26 (2020).

	26.	 Smys, S., Basar, A. & Wang, H. Hybrid intrusion detection system for internet of things (IoT). J ISMAC 2(04), 190–199. https://​
doi.​org/​10.​36548/​jismac.​2020.4.​002 (2020).

	27.	 Saba, T., Rehman, A., Sadad, T., Kolivand, H. & Bahaj, S. A. Anomaly-based intrusion detection system for IoT networks through 
deep learning model. Comput. Electr. Eng. 99, 107810 (2022).

	28.	 Fatani, A., Dahou, A., Al-Qaness, M. A., Lu, S. & Abd Elaziz, M. Advanced feature extraction and selection approach using deep 
learning and Aquila optimizer for IoT intrusion detection system. Sensors 22(1), 140 (2022).

	29.	 Khadivi, P., Todd, T. D., Samavi, S., Saidi, H. & Zhao, D. Mobile ad hoc relaying for upward vertical handoff in hybrid WLAN/
cellular systems. Ad Hoc Netw. 6(2), 307–324 (2008).

	30.	 Gou, J. et al. A generalized mean distance-based k-nearest neighbor classifier. Expert Syst. Appl. 115, 356–372 (2019).
	31.	 Pisner, D. A. & Schnyer, D. M. Support vector machine. In Machine Learning 101–121 (Academic Press, 2020).
	32.	 Yu, H. & Wilamowski, B. M. Levenberg–marquardt training. In Intelligent Systems 12–21 (CRC Press, 2018).
	33.	 Tamura, H., Uchida, M., Tsuru, M., Shimada, J. I., Ikenaga, T., & Oie, Y. Routing metric based on node degree for load-balancing 

in large-scale networks. In Proc. 2011 IEEE/IPSJ International Symposium on Applications and the Internet 519–523. IEEE. (2011).
	34.	 Bala, R., & Nagpal, R. A review on kdd cup99 and nsl nsl-kdd dataset. Int. J. Adv. Res. Comput. Science, 10(2). (2019).
	35.	 Trevethan, R. Sensitivity, specificity, and predictive values: foundations, pliabilities, and pitfalls in research and practice. Front. 

Public Health 5, 307 (2017).

Acknowledgements
This work was supported by provincial quality engineering project of colleges and universities in Anhui Province 
(Grant No.: 2021jxtd102). Information technology scientific research and innovation team of Anhui Business 
College (Grant No.: 2022TDKY03).

Author contributions
All authors wrote the main manuscript text. All authors reviewed the manuscript.

Competing interests 
The authors declare no competing interests.

Additional information
Correspondence and requests for materials should be addressed to K.R.

Reprints and permissions information is available at www.nature.com/reprints.

Publisher’s note  Springer Nature remains neutral with regard to jurisdictional claims in published maps and 
institutional affiliations.

Open Access   This article is licensed under a Creative Commons Attribution 4.0 International 
License, which permits use, sharing, adaptation, distribution and reproduction in any medium or 

format, as long as you give appropriate credit to the original author(s) and the source, provide a link to the 
Creative Commons licence, and indicate if changes were made. The images or other third party material in this 
article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the 
material. If material is not included in the article’s Creative Commons licence and your intended use is not 
permitted by statutory regulation or exceeds the permitted use, you will need to obtain permission directly from 
the copyright holder. To view a copy of this licence, visit http://​creat​iveco​mmons.​org/​licen​ses/​by/4.​0/.

© The Author(s) 2023

https://doi.org/10.1155/2022/5693962
https://doi.org/10.1155/2022/6343764
https://doi.org/10.1016/j.matpr.2020.11.703
https://doi.org/10.3390/computers9010008
https://doi.org/10.1016/j.jnca.2017.02.009
https://doi.org/10.1109/jiot.2020.2969326
https://doi.org/10.1109/jiot.2020.2969326
https://doi.org/10.36548/jismac.2020.4.002
https://doi.org/10.36548/jismac.2020.4.002
www.nature.com/reprints
http://creativecommons.org/licenses/by/4.0/

	Secure routing in the Internet of Things (IoT) with intrusion detection capability based on software-defined networking (SDN) and Machine Learning techniques
	Literature review
	Secure routing in IoT
	Intrusion detection systems in IoT

	Proposed secure routing algorithm in the IoT (SRAIOT)
	Formation of network clustering structure based on SDN
	Formation of network hierarchical tree topology
	Data routing using the constructed structure
	Intrusion detection in each subnet based on EL
	K nearest neighbor
	Support vector machine
	Artificial neural network


	Simulation and results
	Performance of SRAIOT for different number of nodes
	Performance of SRAIOT for different data rate
	Performance of SRAIOT in detecting attacks

	Conclusion
	References
	Acknowledgements


