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Quantum cryptographic resource
distillation and entanglement

Minjin Choi & Soojoon Lee™

We look into multipartite quantum states on which quantum cryptographic protocols including
quantum key distribution and quantum secret sharing can be perfectly performed, and define the
quantum cryptographic resource distillable rate as the asymptotic rate at which such multipartite
state can be distilled from a given multipartite state. Investigating several relations between
entanglement and the rate, we show that there exists a multipartite bound entangled state whose
quantum cryptographic resource distillable rate is strictly positive, that is, there exists a multipartite
entangled state which is not distillable, but can be useful for quantum cryptography such as quantum
key distribution and quantum secret sharing.

Entanglement is one of the most significant resources for quantum cryptography. In particular, it has been well
known that any pure entangled state can be useful in performing quantum cryptographic protocols, such as
quantum key distribution' and quantum secret sharing®. However, it has also been known that there exist mixed
states, called the private states® or the (genuine) secret sharing states®’, which can distill perfectly secure key bits
or secret bits for secret sharing just by measurement. We here call such mixed states the quantum cryptographic
resource (QCR) states. Hence, it can be seen that a QCR state is not only considered as a generalized version of
the private state or the genuine secret sharing state, but is also regarded as a resource unit in a quantum cryp-
tographic theory, while a pure maximally entangled state plays a role of a resource unit in entanglement theory.

We consider a general form of the QCR states with one dealer party. In other words, the QCR state that we
here deal with is a multipartite quantum state, and a private state on the parties can be obtained from the state
by local quantum operations and classical communication (LOCC) so that perfectly secure key distribution is
feasible between the dealer party and any player party of the state. In addition, complete secret sharing on any
number of divided parties together with the dealer party of the QCR state is also possible, although dishonest
players cooperating with any exterior eavesdropper exist. Thus, players can select one quantum cryptographic
protocol among various kinds of ones with the dealer on the same QCR state, as they want.

As in any resource theories including entanglement theory, it is both natural and important to take into
account the quantity representing how much amount of QCR can be extracted from a given state, which we call
the QCR distillable rate of the state. We remark that since the simplest QCR state is a maximally entangled state,
the QCR distillable rate in entanglement theory is nothing but the distillable entanglement®, and since the private
state is also a simple form of the QCR state, the QCR distillable rate in quantum key distribution is equal to the
distillable key rate>*°. Hence, in this paper, we discover the properties of the QCR distillable rate, and compare
the QCR distillable rate with the distillable entanglement and the distillable key rate.

We say that a multipartite state is QCR distillable if its QCR distillable rate is strictly positive. Then it is clear
that a QCR distillable state is entangled, since if a multipartite state has a separable bipartite split, then perfectly
secure key distribution is impossible between the split, and hence the state is not QCR distillable. However, it
does not seem to be true that all entangled states are QCR distillable, because its simplest case is not true, that
is, there exists a bipartite bound entangled state with positive secret key distillable rate>>®.

In this paper, we first present necessary and sufficient conditions for the QCR state with a dealer party, and
definition of the QCR state, and then show that a given multipartite quantum state is a QCR state if and only if the
conditions on the state hold. We also define the QCR distillable rate of a given multipartite state in a mathemati-
cal way, and present some properties on the QCR distillable rate. Finally, by providing the method to construct a
QCR state with larger number of parties from several QCR states, we prove the existence of multipartite bound
entangled but QCR distillable states.

This paper is organized as follows. We first define the QCR state, and justify the definition. After showing the
several properties of the QCR states, we also present the mathematical definition of the QCR distillable rate of
a given state, and investigate some relations between the QCR distillable rate and other distillable rates such as
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the entanglement distillable rate and secret key distillable rate. We finally show that there exists a multipartite
QCR distillable state without any distillable entanglement.

Results
QCR states. Assume that there are one dealer and N players who participate in a quantum cryptographic
protocol, and let D = DD be the dealer’s quantum system with two subsystems D of d dimension and D of arbi-
trary dimension in the protocol. Similarly, for each1 < i < N, let A; = A;A;be the i-th player’s quantum system
with subsystems A; of d dimension and A; of arbitrary dimension. Throughout this paper, we denote A; - - - Ay
and A, - -- Ay by A and A, respectively, and denote AA by A. The systems A and A are called the mformatzon
part and the shield part, respectively.

In order to perform the quantum cryptographic protocol, the dealer’s and players’ information should satisfy
the following cryptographic conditions:

(i) The probability distributions of the dealer’s and all players’ information must be unbiased and perfectly
correlated.
(ii) An eavesdropper and dishonest players cannot get any information about the dealer’s information.
(iii) The dealer and any subset of players can perform the same protocol with smaller number of parties after
properly applying LOCC.

When N = 1, if the dealer and the player share the private states’™, or when N > 2, if the dealer and the players
share the genuine secret sharing states’, then the above three conditions are surely satisfied. However, since any
player can be a dealer in the private states and the (genuine) secret sharing states, considering the case where the
dealer is predetermined is more general than those in the private states and the (genuine) secret sharing states,
Thus, we introduce the class of quantum states suitable for the case where the dealer is determined in advance.

Definition 1 Ypj, is called a QCR state if for any bipartite split {P1, P2} of the players with P; consisting of at
least one player and A = PP, the given state Ypa can be written as

1 il I il 1,
w > o il L) pp,p, (12 | ®( L D2A>05A<UDP1 VDZA> , (1)
ili,jh 2 €
where
N
k=1

DP,P, = DA and DA are the information ?art and the shield part of the QCR state TDA, respectlvely, opaisan

arbitrary state, and the { gi) } and { vE2 Lare unitary operators on the systems DP; and DA, respectively.

For instance, let|T') 5153555 be the following state.
1
1) pazpas = 5 (1000)pa51000) 555 + 1011) p5/100) 535+1101) 53511000555 + 1110053510000 555).  (3)

Then we can readily check that the state Y3557 = |1) (Y |is a QCR state, but not a genuine secret sharing state
in Reference’. Furthermore, when N = 1, the QCR state Yhipain Definition 1 can be written as

=3 ti=ipali—il ® (U )opa (V) @

ijely

which is essentially equivalent to a private state, and all genuine secret sharing states in Reference” are QCR states.
Hence, the QCR state can be regarded as a generalization of the private states and the genuine secret sharing
states with respect to quantum cryptography.

Theorem 1 Suppose that a dealer and N players share a quantum state ppa. The dealer and players can obtain
information satisfying the above cryptographic conditions (i) and (ii) after they measure their information parts in
the computational basis if and only if the state ppa is a QCR state.

Theorem 2 Assume that a dealer D and N players A share an (N + 1)-party QCR state. For any bipartite split
{P1, P2} of the players A = P1P, with |P1| = M > 1, if players P, measure their information parts and correctly
announce the measurement outcomes, then DP1 can share an (M + 1)-party QCR state after the dealer applies a
proper unitary operation on the dealer’s part.

Theorem 2 tells us that from a given QCR state, a QCR state on any smaller number of players and the dealer
as well as a private state between any player and the dealer can be shared by LOCGC, as seen in the Fig. 1. In other
words, Theorem 2 implies that any QCR state satisfies the cryptographic condition (iii).
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Figure 1. Asin Theorem 2, from the Ypa, a private state Tpy, or a QCR state Ypy with smaller number of
parties can be obtained by LOCC, where A’ = A; A;, --- A

ime

Figure 2. Constructing a QCR state with larger number of parties from two QCR states Yp, o and Yp,p in
Theorem 3.

Theorem 3 Assume that there are two QCR states Yp, o and Yp,g, where both D4 and Dg are the dealer’s parties,
and A = A, --- Ay andB = By - - - By are two different sets of players. Then the dealer and all players share a QCR
state Ypap via the dealer’s proper local operations, where D = D Dg.

By Theorem 3, we can see that a larger QCR state can be obtained from two different QCR states with the
same dealer party as seen in the Fig. 2. Furthermore, we note that the private state is considered as a QCR state
with one dealer and one player. Hence, by mathematical induction, we have the following corollary.

Corollary 4 Suppose that each of N players shares a private state with one dealer. Then they can have an (N + 1)
-party QCR state by applying the dealer’s proper local operations.

Scientific Reports|  (2021) 11:21095 | https://doi.org/10.1038/s41598-021-00547-5 nature portfolio



www.nature.com/scientificreports/

QCR distillable rate and bound entangled states. Before defining the QCR distillable rate, we look
at the distillable entanglement and the distillable key rate. Let ®f'; and y% ., be denoted by the maximally
entangled state with m = logdim(A) = log dim(B) and the private state with m = logdim(A) = log dim(B),
respectively, where dim(-) is the dimension of the system. The distillable entanglement Ep is defined as the rate
at which maximally entangled states can be distilled under LOCC", that is,

— i : . %9 E
Ep(pap) = lim lim sup {E: 1A (pSg) — @hgl < 8, 5)

where A 4.5 is an LOCC protocol between Alice and Bob. Similarly, the distillable key rate Kp is defined as the
rate at which private states can be distilled under LOCC??, that is,

Kp(pap) = lim lim sup {K : HA(pE’g’) — y/’fg“l < 8}. 6
§—>0n—>00 5 ( )
A:B

Since we can define the QCR distillable rate for any state in a similar way to the above definitions, from the defini-
tion, we can know how many copies of the given state are required to asymptotically distill a QCR state through
LOCC. The QCR distillable rate CRp of a given multipartite quantum state ppa is defined as

CRo(ppa) = fim lim sup {K: |A(p53) — YBX[|, =8}, ?)

where A is the dealer’s and all players’ LOCC operation, and Y[}, denotes a QCR state whose information part
DA A; - - - Ay satisfies m = log dim(D) = log dim(A;) for all i.
Let us now investigate the connection between the distillable key rate and the QCR distillable rate. It follows

from Theorem 2 that

CRp(ppa) < K5¥"P(opa) (8)

for any bipartite split {P;, P»} of the players A = P;P,. In addition, by Theorem 3, we have the following theorem.

Theorem5 Let A = A; --- Ay andB = By - - - By be two different sets of players, and let D4 and Dg be the dealer’s
parties. For given two states pp, A and pp,s

CRp (ppsa ® ppsB) > min{CRp (pp,4 ), CRp (ppsB)}- 9)

Hence, the following corollary clearly comes from Theorem 5 and Corollary 4.

Corollary 6 Foreachi=1,2,...,N, let pp,a, be the quantum state shared by the dealer D; and the i-th player A;.
Then the following inequality holds.

N
CRp (@ ,OD,~A,-> > mini{Kp(pp;a,) }. (10)
i—1

Corollary 6 implies that if each pp,, has a positive distillable key rate, then ®fi1 0D;4; has a positive QCR
distillable rate. We note that if each pp,4, is a bipartite state with positive partial transposition (PPT), then
®ii1 0D;4; 18 also an (N + 1)-partite state with PPT, since it is a PPT state with respect to any bipartite split of DA
with one dealer D = DD, - - - Dy and N players A = A; A; - - - Ay. Hence, we can readily construct multipartite
PPT bound entangled states with positive QCR distillable rate from bipartite PPT bound entangled states with
positive distillable key rate, which are presented in References®. Therefore, we can finally present our theorem
showing the existence of such states as follows.

Theorem 7 For any natural number N > 2, there exists an (N + 1)-partite bound entangled state ppa with
CRp(ppa) > 0.

Discussion
We have defined the QCR state with a dealer party, and have shown that a given multipartite quantum state is
a QCR state if and only if the two cryptographic conditions on the state hold. We have also defined the QCR
distillable rate of a given multipartite state, and have presented several important properties on the QCR distill-
able rate. In the sequel, we have presented how to construct a QCR distillable state with larger number of parties
from several QCR distillable states. Moreover, we have proved that there exist multipartite bound entangled
states which are QCR distillable. This result implies that there exists a multipartite quantum state on which a
dealer and players can perform one of several kinds of quantum cryptographic protocols to some extent, and
from which they cannot distill any bipartite nor multipartite entanglement by LOCC. Hence, we can conclude
that any bipartite or multipartite distillable entanglement is not necessarily required for quantum cryptography.
The QCR states that we have dealt with in this paper have one specific dealer party. Thus several kinds of
perfectly secure classical communication feasible on the quantum state can be performed between the dealer
party and any number of players. Therefore, the QCR state can be considered as a resource unit in quantum
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cryptographic theory, and hence we could construct the quantum cryptographic network consisting of the QCR
states instead of the bipartite maximally entangled states or the private states.

Methods
Proof of Theorem 1. This proof is almost the same as that of the theorem related to the genuine secret shar-
ing state in Reference’. The details are as follows.

Let us consider the state

|F/’>DABAE Z \/7” DA|¢I>DAE’ (11)

N+1
Zd

which is a purification of pps. Assume that the dealer and players can have cryptographic information that
satisfies the cryptographic condition (i) by measuring the information part of pps. Then we have p; = 1/d™ for
I €&y jandp; =0forl ¢ &%,
Regarding the condition (ii), we first take account of the worst case that all players except one player, say Ay,
are dishonest. Then the subsystem A’ = A; - - - Ay_1Agy1 - - - Ay is the information part of the dishonest players.
Let i be the dealer’s measurement outcome. Then the eavesdropper and dishonest players’ state after meas-
urement becomes

W 1 | @ tres [Wis e (U
YADAE = dN-1 Z Z |§)A’<g ‘ ®trDAk}w1>‘k’E>DAE<¢1»1k,§'| (12)
ix€Zq E’E,EGIT]i:lik
if reordering the systems. From the cryptographic condition (ii), we have y(’) = y ,~~ foranyi,i’ € Zg. It
follows from the Hughston ]olzsa Wootters theorem'! that for i, ix, 7', 4}, € Zg Wltﬁl + lk = + i, (mod d), there
is a unitary operator U~~ "% on the system DAy such that
iiy— 1 _
Uai I dons = [V o, 0

forall& € G_' lk

Let{P, P2} be an arbitrary bipartite split of the players with P; consisting of at least one player and A = P P».
Without loss of generality, we may assume thatP; = A; --- Ayyand P, = Ay - - - An. Then by Eq. (13), it can
be shown that if il; [, = iiy - - ipipi41 -+ - in € %y, then

|1//00--'0)A’E = Ug’;{;’w . U;)l./ﬁz ”1 ’wum 1N>A/E’ (14)
where U~~ = U”%Hr]o and jr =i+i1+---+ir (mod d). Let tryz (Ioo...0) (Woo-0l) = D« AxInx) g (nx| be
its spectral decomposition. Then we have

Loyl
[Vinn ) pag = Z \FU;); VEz100) palne) (15)

for some unitary operators U’EI% , ngx and orthonormal set {|¢,)} for the system DA. Therefore, ppa is of the
form in Eq. (1). '

Conversely, assume that ppa has the form in Eq. (1). Then it can be readily shown that players have crypto-
graphic information that obeys the cryptographic condition (i) after measuring their information parts in the
computational basis.

We now show that players’ cryptographic information satisfies the condition (ii). Suppose that {Py,P,}is a
bipartite split of the players A = P; P, with P; consisting of at least one player and P, representing K dishonest

players. Let oz = >, kx|ix) px (x| be a spectral decomposition of o3, and let

il I
}‘/’11112 DAE Z\/KX 11 gKlMX)bxlvx>E’ (16)

where {|vy)} forms an orthonormal set for the eavesdropper’s system E. Then the state

1 .
|T)DP1P2E:7/dW Z lil) pp, 112)p, | @it 1, ) e 17)

ihLeSY

is a purification of ppa. If the dealer has the measurement outcome i after measuring the dealer’s information
part in the computational basis, then the quantum state of dishonest players and eavesdropper after the meas-
urement becomes

i 1
Tl(:lz)E =K Z Z )5, Vol ® trp |01, ) s (91

€Ly I, €S ”

(18)

where|gp, ) 5 BPE = Dx v Kx Iéx pplex) g Since TP E = Tl(,j)E foranyi,j € Zg, dishonest players and eavesdrop-
per cannot get any 1nformat1on about the dealer’s cryptographlc information.
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Proof of Theorem 2.  The proof of Theorem 2 is also similar to that of the theorem associated with the genu-
ine secret sharing states in Reference’. However, we here present its simple proof compared to that in Reference’
as follows.

Without loss of generality, we may assume that Py = Ay --- Ayyand Py = Apr4q - - - An. Let Ypa be an(N + 1)
-party QCR state shared by a dealer and N players. Since TDA has the form in Eq. (1) iflet, € &P ~N_n be the
measurement outcomes for some 8 when players P, measure their information parts in the computational basis,
then the resulting state of the dealer D and the players P after the measurement becomes

1 T
(L) N ih s il
R =g X o Gl @ Uy e (U5, ) (19)
i€,y
where 655 = trp \712 OBk (\712 )T
Dp; — 7P, DA
We note that unltary operators on the shield part of the state Ypa can be expressed asin Eq. (14), and it can

be easily shown that WDTgP Tisan (M + 1)- party QCR state, where W = Z V)i + B)(i|. Therefore, if the
players P, announces the value E then the dealer D and the players P; can share the (M + 1)-party QCR state
after applying the unitary operator W on the dealer’s information part.

Proof of Theorem 3. Let
T)psaE, = m > 1ilp,a ® Wi, i, (20)
IIEG?VH

be a purification of the QCR state Tp, A, and let

|T)DBBEB=F Z |]] D3B®|¢]]>DBBE5 (21)

J€6% 4

be a purification of the QCR state Yp,p. For I = iyiy - - - i, € Z%, let|I| be defined as|I| = iy + - - - + ir. Then the
states| ) p,ag, and |Y) p,pg, in Egs. (20) and (21) can be rewritten as

1) paaks = D=L D, © (Vo) i, (
ﬁ 22)
Ie7y
and
1) psBES = Z =171, 55 © |D-1710)5
/ sBEg (23)
]EZM
respectively.

Let cX be the unitary operator defined as

d—
X =Y |i+kk){k|. (24)

k=0

If the dealer applies the unitary operator cXp, 5, on the system Dy Dg in the state | Y)p ,AE; ® | 1) pyBEg then
after properly rearranging the order of the systems, the state becomes

W D> == ULLDp, a1~ p, ® [Voini)p, x5, © 9-110)5,5E, (25)

1€zl Jezt

We remark that if the dealer and all players measure their information part Dy AB in the computational basis,
then they have cryptographic information that satisfies the cryptographic condition (i). In order to show that
the cryptographic information obeys the cryptographic condition (ii), we consider the worst case as in the proof
of Theorem 1.

Let us assume that the dealer measures the information part Dy, and let i be the dealer’s measurement out-
come. By tracing out the system D4 DgD4 Dp of the resulting state, we have

dN+M T > Y ILpas{T ety [Voan)p, g, (V-ar | © tp, [Gasin)p, e, (Pecir |
a€Zq LI'eGy J e v i
(26)
Let us now consider the situation where all players except the dealer and one player are dishonest as the worst
case. Without loss of generality, we may assume that the honest player is A, by symmetry. When N > 2, after
tracing out the system Aj, the dishonest players and eavesdropper’s state becomes
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® |]>1’;<]/|®tr5A;1

PO SN SN

w—u,ﬁj>5AXEA <w_a,ﬁj’ ’ ® trp, | datis) b5, (Patis |
WPELif et Th Gy

(27)
wherel =iy ---if € Zsflforl =ijip---ip € Zéandf\ =Ay---ApforA=AA;---A;. Since Yp, 4 isa QCR
state,

trlN)A/N’Al wi""ﬂj>l~)A§EA <1//*01)ﬁj’ = trlN)A/N’u wO,ﬁfaj>5AKEA <1//0,/37aj’ (28)

foranyw, B € Zgand = Gif_ﬂl. Hence, the state in Eq. (27) can be rewritten as

o X X

stelyliesy_, 1)/l

® s (' [®trp, 3, | Vo i) soie Vot | @ trp, [0-10) 5,55, (-1 |
(29)

We can here see that the state in Eq. (29) is independent on the dealer’s measurement outcome i. In other words,
the dealer’s cryptographic information is perfectly secure against the dishonest players and any exterior eaves-
dropper, which implies that the dealer’s and all players’ cryptographic information satisfies the cryptographic
condition (ii).

Now assume that N = 1, that is, A = A;. Then the state of the dishonest players B and eavesdropper E4Ep
after the dealer’s measurement is

1 !
P Z Z Ng(J |®tr5A;|W—a,a>5A;EA<W—a,a| ®tr55}¢a+i,]>53§EB (Patiy

‘ ’ (30)
a€lg ]J/EGZT/[‘X*'
where the dealer’s measurement outcome is i. Since
tr, & [V—aa)p, e, (V-ua| = 15, &[¥00)5, 6, (Voo (31)

foralla € Zj, the state in Eq. (30) does not depend on the measurement outcome 7, and hence the cryptographic
information is perfectly secure against the dishonest players and any exterior eavesdropper.

Let|Y) papk be the pure state in Eq. (25), which is the resulting state after the dealer applies the unitary opera-
tor cXp, j, on the system DgDg in the state |Y)p, ag, ® |Y)p,E, Where D = DsDpand E = E4Ep. Then, for
any cases, the cryptographic information from the state|Y') pogg obeys the cryptographic conditions (i) and (ii).
Therefore, the state cXp, . Dp (TD A ® TDBB) CX}_:)A By isan (N + M + 1)-party QCR state by Theorem 1, since the
state is equal to trg| V) pape (Y|

Proof of Theorem 5. We first note that the set of all LOCC operations Apap on the dealer D = DsDg
and all players AB contains LOCC operations of the form Ap,ao ® Ap,p. Hence, CRp (pD WA ® pDBB) is lower
bounded by

lim lim sup sup {K: HUD(ADAA(pg’:A) ®ADEB(pQDZ’£’B))UE, - TSIXBHI < 8}, (32)

§=>01=00 yp Ap,a.Apge

where Up’s are unitary operators acting on the system D. In addition, as seen in the proof of Theorem 3, there
exists a unitary operator Up such that

- K K\t K
Up(Thya ® Ypus) Up = Yhag: (33)

‘1'

Then it follows from Eq. (33) that

T (Abaa (05) ® Apun (pfy5)) U — Yi5a|| = [ Aaa(05in) © Aun(offs) — YEEA © Y5

4
By the telescoping property of the trace distance'>', that s, oY
loy® oy — 11 @ 12ll1 < llo1 — 711 + lloz — 21, (35)
we can see that the lower bound on CRp (pDAA ® pDBB) in Eq. (32) is also lower bounded by
pm i s {1 [aoialo5ia) 1], = 5 [Aoaoim -], <3f oo
which is greater than or equal to both CRp (pDAA) and CRp (pDBB). This completes the proof, that is,
CRp (ppsa ® ppse) = min{CRp (pp,a)> CRp (oDsB)}- (37)
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