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Domain generalization is a ubiquitous challenge for machine learningin
healthcare. Model performance in real-world conditions might be lower
than expected because of discrepancies between the data encountered
during deployment and development. Underrepresentation of some
groups or conditions during model development is acommon cause of this
phenomenon. This challenge is often not readily addressed by targeted data
acquisition and ‘labeling’ by expert clinicians, which can be prohibitively
expensive or practically impossible because of the rarity of conditions or
the available clinical expertise. We hypothesize that advances in generative
artificial intelligence can help mitigate this unmet need in a steerable
fashion, enriching our training dataset with synthetic examples that address
shortfalls of underrepresented conditions or subgroups. We show that
diffusion models can automatically learnrealistic augmentations from data
inalabel-efficient manner. We demonstrate that learned augmentations
make models more robust and statistically fair in-distribution and out of
distribution. To evaluate the generality of our approach, we studied three
distinct medical imaging contexts of varying difficulty: (1) histopathology,
(2) chest X-ray and (3) dermatology images. Complementing real samples
with synthetic ones improved the robustness of modelsin all three medical
tasks and increased fairness by improving the accuracy of clinical diagnosis
within underrepresented groups, especially out of distribution.

Theadvent of machine learning (ML) in healthcare promises advances
in care in a wide range of applications'. Artificial intelligence (Al)
dermatological tools (for example, refs. 1,4) have the potential to allow
patientsto assess their conditions better and improve diagnostic accu-
racy’. Similarly, ML technologies have unlocked new capabilities in
computational pathology that have the ability to handle the gigantic
quantity of data created throughout the patient care lifecycle and
improve classification, prediction and prognostication of diseases®.
These solutions are often motivated by the global shortage of expert
clinicians, for example, in the case of radiologists’, and demonstrate

that ML models can facilitate the detection of conditions®. Despite these
rapid methodological developments and the promise of transformative
impact’, few of these approaches (if any) have yet achieved widespread
adoption and scaled impact on clinical outcomes'’. One major barrier
to adoption is the brittle degradation in performance of medical ML
systems caused by ‘out-of-distribution’ data: discrepancies between
the populations, diseases, acquisition technologies or environments
used to train medical ML systems and those encountered during deploy-
ment. As ref. 11 highlighted, only 24% of published studies evaluate
the performance of their proposed algorithms on external cohorts
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Fig.1| Generated samples and method overview. a, Samples generated by our
conditional diffusion model for the different imaging modalities. b, Method
overview. Inthe proposed approach, we first trained a diffusion model on both
labeled and unlabeled data (if available). In a general setting, unlabeled data may
consist of in-distribution or OOD data (for example, from an unseen hospital) for
which expertlabels are not available. Subsequently, we sampled synthetic images

from the diffusion model according to particular specifications (for example,
animage of a female individual with pulmonary edema). Finally, we trained a
downstream diagnostic model on acombination of the real labeled images and
the synthetic images sampled from the diffusion model. The dotted outlines
represent synthetic data, while the dashed outlines represent unlabeled data.

or compare this out-of-distribution performance with that of clinical
experts. Many studies do not validate the efficacy of algorithms in mul-
tiple settings; the ones that do often perform poorly whenintroduced
to new environments not represented in the training data.

Inaddition to this challenge of out-of-distribution generalization,
underrepresentation of specific groups, conditions or hospitals also
causes notable challenges of fairness and equity even when systems are
deployed in datasets mirroring their training environment, with lower
performance typically seen in rarer groups, conditions, individuals
or their intersections. Previous work showed that a developed model
may performunexpectedly poorly onunderrepresented populations
or population subgroups in radiology'>", histopathology' and der-
matology”. However, the issues of robustness to distribution shifts
and statistical fairness have rarely been tackled together. Building a
method that is robust across populations and subgroups, such that
model performance does not degrade and benefits can be transferred
whenapplied across groups, is anontrivial task. This is because of data
scarcity'®, challenges in the acquisition strategies of evaluation datasets
(for example, different imaging or screening protocols'®'”*®) and the
limitations of evaluation metrics'™.

In this work, we leveraged diffusion models"*° and potentially
available unlabeled data to capture the underlying data distribution
and augment real samples when training diagnostic models across
these three modalities. We showed that combining synthetic and real
data can lead to significant improvements in diagnostic accuracy,
while closing the fairness gap with respect to different attributes under

19,20

distribution shifts. While we do not propose this approach as areplace-
ment for high-quality and representative data collection strategies, we
positthat,inthe absence of additional resources, it allows practitioners
to make the most of their available labeled and unlabeled data to close
potentially harmful gaps in diagnostic accuracy between overrepre-
sented and underrepresented populations without penalizing the for-
mer. Finally, we showed that diffusion models can generate high-quality
images (Fig.1a) across modalities and performed anin-depth analysis
toshedlight onthe mechanismsthatimprove the generalization capa-
bilities of the downstream classifiers (Methods, ‘In-depth analysis for
dermatology’). This capability was further validated by an evaluation
of synthetic images by expert dermatologists, yielding diagnostic
accuracy comparable to when diagnosing real images.

Results

Overview of the proposed approach and experimental setting
Our proposed approach, illustrated in Fig. 1b, leverages diffusion mod-
els for learning augmentations of the data to improve the robustness
and fairness of medical ML models. We viewed learned augmentations
asameans of enriching our training dataset with the goal of making it
more diverse in a steerable and configurable way. Our approach con-
sisted of three main steps: (1) we train a generative model given the
available labeled and unlabeled data; we assumed that labeled data
were available only for a single source domain (for example, a particular
hospital with a specific scanner orimaging protocol), while additional
unlabeled data could be from any domain (in-distribution or out of
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Table 1| Summary of the experimental setup and major improvements for each modality

Experimental setup Histopathology Radiology Dermatology
Conditioning variable Diagnosis and hospital ID  Diagnosis Diagnosis and demographic attribute
e Access to unlabeled data (additional to the Yes No Yes
Diffusion model . - RO
diagnostic model’s training data)
Using OOD unlabeled data No No Yes
Synthetic/real data ratio 50:50 100:0 75:25
Performance metric Top-1accuracy ROC-AUC High-risk sensitivity
Diagnostic model Relative performance improvement with regard 48.5% 5.2% 27.3%
to baseline without augmentations
Absolute fairness improvement with regard to 4 30.0% in-distribution Y 0.03100D J 0.044 OOD

baseline

Performance improvements are reported with respect to the respective baseline method, while fairness improvements are reported in absolute terms with respect to the baseline for the

corresponding performance metric.

distribution (OOD), for example, data from multiple hospitals, a subset
of whichwas notlabeled by experts because of limited resources). We
either conditioned the generative model only on the diagnostic label
or on both the diagnostic label and a property (for example, hospital
ID or sensitive attribute label). We borrowed the term ‘sensitive attrib-
ute’ from the fairness literature to describe demographic attributes
(for example, sex, ethnicity or age) we wanted the model to be fair
against. All of the data used in this research were de-identified before
authors gained access to it. Conditioning the model on either or both
ofthese attributes allowed us to configure the synthetic examples that
we wanted touse to enrich our training set. If high-resolutionimages are
required (more than 96 x 96 resolution), we further trained an upsam-
pling diffusion modelin asimilar manner. Itis worth highlighting that
both the low-resolution generative model and the upsampler were
trained with the same conditioning vector (that is, either with label
or label and property conditioning); (2) we sampled from the genera-
tive model according to a sampling strategy. In our experiments, we
assumed that uniformrepresentation of different values of an attribute
constitutes afair strategy, for example, for each conditionitis equally
likely to observe animage of a male and a female individual, or froma
particular hospital. To do this, we sampled uniformly from the attribute
distribution and preserved the original diagnostic label distribution to
preserve the original disease prevalence. Sampling multiple times from
the generative model allowed us to obtain different augmentations for
agiven condition (and property), consequently increasing the diversity
oftraining samples for the downstream classifier; (3) we enriched our
original training dataset from the source domain with the synthetic
images sampled from the generative model and trained a diagnostic
model (potentially for multiple labels, if more than one condition is
present at once). We provide the exact details of the experimental
setting for each modality in the Methods (‘Experimental setting for
each modality’).

Experimental protocol. We evaluated this approach using denois-
ing diffusion probabilistic models (DDPMs) on different medical
contexts and tracked diagnostic performance (for example, top-1
accuracy) and fairness in-distribution and OOD. We considered
in-distribution datasets as consisting of images from the same demo-
graphicand disease distribution and acquired with the same imaging
protocol as the training set. Out-of-distribution datasets may differ
from the training set in any or all of those dimensions. Evaluation
of the out-of-distribution datasets is equivalent to developing an
ML model on a certain population (for example, from a particular
hospital or geographical location) and testing its performance ona
population from an unseen hospital or acquired under new condi-
tions. Across all settings, the diagnostic and diffusion models were
trained with the same labeled data. We provide more details about

this and a summary of the setting used for each modality in the
Methods (‘Overview of methodology’).

Evaluation metrics. To measure the performance of the different
baselines and the proposed method, we used two sets of metrics: one
set was more focused on diagnostic accuracy (that is, top-1 accuracy
for histopathology, receiver operating characteristic (ROC)-areaunder
the curve (AUC) for radiology and high-risk sensitivity for derma-
tology), while the second set was more geared toward fairness (see
summary in Table 1). The performance metrics varied depending on
the classification task performed for each modality (that is, binary
versus multiclass versus multilabel) and considered label imbalance.
High-risk sensitivity captured the true positive rate for the high-risk
conditions and was deemed the most relevant for the diagnostic tool
by expert dermatologists. For fairness, we looked at the performance
gap (depending on the metric ofinterest) in the binary attribute setting
and the difference between the worst and best subgroup performance
for categorical attributes, for example, hospital ID and ethnicity. For
continuous sensitive attributes, like age, we discretized them into
appropriate buckets (Methods and Extended Data Table 1).

Clinical tasks and datasets

Histopathology. Thefirst setting we considered s histopathology. Var-
iationinstaining procedures indifferent hospitals leads to distribution
shifts that can challenge an ML model that has only encountered images
from a particular hospital. The cancer metastases in lymph nodes
challenge (CAMELYON17) by Bandi et al.” aims to improve generaliza-
tion capabilities of automated solutions and reduce the workload on
pathologists who have to manually label those cases. The correspond-
ing dataset contains images from five different hospitals and the task
wasto predict whether the histological lymph node sections captured
by theimages contain cancerous cells, indicating breast cancer metas-
tases (as posed by the WILDS challenge?). Two of the hospital datasets
provided by the challenge were held out for out-of-distribution evalu-
ation and three were considered in-distribution datasets because of
similar staining procedures. We considered this as the simplest setting
for our experiments because there was no extreme disease preva-
lence or demographic shifts. The labeled dataset contained 455,954
patches, while the unlabeled dataset contained 1.8 million patches
fromthe three training hospitals; full statistics are givenin Methods and
Extended Data Table 1a. The unlabeled dataset contained the hospital
identifier but not the diagnostic label.

To understand the impact of the number of labeled examples
on fairness and overall performance, we created different variants
of the labeled training set, where we varied the number of samples
from two of the three training hospitals (3 and 4). The number of
labeled examples from one hospital remained constant. We compared
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Fig.2|Results on histopathology dataset. a, In-distribution fairness gap
(in percentage) between the best and worst performing hospital versus
overall prediction accuracy for the presence of breast cancer metastases in
histopathology images onn =33,560 samples. In the less skewed setting,
weincluded 1,000 labeled samples from hospitals 3 and 4, while in the more
skewed setting we included only 100 samples. b, OOD distribution results
onn = 85,054 samples. Prediction accuracy (x axis) on the validation and test
hospitals when training the generative model on all in-distribution labeled
examples is shown. Note that the validation set was used for model selection,
given thatits distribution was more similar to the training distribution.
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We compared the following methods: baseline model with no augmentations;
‘Color augm. for amodel that uses color augmentations; ‘Label conditioning’
and ‘Label and property conditioning’ for our proposed approach of a generative
model conditioned on the diagnostic label and both the diagnostic label and

the hospital ID, respectively; ‘L cond. + coloraugm. and ‘L and P cond. + color
augm. were used to apply color augmentations on the images generated with
the diffusion models. Combining color augmentation with synthetic data
performed best across all settings. Data are presented as mean + s.d. across five
technical replicates.

top-level classification accuracy and fairness gap, that is, the accu-
racy gap between the best and worst performing hospital across the
in-distribution hospitals, to different baselines (more details about the
baselines are provided in Methods (‘Baselines’)).

We found that using synthetic data outperformed both
in-distribution baselines inthe less skewed (with1,000 labeled samples
from hospitals 3 and 4) and more skewed setting (with only 100 labeled
samples) while closing the fairness gap between hospitals. We obtained
thebestaccuracy OOD when using allin-distribution labeled examples
asshowninFig. 2b (inthe OOD setting, there were one validation and
one test hospital, so we do not report a performance gap). We found
that performing color augmentation on top of the generated samples
generalized best overall, leading to a 48.5% relative improvement
over the baseline model and 3.2% over the model trained with color
augmentations on the test hospital, while reducing the performance
gap between in-domain hospitals by 20 absolute percentage points.

This validated that we can indeed use synthetic data to better
model the data distribution and outperform variants using real data
alone. We also observed that this method was most effective in a
low-data regime (that is, the more skewed setting in Fig. 2a), while
being abletorecover performance that other approaches achieve with
100x more labeled samples, as shown in Extended Data Fig. 1a. This
translates to more significant improvements in scenarios where we
only have access to a few labeled examples from a particular hospital
or population because of limited resources.

Chest radiology. The second setting we considered is radiology. We
focused our analysis on two large public radiology datasets, CheXpert*
and ChestX-ray14 (National Institutes of Health)**. These datasets have
beenwidely studied®>"* for model development and fairness analyses.
For these datasets, demographic attributes like sex and age are publicly
available; classification was performed at a higher resolution, that is,
224 x 224 asinref.25. After training the generative and diagnostic mod-
elson 201,055 examples of chest X-rays from the CheXpert dataset, we

evaluated onaheld-out CheXpert test set (containing 13,332 images),
which we considered in-distribution, and the test set of ChestX-rayl4
(containing 17,723 images), which we considered OOD because of
demographic and acquisition shifts. We focused on five conditions
for which labels existed in common between the two datasets, that is,
atelectasis, consolidation, cardiomegaly, pleural effusion and pulmo-
nary edema, while each of these datasets contained more conditions
(not necessarily overlapping), as well as examples with no findings,
corresponding to healthy controls. Note that the labeling procedures
for the two datasets were defined and enacted separately, which prob-
ably increased the complexity of the task. In this setting, the model
backbone was shared across all conditions, while a separate (binary
classification) head was trained for each condition, given that multiple
conditions canbe present at once. We report the ROC-AUC curveinline
with the CheXpert leaderboard.

We observed that syntheticimages improved the average AUC for
the five conditions of interest in-distribution, but even more so OOD
(Fig. 3a). Improvements were particularly striking for cardiomegaly,
where the model trained purely with synthetic images improved the
AUCDby 21.1% (Fig. 3a). Overall, we observed arelative improvement of
5.2%onaverage AUCOOD and a44.6% improvement in sex fairness gap.
We also observed a 31.7% decrease in race fairness gap in-distribution
(Fig. 3b). We show some examples of synthetic images for a model
conditioned on the diagnostic label in Extended Data Fig. 2c,d.

Dermatology. For the dermatology setting, we considered a dermatol-
ogy dataset ofimages grouped into 27 labeled conditions ranging from
lowrisk (forexample, acne, verruca vulgaris) to high risk (for example,
melanoma). Out of these conditions, three were considered to be high
risk: basal cell carcinoma; melanoma; and squamous cell carcinoma
(SCC) and squamous cell carcinomain situ (SCCIS). For the purposes
of our experiments, we considered three datasets: the in-distribution
dataset featuring 16,530 cases from a teledermatology dataset acquired
from a population in the United States (Hawaii and California); the
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Fig.3|Results on chest radiology datasets. a,b, Comparison of average AUC
versus fairness (AUC) gap across different baselines for radiology for sex (a) and
race (b) for in-distribution (n = 23,261 samples) and OOD (n =17,723 samples)
datasets. Race labels are not available for the OOD dataset. For a, we report
results in-distribution (left) and OOD (right) on CheXpert and ChestX-rayl4
datasets, respectively. We marked the baseline ‘Pretrained on JFT” with black.
Label conditioning corresponds to the model that used syntheticimages froma
diffusion model conditioned on only the diagnostic labels. We further compared

to other strong contenders, that is, a BiT-ResNet model pretrained on ImageNet-
21K (Pretrained on IN-21K), amodel pretrained on JFT using RandAugment
heuristicaugmentations (RandAugment), amodel trained with RandAugment
on top of standard ImageNet augmentations (RandAugment + IN Augms) and
amodel trained with focal loss (Focal loss). To ensure a fair comparison, all
methods were trained and finetuned for the same number of steps and with the
same batch size. For the fairness gap, smaller values are preferable. Data are
presented as the mean + s.d. across five technical replicates.

OOD1dataset featuring 6,639 images of clinical type focusing mostly
on high-risk conditions from an Australian population; and OOD 2 fea-
turing 3,900 teledermatology images acquired in Colombia. To train
the downstream classifier, we used labeled samples from only one of
these datasets (in-distribution), while we included unlabeled images
from the other two distributions when training the diffusion model.
We evaluated on a held-out slice of the in-distribution dataset and
two OOD sets to investigate how well models generalized. We present
resultsforthe OOD 2 datasetin Supplementary Information, Additional
results for dermatology, because it has similar label distribution to the
in-distribution dataset and is less challenging.

We explored whether the proposed approach can be used to not
only improve OOD accuracy but also fairness over the different label
predictions and attributes for the in-distribution dataset. While the
datasets were already imbalanced with respect to different labels and
sensitive attributes, we also investigated how the performance varied
as a dataset becomes more or less skewed along a single one of these
axes. Thisallowed us to better understand to what extent conditioning
generative models on the axis of interest can help alleviate biases with
regard to the corresponding attribute.

InFig.4, weillustrate how different methods compare for asingle
axis of interest with regard to sensitivity for the three high-risk condi-
tions mentioned above and fairness. In the more skewed setting, the

training dataset contained amaximum of 100 samples from the under-
represented subgroup regardless of the underlying condition, while
in the less skewed setting it contained a maximum of 1,000 samples.
We compared all methodsinthe four different settings: in-distribution
and OOD, as well as less and more skewed with respect to the sensitive
attribute of interest, thatis, sex. We observed that in all settings, com-
bining heuristicaugmentations improved the predictive performance
across the board, but harmed fairness of the model. Using RandAug-
ment alone was beneficial for high-risk sensitivity in-distribution, but
not OOD, but it harmed fairness in the OOD setting. Oversampling
slightly closed the fairness gap across the board while improving per-
formance, as expected. The approaches that leverage synthetic data,
‘Label conditioning’ and ‘Label and property conditioning’,improved
on high-risk sensitivity in-distribution without reducing fairness, while
theyyielded asignificantimprovementinthe OOD setting on both axes.
Inthe more skewed setting, in particular, ‘Label and property condition-
ing’ led to 27.3% better high-risk sensitivity compared to the baseline
in-distribution and a striking 63.5% OOD, while closing the fairness
gap by 7.5x OOD. It is worth noting that the underrepresented group
inthe training set and the ID evaluation set was overrepresented in the
OOD evaluation set. Our approach showed improvementsinaccuracy
and fairness metrics with respect to different sensitive attributes,
while being able to generalize these improvements OOD as shown
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Fig. 4| Results on dermatology datasets. Comparison of high-risk sensitivity (for
basal cell carcinoma, melanoma and SCC/SCCIS) versus fairness gap with regard

to sex in dermatology across different baselines. We report results in-distribution
(left) and OOD (right) for OOD 1, as well as for the less skewed (top) and more skewed
(bottom) setting. We marked the baseline ‘Pretrained on JF T with black. ‘Label
conditioning’ and ‘Label and property conditioning’ correspond to the models that
used synthetic images sampled from a diffusion model conditioned ononly the
label, and the label and sensitive attribute, respectively. We further compared to
other strong contenders, thatis, a BiT-ResNet model pretrained on ImageNet-21K
(Pretrained on IN-21K), amodel pretrained on JFT using RandAugment heuristic

augmentations (RandAugment), amodel trained with RandAugment on top of
standard ImageNet augmentations (RandAugment + IN Augms), amodel trained
onaresampled version of the training dataset that is more balanced with regard to
the sensitive attribute (Oversampling) and a model trained with focal loss (Focal
loss). To ensure a fair comparison, allmethods were trained and finetuned for the
same number of steps and with the same batch size. For the fairness gap, smaller
values are preferable. There are n=1,349 samples in the in-distribution dataset and
n=6,639 samplesinthe OOD dataset. Data are presented as the mean + s.d. across
five technical replicates.

in Methods, ‘Additional results’. The strong overall performance and
reduced fairness gap OOD indicates that the diagnostic model learned
better generalizable features when leveraging synthetic data.

Discussion

Inthis work, we propose using conditional diffusionmodels toimprove
the robustness and fairness of ML systems applied to medical imag-
ing. More specifically, we show that diffusion models can produce
useful synthetic images in three different medical settings of varying
difficulty, complexity and resolution: histopathology, radiology and
dermatology. Our experimental evaluation provides extensive evi-
dence that synthetic images can indeed improve statistical fairness,
balanced accuracy and high-risk sensitivity in a multiclass setting,
while improving the robustness of models both in-distribution and
0O0D. In fact, we observe that generated data can be more beneficial
OOD thanin-distribution even in the absence of data from the target
domain during training of the generative model (in the case of radi-
ology). Generative models were label-efficient in both histopathol-
ogy and dermatology settings, where we demonstrate that only a few
labeled examples are sufficient for the diffusion models to capture the
underlying data distribution well. This is particularly impactful in the
medical setting, where data for particular conditions or demographic
subgroups can be scarce or, even when available, acquiring expert
labels can be expensive and time-consuming. For the reader that is
familiar with regularization techniques, we view diffusion models as

another form of regularization, which canbe combined with any other
architecture or learning method improvements.

Even though we did not make any assumptions when training
the diffusion model, we found interesting dynamics when combining
real and synthetic data. In certain settings, that is, histopathology and
radiology, we observed that we can rely purely on generated dataand
still outperform baselines trained with real labeled data (Methods,
‘Additional results’). In other settings, like dermatology, we observed
that real data were more essential for training of the downstream dis-
criminative model. We took this astep further and analyzed the impact
of generated data and the mechanisms underlying theimprovements
in robustness and fairness that we report. In-depth analysis in one
of the modalities indicated that synthetic samples from a diffusion
model yield diverse (Fig. 5), realistic and canonical images deemed
diagnosable by expert cliniciansto agreat extent (Methods, ‘In-depth
analysis for dermatology’). Synthetic samples seem to better align
distributions of different domains, while at the same time allowing
models to learn more complex decision boundaries that reduce their
reliance onspurious correlations. Finally, we highlight some practical
benefits and discuss a number of potential risks and limitations from
relying ongenerated data.

First, synthetic data are reusable. Beyond the analysis and utility
of synthetic data for the particular tasks that we considered in this
work, there are many other potential applications for which they can
be useful. The same synthetic datacanbe used for dataaugmentation
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Cyst, melanocytic nevus, seborrheic dermatitis

Folliculitis, hidradenitis suppurativa alopecia areata

Fig. 5| Generated images in the dermatology setting. Each row of images corresponds to a different condition. a, Generated images for cyst, melanocytic nevus and
seborrheic dermatitis. b, Generated images for folliculitis, hidradenitis and alopecia areata.

across different models and, potentially, tasks. For example, hand-
crafted augmentations are often used to introduce invariances and
learn better representations in a self-supervised manner for a variety
of downstream tasks.

Furthermore, the proposed approach is scalable. As we demon-
strate in the Supplementary Information, if we have a perfect genera-
tive model, then we can perform perfectly under the fair distribution.
Moreover, the better the generative model, the more our results should
improve. Thus, as generative modeling improves or as more data are
available, results should improve accordingly.

Combining this technique with privacy-preserving technologies
holds significant promise for the medical field. Principles of data
governance, confidentiality, privacy and consent are vital in health-
care, but may be associated with relative limitations of data avail-
ability for the training of ML models in underrepresented groups.
There is preliminary evidence that federated learning can be used
tolearn classification models from multiple institutions®; ifit were
possible to generate private synthetic data, these synthetic data
could be used for data augmentation along with a smaller, public
dataset to improve performance. This could have practical ben-
efits when data sharing to protect personally identifiable informa-
tion while achieving high-quality performance. Such an approach
would of course be associated with its own risks, some of which are
discussed inref. 27.

Even though we showed that diffusion models canbe particularly
label-efficient, this should not encourage practitioners to abandon
their dataand label acquisition efforts; nor does it imply that generated
datacanreplace real dataunder any circumstances. What this research
demonstrates is that, when labeled data and resources are limited,
there are ways to make more of the available labeled and unlabeled
data. There is also the potential that using generative models may
lead to overconfidence in an Al system because images look realistic
to a nonexpert. Additional data collection will always be important,
along with comprehensive analysis of the underlying data and their
caveats. Synthetic data from a generative model should only be used
asacomplement to additional data collection and accompanied by rig-
orousevaluation onreal data, ideally outside the main source domain
to understand the generalization capabilities of the models. In other
words, synthetic data are one solution to increase diversity, but not a
substitution of efforts to increase data representation for underrep-
resented conditions and populations.

If the generative model is of poor quality or biased, then we may
end up exacerbating problems of bias or structural inequities in the
downstream model. The generative model may be unable to generate
images of a certain label and sensitive attribute. In other settings, the
model may always generate a specific part of the distribution for a

certainlabeland sensitive attribute instead of capturing the trueimage
distribution. The generative model may also create incorrect images of
agivenlabel and sensitive attribute, leading the classificationmodel to
make mistakes confidently in those regions. Medical training datasets
can also encode structural inequities in the delivery of healthcare,
which could be propagated by generative models in ways that might
notbeimmediately apparent oninspection of the synthetic examples
being created. Therefore, it is particularly important that evaluation
data remain unbiased and that multiple safeguards are implemented
to assess model fairness and mitigate the multifaceted nontechnical
healthinequities that cannot be addressed solely by data curation and
model development.

Another important risk to be mindful of is that the insights that
we obtain by analyzing the model are only as good as our evaluation
setup. If the evaluation datasets are not diverse enough, do not capture
high-risk conditions well or are not representative of the population,
then any conclusions we draw from these results will be limited. There-
fore, care needstobetakentoreportand understand what each of the
evaluation setupsis capturing. For example, as Varoquaux et al." high-
light, clinician-level performanceis often overstated without validating
models OOD. Moreover, clinical applicability of patch-level evaluation
for the histopathology setting can be limited and whole-slide image
analysis should be investigated further.

Interms of limitations, sensitive attributes are not always observed
orexplicitly tracked and reported®, often to protect people’s privacy.
Atthe same time, the way labels are assigned may have its own limita-
tions. For example, using binary gender and sex attributes (or using
the two interchangeably) does not represent people that identify as
nonbinary. Similarly, researchers have criticized the Fitzpatrick skin
type because it is less accurate on shades of darker skin tones, which
could cause models to misidentify or misrepresent people with darker
skin. Similarly, there are other unobserved characteristics that can
influence disease and are not accounted for in a visual image of skin,
forexample, social determinants of health. One instance of thisis how
dermatitis in a person who lives in a communal setting could have a
different differential diagnosis than dermatitis in a high-income set-
tingonahigh-incomeindividual. These areimportant considerations
when relying on such attributes to condition learned augmentations
or to perform fairness analyses.

Finally, synthetic images should be handled with caution and
transparency because they may perpetuate biasesin the original train-
ingdata. Itisimportant to tag and identify when asyntheticimage has
been added to a database, especially when considering reusing the
datasetin a different setting or by different practitioners.

We see potential for future work that improves fairness and OOD
generalization by leveraging powerful generative models but without

Nature Medicine | Volume 30 | April 2024 | 1166-1173

172


http://www.nature.com/naturemedicine

Article

https://doi.org/10.1038/s41591-024-02838-6

explicitly relying on predefined categorical labels. When we consider
syntheticimages as an option for addressing performance gaps across
subgroups, the following challenges stillneed to be addressed: reduc-
ing memorization for rare attributes and conditions; providing privacy
guarantees; and accounting for unobserved characteristics.

Online content

Any methods, additional references, Nature Portfolio reporting sum-
maries, source data, extended data, supplementary information,
acknowledgements, peer review information; details of author contri-
butions and competinginterests; and statements of dataand code avail-
ability are available at https://doi.org/10.1038/s41591-024-02838-6.
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Methods

Our research complies with all relevant ethical regulations. We only
repurposed existing assets and datasets and did not collect new assets
for the purposes of our study, beyond annotations by dermatology
expertsforthe generated images. The non-accessible data usedinthe
study can be used for research purposes without further scrutiny or
collection of consent from the source individuals.

Datasets

In this section, we describe the datasets we used to train the down-
stream classifiers and diffusion models across the different modalities
and medical contexts. Three different datasets were used, all of which
are de-identified; informed consent was obtained from the participants
inthe original studies that collected these data.

Histopathology. We used data from the CAMELYON17 challenge” that
include labeled and unlabeled data from three different hospitals for
training, as well as one in-distribution and one OOD validation hospi-
tals. Data from the different hospitals differ because of the staining
procedure used. The task was to estimate the presence of breast cancer
metastases in the images, which are patches of whole-slide images of
histological lymph node sections. The number of samples per hospi-
tal is given in Extended Data Table 1a; all subsets were approximately
evenly split into those containing tumors and those that did not. We
used the training data (302,436 examples) and the unlabeled data
(1.8 million examples) to train the diffusion model. We performed
patch-based instead of whole-slide classification to align with the
WILDS challenge® and follow-up works that evaluated methods on
the same setup.

Interms oflabel distribution, there were 151,046 patches of healthy
tissueinthe training setand 151,390 patches of cancerous tissue. For the
ID (validation) dataset, these statistics are 16,952 and 16,608, respec-
tively, while in the OOD (validation) and OOD (test) splits there were
17,452 and 42,527 patches corresponding to each class, respectively
(thatis, both OOD datasets were perfectly balanced).

Chest radiology. We trained the cascaded diffusion and downstream
discriminative model onatotal 0f201,055 samples from the CheXpert
database”®, with 119,352 individuals annotated as male and 81,703 as
female (the dataset only contained binary gender labels). We show
the age and original label distribution in Extended Data Fig. 3a,b. The
original CheXperttraining set contained positive, negative, uncertain
and unmentioned labels. The uncertain samples were not considered
when learning the diagnostic model, but they were used to train the
diffusion model. The unmentioned label was considered a negative
(thatis, the condition was not present), which yielded a highly imbal-
anced dataset. The evaluation National Institutes of Health dataset*
denoted as OOD consisted of 17,723 individuals, out of which 10,228
were male and 7,495 were female.

Extended DataFig.3c,dillustrates how often different conditions
co-occurred in the training and evaluation samples. Capturing the
characteristics of a single condition can be challenging because they
frequently coexist with other conditions in a single case. One charac-
teristicexampleis pleural effusion, whichwasincluded in the diagnosis
of atelectasis, consolidation and edemain approximately 50% of cases.
However, the scenario is slightly different for the OOD ChestX-rayl4
dataset, where for most pairs of conditions the corresponding ratio
was much lower.

Dermatology. The imaging samplesin the dermatology dataset were
often accompanied with metadata that include attributes like bio-
logical sex, age and skin tone. Skin tone was labeled according to the
Fitzpatrick scale, giving rise to six categories (plus unknown). The
ground truth labels for the condition were the result of aggregation of
clinical assessments by multiple experts, who provided a list of top-3

conditions along with a confidence score (between1and 5). Aweighted
aggregate of these labels gaverise to soft labels that we used for training
the generative and diagnostic models. The dermatology datasets were
characterized by complex shifts with respect to each other as the label
distribution, demographic distribution and capture process may all
vary across them. To demonstrate the severity of the prevalence shift
across locations, we visualized the distribution of conditions in the
evaluation datasets in Extended Data Fig. 4.

To disentangle the effect of each of those shifts, we artificially
skewed the source dataset along three sensitive attribute axes: sex,
skintone and age. Skewing the dataset allowed us to understand which
methods performed better as the distribution shifts became more
severe.For example, if our original dataset was skewed toward younger
age groups, conditioning the generative model on age and (over)sam-
pling from older ages could potentially help close the performance
gap between younger and older populations. To study this aspect, we
could notrebalance our datasets because we had too few samples from
the long tail of our distribution with regard to the label or sensitive
attribute. We skewed the training labeled dataset to make it progres-
sively more biased (by removinginstances fromtheleast represented
subgroups) and investigate how performance suffered because of
skewing. For each sensitive attribute, we created new versions of the
in-distribution dataset progressively more skewed to the high-data
regions. We show how the resulting training dataset was skewed with
respect to each of the sensitive attributes in Extended Data Table 1b-d.
We also reportsimilar demographic statistics for the three evaluation
datasets in Extended Data Table 1e-g. The cascaded diffusion model
was always trained on the union of the labeled training data and the
total of unlabeled data across the three available domains. The dis-
criminative model was always evaluated on the same three evaluation
datasets (onein-distribution held-out dataset and two OOD datasets)
for consistency.

Related work

Learning augmentations with generative models in health. Gen-
erative models, especially generative adversarial networks (GANs)?,
have been used by several studies toimprove performancein different
medical imaging tasks®*** and, in particular, for underrepresented
conditions®, Data obtained by exploring different latentimage attrib-
utes through a generative model have also been shown to improve
adversarial robustness of image classifiers®. In the clinical setting,
GANs have been used by several studies to improve performance in
different tasks, for example, disease diagnosis, in scenarios where few
labeled samples were available. Such models have been used to aug-
ment medical images for liver lesion classification®, classification of
diabeticretinopathy from fundusimages® and breast mass diagnosisin
mammography*. In dermoscopicimaging®, a progressive generative
model was introduced to produce realistic high-resolution synthetic
images, while** focused on improving balanced multiclass accuracy
and, in particular, sensitivity for high-risk underrepresented diagnos-
tic labels like melanoma®. It focused on a similar approach for chest
X-rays by combining real and syntheticimages generated with GANs to
improve classifier accuracy for rare diseases™. It used conditional image
generationin scenarios where the conditioning vector was not always
available to disentangle image content and image style information.
They applied the method to dermoscopic images (HAM1000O data-
set) corresponding to seven types of skin lesions and lung computed
tomography scans from the Lung Image Database Consortium-Image
Database Resource Initiative.

Apartfromwhole-image downstreamtasks, GAN-based augmenta-
tiontechniques have been used toimprove performance on pixel-wise
classification tasks, for example, vessel contour segmentation on
fundusimages® and brain lesion segmentation®. Given that pixel-wise
downstream tasks were not within the scope of our study, we refer the
reader to a more thorough review of GAN-based methods in medical
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image augmentation by Chen et al.*’; Bissoto et al.”, in turn, provide
anoverview of GAN-based augmentation techniques with a main focus
on skin lesion augmentation and anonymization.

Despite the wide variety of health applications that have adopted
GAN-based generative models to produce learned augmentations of
images, these are often characterized by limited diversity and qual-
ity*>. More recently, DDPMs'>****"* presented an outstanding perfor-
mance in image generation tasks and have been probed for medical
knowledge by Kather et al.** in different medical domains. Other works
extended diffusion models to three-dimensional magnetic resonance
and computed tomography images*’ and demonstrated that they can
be conditioned on text prompts for chest X-ray generation*s, Given
the ethical questions around the use of synthetic images in medi-
cine and healthcare*®*, itisimportant to make a distinction between
using generative models to augment the original training dataset and
replacing realimages with synthetic ones, especially in the absence of
privacy guarantees. None of these works claimed that the latter would
be preferable, but rather came to the rescue when obtaining more
abundant real data is either expensive or not feasible (for example,
in the case of rare conditions), even if this solution is not a panacea*.
While some studies view generative models as ameans of replacing real
data with “anonymized’ synthetic data, we abstain from such claims
because greater care needs to be taken to ensure that generative models
are trained with privacy guarantees, as shown by Carlini et al.*° and
Somepallietal.”.

Exploring fairness in health. Many scholars recently scrutinized ML
systems and surfaced different types of biases that emerge through
the ML pipeline, including problems due to dataacquisition protocols,
flawed human decision-making, missing features and label scarcity*.
They identified and characterized various biases that can emerge
duringmodel development and are exacerbated during model deploy-
ment, and in clinical interactions, while they argued that ensuring
fairness in those contexts is essential to advance health equity. The
relevant literature discussed below was inspired by the realization
that, if we break down performance of automated systems that rely on
ML algorithms (for example, computer vision, judicial systems) based
on certain demographic or socioeconomic traits, there can be vast
discrepancies in predictive accuracy across these subgroups. This is
alarming for applications influencing human life and it is particularly
concerning in the context of computer-aided diagnosis and clinical
decision-making.

Oneofthefirststudies to diveinto the effect of training data com-
position on model performance across the sexes when using chest
X-rays to diagnose thoracic diseases was the one led by Larrazabal
etal.’>. They found that the prevalence of a particular sex in the train-
ing set is directly linked to the predictive accuracy of the model for
the same group at the test time. In other words, a model trained on a
set highly skewed toward female patients would demonstrate higher
accuracy for female patients at test time compared to a counterpart
trained on a male-dominated set of images. Even though this find-
ing might not come as a surprise, one would expect that a ML model
used in clinical practice across geographical locations be robust to
demographic shifts of this kind. In a similar vein, Seyyed-Kalantari
et al.” further explored how differences in age, race or ethnicity, and
insurance type (as a proxy of socioeconomic status) are manifested
in the performance of a classifier operating on chest radiographs.
A crucial finding was that the algorithm would exhibit a higher false
positive rate, that is, underdiagnose ethnic minorities. These effects
were compounded for intersectional identities (that is, the false posi-
tive rate was higher for Black female patients compared to Black male
patients). Similar findings were reported by Puyol-Anton et al.** ina
cardiac segmentation task with respect to sex and racial biases, and by
Gianfrancesco et al.’* ina different modality (electronic health records)
for patients with low socioeconomic status.

Overview of methodology

The method isillustratedin Fig.1b and leverages diffusion models to
learn augmentations of the data. The approach consists of three main
steps: (1) wetrained a generative model given the available labeled and
unlabeled data; (2) we sampled from the generative model according
to asampling strategy; (3) we enriched our original training dataset
fromthe source (also called in-distribution) domain with the synthetic
images sampled from the generative model and trained a diagnostic
model (potentially for multiple labels, if more than one condition
canbe presentatonce). We treated the mixing ratio between real and
synthetic as a hyperparameter in all three settings and we selected
the best value based on model performance on the validation set.
We provide more specific details about the experimental setting for
each modality in the following section and the pseudocode for our
method inFig. 1a.

Algorithm 1: pseudocode of proposed method
Input: modality
ifModality == "histopathology" then
Num_labels « 2
A e{"hospital_id"}
else if Modality =="radiology" then
Num_labels <5
A e{"sex","race"}
else if Modality =="dermatology" then
Num labels «< 27
Ae{"sex","age","
endif
lnput: XERBatchxHeighthidtthhannels; yeRBatcthum,labels

Train diffusion model p ~ DDPM(X, Y, A)
ifModality e{"radiology"”, "dermatology"} then
Train upsampler diffusion model p,, ¢, mpier ~ DDPM(X, ¥, A)
endif
Sample X' from p, b, ,cmpier@Ccording toafair distribution p(v, A)
We assume: p(A) ~ uniform, p(Y) = p(Y)
Output: X'eRSampIesxHeighthidtthhanneIs;YIERSamplestumJabelsynthetic
samples
Sample random number rng € [0,1]
Train diagnostic model d(Y|X) = ResNet(X)using x4, y,and mixing
ratioa
if rng < athen
Xa:Ya € (X.Y)
else
X4, Yq € (X,Y")
end if

skin_tone"}

Experimental setting for each modality. Histopathology. For histo-
pathology, we trained a diffusion model to generateimagesat 96 x 96
resolution, which is the smallest in comparison to the other imaging
modalities. The data used to train the diffusion model consisted of
labeled and unlabeled data only from the in-distribution hospitals.
To condition the diffusion model, we considered either the diagnostic
label (thatis, cancer or no cancer) or the diagnostic label and hospital
ID together. For the unlabeled data, which did not contain the diag-
nostic label, we padded the corresponding conditioning vector with
zeros. We then sampled from the diffusion model assuming a uniform
distribution across hospital IDs and preserving the diagnostic label
distribution. The synthetic-to-real data ratio used in histopathology
is 50:50, meaning that 50% of the total training samples corresponded
toreal patches and 50% to synthetic samples from the diffusion model.
For the diagnostic model, we focused on a patch-based classification
setup instead of whole-slide image classification. Both experimental
design decisions, that is, the image resolution and the classification
setup, were made to align with the WILDS challenge® and the wealth of
literature that evaluates ML methods on in-the-wild distribution shifts
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using the same setting®. We evaluated on the held-out in-distribution
and OOD hospitals (results shown in Fig. 2).

Chestradiology.For chest radiology, we trained two diffusion models
(one generating images at 64 x 64 resolution and one upsampling
those generated images to 224 x 224 resolution) on labeled images
from the in-distribution dataset. Therefore, in this scenario, we did
not have access to any unlabeled data or data from the OOD dataset.
This holds for both the diffusion models and the diagnostic model,
thatis, the OOD dataset was only used for evaluation. We conditioned
both generative models on the diagnostic label only. While treating
the synthetic-to-real data ratio as a hyperparameter, we found that
training the downstream diagnostic model purely on synthetic data
led to the best accuracy and fairness trade-off. We did not alter the
diagnosticlabel distribution, thatis, we used the labels of the real data
to condition the diffusion models and yield a synthetic sample. In this
setting, the model backbone was shared across all conditions, while a
separate (binary classification) head was trained for each condition,
given that multiple conditions can be present at once.

Dermatology. For dermatology, we trained two diffusion models (one
generating images at 64 x 64 resolution and one upsampling those
generated imagesto 256 x 256 resolution) onlabeled images fromthe
in-distribution dataset and unlabeled images from the in-distribution
and 00D datasets. At no stage of training did we have access to labeled
samples from the OOD datasets. We conditioned both generative
models on the diagnostic label (padded with zeros for the unlabeled
samples) or the diagnostic label and a demographic attribute. While
treating the ratio of synthetic-to-real data as a hyperparameter, we
found that training the downstream diagnostic model on 75% synthetic
images and 25% real images yielded the best results. When we artifi-
cially skewed the dataset against certain demographic subgroups, we
ensured that both the generative models and the diagnostic model
had access to the same labeled examples (thatis, we trained a different
diffusion model for each skewed setting). When we sampled from the
diffusion model, we preserved the diagnostic label distribution and
assumed a uniform demographic attribute distribution.

Theoretical motivation. We motivated the use of generated dataand
demonstrated its utility in several toy settings, which simulate the
problem of having only afew number of samples from the underlying
distribution or parts of the underlying distribution. We wished to have
high performance despite this lack of data. We demonstrated that even
inthese toy settings, synthetic data were useful.

We assumed we had a dataset Dy, = {(X;, Vi a,-)}f.":1 where x;,y;isan
image and label pair, g; is a list of attributes about the datapoint and
Nisthe number of training samples. The attributes may include attrib-
utes such as sex, skin type and age, or the hospital ID (in the case of
histopathology). We had an additional dataset D, = {)?j}}’.zlofunlabeled
images, M being the number of samples, that could be used as desired.
We had a generative model p trained with D, and D, (we make 8
implicitin the following). We dropped the subscripts in the following
for simplicity where obvious.

To achieve fairness, we assumed we had a ‘fair’ dataset
D¢ = {(x;, y,-,ai)}lewith Fdatapointsthat consisted of samples fromthe
‘fair’ distribution p; over which we aimed to minimize the expectation
oftheloss. fy(x)wasthe classifier and L the loss function (forexample,
binary cross-entropy). We aimed to optimize the following objective:

min £ (L (f5(..4)) 0

We can decompose the data generating process into
pr(xla, y)ps(aly)pe( y). For example, we may have created D; by sampling
uniformly over an attribute (such as sex) and labels. We assumed that
the training dataset Dy,;,c D; was sampled from a distribution p,i,

where piin(xla.y)= p(xla.y). When py,in(y,@)# pi( ¥, a), then we have a
distribution shift between the training and fair distribution (for exam-
ple, the training distribution is more likely to generate images of a
particular attribute or combinations of label and attribute than the fair
distribution).

We aimed to combine the training dataset D,,,;,and synthetic data
sampled from the generative model p to mimic most closely the fair
distribution and improve fairness. We constructed a new dataset D
according to a distribution p from these distributions using some
probability parameter a:

(X, a’y) ~ Dtrain La
x,ay) ~p' . . 2
x,a,y),x ~p(ly,a),(ay) ~ pay) 1l-a

Soinstead of minimizing equation (1), we minimized the following
sum of expectations:

mina E
0 (,ay)~Diain

(L(fo).a.y)+1-a) s (L(fo0,a)) ()

ay)~p

The questionisthen how to choose a and p(a, y). For all settingsin
the main article, we maintained the label distribution p( y) = p( y) but
sampled uniformly over the attribute a. We validated this choice on
dermatology in the Supplementary Information. We treated a as a
hyperparameter in all settings.

Models

Upsampler preprocessing. Whenever we required an upsampler
(thatis, inradiology and dermatology), we trained it by preprocessing
the original images using the following steps: (1) upsampled images
from the 64 x 64 input resolution to the desired output resolution
with bilinear interpolation and used an anti-alias with 0.5 probability;
(2) added random Gaussian noise with 0.2 probability and 0 =4.0 (in
the (0-255) range); (3) applied random Gaussian blurring witha7 x 7
kerneland 0,,,, = 0,0, 4 = 0.2; (4) quantized the image to 256 bins; and
(5) normalized the image to the (-1to 1) range.

Dealing with missing labels. For both the generative model and the
upsampler, we filled the conditioning vectors with zeros (indicat-
ing an invalid vector) for the unlabeled data. This allowed us to use
classifier-free guidance?® to make images more ‘canonical’ with respect
toagivenlabel or property.

In this section, we describe the exact model architecture used
for the trained diffusion models and classifiers, as well as the hyper-
parameters used for the presented results. Hyperparameters were
selected based on the baseline model performance on the respective
in-distribution validation sets and held constant for the remaining
methods. This meant that we did not finetune hyperparameters for
eachmethod (other than the baseline) separately. We use the DDPM as
presented by refs.19,20,43 for the generation and the upsampler (only
the radiology and dermatology datasets required higher-resolution
images). The backbone model was always a UNet architecture. The
hyperparameters used for the cascaded diffusion models were based
onthestandard values mentioned in theliterature with minimal modi-
fications. We present all hyperparameters in Extended Data Table 2.

Standard augmentations. Histopathology. For this modality, aug-
mentations included brightness, contrast, saturation and hue jitter.
Hue and saturation were sufficient to achieve the high-quality results
described by Tellez et al.*.

Chest radiology. The heuristic augmentations considered for this
modality included: random horizontal flipping; random cropping to
202 x 202 resolution; resizing to 224 x 224 with bilinear interpolation
and anti-alias; random rotation by 15 degrees, shifting luminance by
avalue sampled uniformly from the (-0.1to 0.1) range; and shifting
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contrast using a value uniformly sampled from the (0.8 to 1.2) range
(that is, pixel values were multiplied by the shift value and clipped to
remainwithinthe (0 to 1) range).

Dermatology. For this modality, we used the following heuristic aug-
mentations: random horizontal and vertical flipping; adjusting image
brightness by a random factor (maximum é = 0.1); adjusting image
saturationby arandom factor (withinthe (0.8 to1.2) range); adjusting
the hue by a random factor (maximum & = 0.02); adjusting image
contrast by a random factor (within the (0.8 to 1.2) range); random
rotation within the (150 to 150) range; and random Gaussian blurring
with standard deviation uniformly sampled from the following values:
{0.001,0.01,0.1,1.0,3.0,5.0,7.0}.

Baselines. In all contexts, we considered the strongest heuristic aug-
mentations as abaseline. These augmentations (heuristic or learned)
can be combined with any alternative learning algorithm that aims to
improve model generalization. For the sake of our experiments, we
used empirical risk minimization®” because there is no single method
that consistently outperforms it under distribution shifts®. Even
though our experiments and analysis focus on DDPMs for generation,
any conditional generative model that produces high-quality and
diverse samples can be used. In general, the risk, that is, how well the
algorithmwill fit the data, cannot be computed on the true data distri-
bution P(x,y)becauseitis unknown to thelearning algorithm. However,
we could compute anapproximation, called empirical risk, by averag-
ing the loss function on the training set samples.

Histopathology.For this modality, allmodels used the same ResNet-152
backbone. We compared (1) a baseline using no augmentation (Base-
line) and (2) one using standard color augmentations (Color augm.) as
applied in standard ImageNet training. This augmentation included
brightness, contrast, saturation and hue jitter. Hue and saturation
were sufficient augmentations to achieve the highest-quality results
by Tellez etal.*®; hence, we did not evaluate other heuristic augmenta-
tions. Our baseline did not use pretraining because it previously did
not yield any benefits on this particular dataset as reported by Wiles
etal.”. We also compared the models to those applying heuristic color
augmentations on top of the synthetic data.

Chestradiology. Allmodels used the same BiT-ResNet-152 backbone™®,
We considered baselines that use (1) different pretraining, (2) differ-
ent heuristic augmentations and combinations thereof, and (3) focal
loss. We investigated using JFT*’ and ImageNet-21K*° for pretraining
to explore how much different pretraining datasets impacted the final
results. We investigated using RandAugment®, ImageNet Augmenta-
tions as described above, and RandAugment + ImageNet Augmenta-
tions to determine how much performance we could gain by using
heuristic augmentations. Finally, we considered using focal loss®?,
which was developed to improve performance onimbalanced datasets.

Dermatology. All models used the same BiT-ResNet backbone’®. We
consideredbaselines that (1) used different pretraining, (2) used differ-
entheuristicaugmentations, (3) resampled the dataset and (4) used the
focalloss. We investigated usingJFT* and ImageNet-21K*’ for pretrain-
ing. We investigated using RandAugment®, ImageNet Augmentations
and RandAugment + ImageNet Augmentations. We thenresampled the
dataset so that the distribution over attributes was even (we upsampled
samples from low-dataregions so that they occurred more frequently
in the dataset). Finally, we considered using focal loss®?, which was
developedtoimprove performance onimbalanced datasets.

Evaluation details
Experimental setup. To account for potential variations with respect
to model initialization, we evaluated all versions of our model and

baselines with five different initialization seeds and report the aver-
age and standard deviation across those runs for all metrics. We ran
all experiments on tensor processing units.

Fairness metrics. Different definitions of fairness have been pro-
posed in the literature, which are often at odds with each other®. In
this section we discuss our choice of fairness metrics for each modal-
ity. In histopathology, we used the gap between the best and worst
performance among the in-distribution hospitals. For radiology, we
considered AUC parity, namely the parity of the area under the ROC
for different demographic subgroups identified by the sensitive
attribute A, which can be seen as the analog of equality of accuracy®*.
Therefore, for this modality, we report the AUC gap between males
and females in Fig. 3a. We considered this most relevant given that
the positive and negative ratio of samples across all conditions was
very imbalanced.

In dermatology, we report the gap between the best and worst
subgroup performance, where subgroups are defined based on the
sensitive attribute axis under considerationin Fig. 4. We alsoreport the
central best estimate for the a posteriori estimate of performance (that
is, top-3) difference between a group and its outgroup. The steps to
obtainthevalues plottedin Supplementary Fig. 7 are the following: (1)
we defined agroup (andits matching outgroup) as the set of instances
characterized with a particular value of asensitive attribute A = a, that
is, group ={(xi,ci)|lai = a} and group = {(xi,ci)|ai # a}. Here A C {sex, skin
type, age}; (2) we assumed a uniform Beta distribution Beta(1,1) as a
prior for the performance difference between top,%°? and top,°"¢"?
and fitted this to the observed data; (3) we sampled n =100,000 sam-
ples from the estimated posterior differences between top,*°** and
top;°"*€""? and report the spread, that is, the standard deviation of
the maximum a posteriori estimates, which can be interpreted as the
central best estimate for fairness.

Setup for distribution shift estimation. We computed domain mis-
matches considering the space where decisions are performed, that
is, the output of the penultimate layer of each model. Thus, we pro-
jected eachdatapointfromtheinputspace of size R%4*%*to arepresen-
tation of size ®#%**and then computed the maximum mean discrepancy
(MMD) between two distributions (thatis, datasets). Given two distri-
butions U and Z, their respective samples U={u,...,uy} and
Z ={z,...,zy}, and a kernel K, we considered the MMD empirical esti-
mate as defined below:

N N

1
v 2, K +

2
MMD (u,2) = K(z;,2))
1

1
N(N-1) ,E
“)

2 N
-= ¥ Ku;z)
e =1 I

We used a cubic polynomial kernel to minimize the number of
hyperparameters to be selected and to capture mismatches between
up to the third-order moments of each distribution. We computed
S = 30estimates of MMD between all pairs of domains using representa-
tions from the different models considering samples of size n = 300.
A Mann-Whitney U-test under a significance level of 95% was then
carried out to test for the hypothesis that, for a fixed pair of distribu-
tions, the data augmentation strategy had a significant effect on the
estimated MMD values. Importantly, we highlight that models were
trained under the same experimental conditions so that our analysis
was capable of'isolating the effect of the data augmentation protocol
onthe estimated pairwise distribution shifts.

In-depth analysis for dermatology
In this section, our analysis focuses on the modality of dermatology
and puts forward several properties of our synthetic data that may be
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important for our experimental results, which demonstrate the utility
of synthetic data for improving performance.

Generated images are diverse. First, we show images generated at
high resolution for this challenging natural setting and several der-
matological conditions in Fig. 5. Our conditional generative model
captured the characteristics well for multiple, diverse conditions,
even for cases that are more scarce in the dataset, such as seborrheic
dermatitis, alopecia areata and hidradenitis.

Generated images are realistic. We further evaluated how realistic
the generated images were as determined by expert dermatologiststo
validate that these images did contain properties of the disease used
for conditioning. Synthetic images did not need to be perfect, as we
wereinterested in the downstream diagnostic performance. However,
being able to generate realistic images validates that the generative
model captures the relevant features of the conditions. To evaluate
this, we asked dermatologists to rate a total of 488 synthetic images
each, evenly sampled from the four most common classes (eczema,
psoriasis, acne, seborrheic keratosis/irritated seborrheic keratosis)
and four high-risk classes (melanoma, basal cell carcinoma, urticaria,
SCC/SCCIS). They were tasked to first determine if the image was of a
sufficient quality to provide adiagnosis. They were then asked to pro-
vide up tothree diagnoses fromover 20,000 common conditions with
anassociated confidence score (out of 5, where 5 was most confident).
These 20,000 conditions were mapped to the 27 classes we used in this
paper (oneclass, Other, encompasses all conditions not representedin
the other 26 classes). We report the mean and standard deviation for
all metrics across the three raters; 50.0 + 12.6% of those images were
ofasufficient quality for diagnosis, while dermatologists had an aver-
age confidence of 4.13 + 0.43 out of 5 for their top diagnosis. They had
atop-laccuracy of 56.0 +11.9% on the generated images and a top-3
accuracy of 67.7 +12.5%.

We compared these numbers to a set of real images of the same
eight conditions considered above (for the images considered, most
raters considered the diagnosis of this disease as the most prevalentin
theimage). Among 101 board-certified dermatologists rating 789 real
imagesintotal, we found that their top-1accuracy was 54.0 + 21.1% and
top-3 accuracy 67.1+22.7%; aslightly higher performance in terms of
top-1(63%) and top-3 (75%) accuracy was shown by Liu et al.* across a
more diverse set of dermatological conditions. For this latter analysis,
ifanimage was rated by n dermatologists, we considered asingle rater’s
accuracy withrespecttothe aggregated diagnosis of the remainingn - 1
raters. This demonstrates that, when diagnosable as per the experts’
evaluation, syntheticimages are indeed representative of the condition
they are expected to capture and similarly so to the real images. Even
though notallgenerated images were diagnosable, this canalso be the
case for real samples, given that the images used to train the genera-
tive model did not necessarily include the body part or view that best
reflected the condition.

Generated images are canonical. We hypothesized that the reason
why models are more robust to prevalence shifts is because of synthetic
images being more canonical examples of the conditions. To under-
stand how canonical ground truth images for a particular condition
were, we investigated cases with a high degree of concordance in
raters’ assessments and compared those to synthetic images for the
same condition. More specifically, we thresholded the aggregated
ground truth values to filter the images within the training data that
experts were most confident about presenting as a condition. The
aggregation function operates as follows: assume we have a set of
four conditions {4, B, C, D}; if rater R, provides the following sequence
of (condition, confidence) diagnosis tuples {(4,4),(B,3)} and rater R,
provides {(4,3),(D,4)}, then we obtained the following soft labels
{0.5,0.167, 0,0.333} (after weighting each condition with the inverse of

itsrank for each labeler, summing across labelers and normalizing their
scores to 1). If we looked for instances for which there is consensus
amongraters and high confidence thata conditionis present, we could
threshold the corresponding soft label for that condition withastrict
threshold, for example, ¢ = 0.9. In our example, this did not hold for
any of the four conditions; however, if we lowered the threshold to 0.5,
thenit would hold for condition A. In Extended Data Fig. 5 we show an
example for melanoma. For this particular diagnostic class, we gener-
ated multiple syntheticinstances of the condition, while we recovered
only five images (out of more than 15,000) that clinicians rated with
high confidence, thatis, teanoma = 0.9. The nearest neighbors fromthe
training dataset identified based on an 2-norm are also shown in
Extended Data Fig. 5.

Generated images are better at aligning feature distributions.
Previous work on OOD generalization®* pointed out that several
factors can affect the performance of a model on samples from
domains beyond the training data. In this analysis, we investigated
the models trained with our proposed learned augmentations in
terms of changes in distribution alignment between all pairs of distri-
butions measured using MMD*®®, We computed domain mismatches
considering the space where decisions are performed and projected
each data point from the input space to arepresentation. We found
that learned augmentations yielded on average 18.6% lower MMD
compared to heuristic augmentations (for more details, refer to
Methods, ‘Distribution shift estimation’) which leads to the follow-
ing conclusions: (1) data augmentation has a significant effect on
distribution alignment. Improvement on OOD performance sug-
gests thisis happening vialearningbetter predictive features rather
than capturing spurious correlations; (2) the generated data help
the model to better match different domains by attenuating the
overall discrepancy between domains; (3) given the minor decline
in performance when adding generated datain the less skewed set-
ting, as shown in Fig. 4, these findings suggest that learning such
features might conflict with learning spurious correlations that were
helpful for in-distribution performance. In other words, introduc-
ing synthetic data allowed the diagnostic model to allocate more
capacity for disease-specific features rather than domain-specific
(for example, hospital) features.

Synthetic images reduce spurious correlations. To further com-
pare the effect of different augmentation schemes on the features
learned by the diagnostic model, we investigated the representa-
tion space occupied by all considered datasets, including samples
obtained from the generative model. In practice, we projected n
randomly sampled instances from each dataset to the feature space
learned by each model and applied the principal component analysis
algorithm® to identify the most significant modes of variation. We
then extracted the number of principal components required to
represent different fractions of the variance across all instances. We
observed that for afixed dataset, features from models trained with
synthetic datarequire 5.4% fewer principal components to retain 90%
of the variancein the latent feature space (results for different frac-
tions are provided in Supplementary Fig. 3). This indicates that using
synthetic datainduces more compressed representations compared
to augmenting the training datain a heuristic manner. Considering
this findingin the context of the results in Extended Data Table 3, we
positthat the observed effectis due to domain-specificinformation
being attenuated in the feature space learned by models trained
with synthetic data. This suggests that our proposed approach is
capable of reducing the model’s reliance on correlations between
inputs and labels that do not generalize OOD. For example, if most
images of melanoma in the training set correspond to individuals
with light skin tones, the model could learn to predict skin tone
instead of the condition.
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Additional results

Histopathology. Generated samples. Extended Data Fig. 2 presents
some examples of generated images by the class-conditioned diffusion
models for healthy and abnormal whole-slide images of histological
lymph node sections.

Label efficiency. The histopathology dataset was balanced, so it did
not demonstrate whether synthetic data were useful in the presence
of dataimbalance. Tounderstand the impact of the number of labeled
examples on both in-distribution and OOD generalization, we cre-
ated different variants of the labeled training set, where we varied the
number n of samples from two of the training hospitals. The number of
labeled examples from one hospital was constant. For each value of n,
we trained a diffusion model using the labeled and unlabeled dataset.
We considered two settings when conditioning the diffusion model:
(1) we used only the diagnostic label when available; and (2) we used
the diagnostic label together with the hospital ID.

We subsequently sampled synthetic samples from the diffusion
model and trained a downstream classifier that we evaluated on the
held-outin-distribution and OOD datasets.

We trained the downstream classifier with five seeds and plotted
the mean and standard deviationin Extended DataFig.1a. We found that
using synthetic data outperformed both baselines consistently over
varying nin-distribution. The same holds for the low-dataregimeinthe
00D setting. Using our approach canachieve the performance that the
baseline model achieves with 1,000 labeled samples in-distribution
using only1-10 samples (yielding 3x better label efficiency in terms of
the low-dataregions). We also performed color augmentation on top
ofthe generated samples and found that this generalized best overall,
leading to approximately 5% improvement OOD over the model trained
with color augmentations in the high-data regime (1,000-10,000
samples) and approximately 4.3% in the low-data regime (one labeled
sample).

Chest radiology. Generated samples. Extended Data Fig. 2 presents
examples of the images generated by the class-conditioned diffusion
models for healthy chest X-rays and those with thoracic conditions.
Higher-resolutionimages were generated for chest X-rays (224 x 224)
compared to histopathology (96 x 96), which requires training a sepa-
rate upsampler diffusion model in the former case.

Results per condition. We show the model’s AUC values across method
in-distribution and OOD in Extended Data Fig. 1b. Some conditions,
that is, cardiomegaly, benefited significantly from synthetic data,
while others, for example, effusion, benefited more from OOD than
in-distribution. Finally, for atelectasis, synthetic images were only
marginally beneficial to OOD.

Results for race. We use the primary race labels obtained from
https://stanfordaimi.azurewebsites.net/datasets/192ada7c-4d43-
466e-b8bb-b81992bb80cffor the in-distribution CheXpert dataset. We
plotted the difference between the best and worst performing group
in terms of ROC-AUC against overall performance across conditions
in Fig. 3b. The number of individuals associated with each racial label
was as follows: white, 6,047; other, 1,623; white, non-Hispanic, 1,359;
Asian, 1,254; unknown, 1,019; Black or African American, 557; race and
ethnicity unknown, 513; other, Hispanic, 239; native Hawaiian or other
Pacific Islander, 177; Asian, non-Hispanic, 166; Black, non-Hispanic,
133; white, Hispanic, 63; other, non-Hispanic, 39; patient refused, 31;
American Indian or Alaska native, 30.

Dermatology. Multiple metrics across datasets. For each sensitive
attribute and distribution shift, we ran all baselines with five random
seeds. We then trained a diffusion model at 64 x 64 (for faster itera-
tion) using the labeled and unlabeled data for that specific shift and

combined synthetic and real data. We considered conditioning either
only on the label or on the label and sensitive attribute. We plot the
top-3 accuracy, balanced accuracy, fairness metric and high-risk sen-
sitivity on the in-distribution and OOD datasets in Supplementary
Figs. 5-8. For both accuracy and fairness, we plotted the normalized
metric. (We plotted the improvement over the baseline, where we use
Pretrained onJFT as the baseline.)

First, we discuss the results onthe accuracy metrics. Across all dis-
tribution shifts and all datasets, using generated data eitherimproved
or maintained the accuracy metrics on dermatology. In particular,
generated dataseemed to help most on the OOD, which had a stronger
prevalence shift with respect to the training set and on the balanced
accuracy metric.

Using heuristic augmentation helped, in particular RandAugment,
which consistently improved over the baseline. The other methods
(oversampling and focal loss) gave minimal improvements.

Next, we investigated results on the fairness metrics in Supple-
mentary Fig. 7. Using heuristic augmentation led to no consistent
improvement over the baseline. However, for sex, skin tone and age,
our approach of using generated data consistently improved on or
maintained the performance of the baseline model. This was true
even on the OOD datasets, but more so for those characterized by
stronger shifts in comparison to the in-distribution dataset (that is,
00D 2was much more similar to the in-distribution dataset compared
to OOD 1, where we observed the strongest improvements). This is
impressive as Schrouff et al."”® demonstrated that improving fairness
onin-distribution datasets does not guarantee performance improve-
ments on OOD datasets. (Note that there were no skin tone labels for
the OOD datasets, so for skin tone we only report the results on the
in-distribution dataset.)

Finally, we investigated how using synthetic data impacts
high-risk sensitivity in Supplementary Fig. 8. In the diagnostics, it
isimperative not to miss someone with a high-risk condition. Thus,
we investigated whether using synthetic data negatively or posi-
tively impacted the model’s ability to correctly identify the images
of a high-risk condition. Of the 27 classes, three were identified as
high-risk conditions: basal cell carcinoma, melanomaand SCC/SCCIS.
Byaddingadditional data, we wanted toimprove (or at least not harm)
high-risk sensitivity. We investigated high-risk sensitivity on both the
training dataset (held out part of it) and the two OOD datasets. We
found thatacross distribution shifts and datasets, using the additional
synthetic data either maintained or improved high-risk sensitivity,
most notably on the most OOD dataset. Moreover, synthetic data
were consistently similar or better than heuristic augmentation on
this metric.

We found that in dermatology, using synthetic data had a host of
benefits. While it can to some extentimprove balanced accuracy while
maintaining overall accuracy, additional synthetic data can improve
fairness metrics both in-distribution and OOD and high-risk sensitiv-
ity for bothin-distributionand OOD datasets. This demonstrates that
using synthetic dataasanaugmentationtool has promise forimproving
fairness and the diagnosis of high-risk conditions.

Distribution shift estimation. We computed domain mismatches con-
sidering the space where decisions are performed, that is, the output
of the penultimate layer of each model. Thus, we projected each data
point fromthe input space to arepresentation. We computed multiple
estimates (S) of MMD between all pairs of domains using representa-
tions from the different models considering samples of size n. Models
were trained under the same experimental conditions so that our
analysis was capable of isolating the effect of data augmentation on
the estimated pairwise distribution shifts. Inaddition to the heuristic
augmentation discussed in the main text, we further included models
trained with RandAugment in this analysis. All findings are summarized
in Extended Data Table 3.

Nature Medicine


http://www.nature.com/naturemedicine
https://stanfordaimi.azurewebsites.net/datasets/192ada7c-4d43-466e-b8bb-b81992bb80cf
https://stanfordaimi.azurewebsites.net/datasets/192ada7c-4d43-466e-b8bb-b81992bb80cf

Article

https://doi.org/10.1038/s41591-024-02838-6

From the three considered augmentation schemata, RandAug-
mentyielded representations that were more aligned in comparison
tothelearned and heuristic augmentations for all pairs of domains.
We hypothesized this augmentation strategy would promote bet-
terin-distribution generalization by allowing domain-specific cues
to be removed at the expense of learning spurious correlations.
Evidence to support this hypothesis can be found in Supplemen-
tary Fig. 7, which shows that models trained with RandAugment
yielded improved performance in-distribution and in the OOD 2
domain, whichis more similar to the training distribution than OOD 1
(Extended Data Fig. 4).

Individuals underserved by models. Inspired by a recent study by
Bommasani et al.”® that looked at how often the same individuals
are underserved by ML models that have been trained on the same
data, we investigated whether the same individuals with high-risk
conditions were consistently misclassified. In Extended Data Fig. 6,
we illustrate for all sample IDs across the in-distribution and OOD
evaluation datasets whether there were particular individuals within
each demographic subgroup (male or female) who benefited more
from the generated data than from other augmentation techniques.
Foreach ofthethree setups, thatis, (1) standard ImageNet augmenta-
tions, (2) RandAugment and (3) generated data, we performed five
training runs and considered a test sample as incorrectly classified
for asetup ifithad been consistently misclassified by its five trained
models. For better comparison, we reordered the sample indices such
as to form contiguous blocks of correctly and incorrectly classified
samples. While most of the individual predictions were the same
between setups, each setup enabled some samples to be correctly
classified, which the other setups could not. Particularly, in Extended
DataFig. 6a, d, training with generated data significantly reduced the
number of consistently misclassified samples compared to standard
ImageNet augmentations or RandAugment. Even though the training
dataset was more skewed toward females, OOD males with high-risk
conditions in panel d were more often correctly classified for amodel
trained with the generated data. Hence, using generated datareduced
the number of underserved individuals compared to standard aug-
mentation techniques, which only applied basic transforms to the
original data. Finally, we observed that these training setups were
complementary as each of them had its own set of well-classified
samples. This could open new research directions for model ensem-
bling to create new models that would benefit from this diversity in
individual predictions.

Reporting summary
Further information on research design is available in the Nature
Portfolio Reporting Summary linked to this article.

Data availability

The de-identified teledermatology data used in this study are not
publicly available due to restrictions in the data sharing agreement.
The data are available for noncommercial purposes for an admin-
istrative fee, provided that the requesting entity can comply with
applicable laws and the privacy policy of the data provider. Contact
dermatology-research@google.com, who can help forward any
requests to the source, with a maximum response time frame of 2
weeks. Data usedinthe training and evaluation of chest radiology clas-
sification, including CheXpert and ChestX-ray14, are publicly available.
Data used for in-distribution fine-tuning and evaluation of pathology
metastasis detectionare publicly available on the CAMELYON challenge
website. Moreover, ImageNet-21K™ and JFT-300M*’ have been used
to pretrain the baseline supervised models. ImageNet-21K is publicly
available at the ImageNet website (https:/www.image-net.org/), but
theJFT-300M dataset is not publicly available due torestrictionsinthe
datasharing agreement.

Code availability

Several major components of our work are available in open source
repositories, such as the Haiku library. The codebase and pretrained
weights for the BiT models are available at the Big Transfer GitHub
(https://github.com/google-research/big_transfer)’ The guided
diffusion implementation is based on the Diffusion Github reposi-
tory (https://github.com/hojonathanho/diffusion/blob/1e0dceb3b
3495bbel9116a5e1b3596cd0706c543/diffusion_tf/diffusion_utils 2.
py)”. All experiments and implementation details are described in
sufficient detail in the Methods to support replication with nonpro-
prietary libraries. We have provided model weights for generative
modelstrained onthe public CAMELYON dataset at https://github.com/
google-deepmind/augmentations_medical_images (ref. 74), along with
an inference code to reproduce the final results using these models.
Other components used and developed for this study cannot be shared
publicly because of their proprietary nature.
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(b) AUC per condition for chest-X ray in- and out-of-distribution datasets

Extended Data Fig. 1| Additional results for histopathology and radiology.
(a) Prediction accuracy for the presence of breast cancer metastases in whole-
slide images of histological lymph node sections. In these experiments we
vary the number of labeled samples N used to train the diffusion model from
in-distribution datasets on in-distribution and out-of-distribution hospitals.

Performance improvements are particularly striking in the low data regime
(thatis, small values of N). Combining color augmentation with synthetic data
performs best across all settings (in and out-of-distribution). (b) Additional
results for chest radiology. Data are presented as mean values + SD across 5
technical replicates.
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(d) Radiology - atelectasis, cardiomegaly, consolidation, pleural effusion, pulmonary edema
Extended Data Fig. 2| See next page for caption.
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Extended Data Fig. 2| Generated images in simple settings. (a) Synthetic individuals. (d) Syntheticimages of chest X-rays with the following conditions:
images for healthy cells in histopathology. (b) Synthetic images for cancerous atelectasis, cardiomegaly, consolidation, pleural effusion, pulmonary edema
cellsin histopathology. (c) Synthetic images of chest X-rays for healthy (one condition per row).
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Extended Data Fig. 3| Chest radiology data statistics. Age histogram (a) condition on the row rof each plot, the corresponding column c indicates the

and normalized label distributions (b) for the five conditions we consider in ratio of all samples with condition r that also have condition c. Note that more
the CheXpert training dataset. Normalized co-occurrence of conditions in the than two conditions can be present at once. We observe that in the training set it
CheXpert training (c) and the ChestX-rayl4 evaluation (d) datasets. For each is much more common that more than one condition is present simultaneously.
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Extended Data Fig. 5| Generated images in dermatology are canonical (Middle) Theimages that experts have identified with melanoma with high
examples of the condition. (Left) The diffusion model can produce an infinite confidence (acombination of individual’s confidence in diagnosis and expert
amount of synthetic images for a particular condition that is inherently more consensus). (Right) The nearest neighbours from the training samples identified
scarce (we have fewer than 50 samples of melanomain our training dataset). for each of the syntheticimages based on [-normin pixel space.

Nature Medicine


http://www.nature.com/naturemedicine

Article

https://doi.org/10.1038/s41591-024-02838-6

mam Correctly classified

Standard .
mmm Incorrectly classified

RandAugment

:

Generated

#1 #18
Test sample index

(a) In-distribution high-risk females

Standard mam Correctly cIaSS|f|ﬁd
mmm Incorrectly classified
rendtuamen _
Generated
#1 #315 #630 #945 #1260

Test sample index

(c) Out-of-distribution high-risk females
Extended DataFig. 6 | Misclassification rates for different subgroups.
Mis-classification analysis on individuals with high-risk conditions depending on
their sex attribute. We investigate the impact of a skewed training dataset with
respect to the underrepresented sex on correctly detecting high-risk conditions
for that subgroup in- and out-of-distribution. In each plot, we show the test
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(d) Out-of-distribution high-risk males
sample index on the x-axis to investigate which individuals are consistently
misclassified by all approaches. Sample indices are re-ordered such as to form
contiguous blocks of correctly and incorrectly classified samples. It is worth
noting that the source domain is more skewed towards females (see Table A1
for details).
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Extended Data Table 1| Dataset statistics for histopathology and dermatology

Hospital 0 Hospital 1 Hospital 2 Hospital 3 Hospital 4 Total
Labeled Data
Train 53,425 - - 116,959 132,052 302,436
ID (Validation) 6,011 - - 12,879 14,670 33,560
OOD (Validation) - - 34,904 - - 34,904
OOD (Test) - 85,054 - - - 85,054
Unlabeled Data
Train 599,187 - - 600,030 600,030 1,799,247
(a) Dataset statistics for CAMELYON17
Setting Female Male
Less skewed 8972 1157
More skewed 8972 115
Most skewed 8972 19
(b) Dermatology training - Sex
Setting Pale white White Beige Brown Dark brown Black Unknown
Less skewed 14 2433 5668 975 103 4 1031
More skewed 14 2433 5668 114 12 0 1031
Most skewed 14 2433 5668 10 1 0 1031
(c) Dermatology training - Skin tone (Fitzpatrick scale)
Setting (15, 25] (25, 35] (35, 45] (45, 55] (55, 65] (65, 75] (75, 90]
Less skewed 2662 2700 2163 2401 2098 250 76
More skewed 3054 3145 2541 2495 510 14 2
Most skewed 3054 3145 2541 2632 226 0 0
(d) Dermatology training - Age
Setting Female Male
in-distribution 804 545
00D 1 3153 3486
00D 2 396 246
(e) Dermatology evaluation - Sex
Setting Pale white White Beige Brown Dark brown Black Unknown
in-distribution 20 193 528 439 52 20 97
OOD 1 7 99 207 19 0 0 6307
OOD 2 5 99 249 220 43 1 25
(f) Dermatology evaluation - Skin tone (Fitzpatrick scale)
Setting (15, 25] (25, 35] (35, 45] (45, 55] (55, 65] (65, 75] (75, 90]
in-distribution 213 212 207 217 213 180 107
OOD 1 108 295 552 1005 1637 1971 1065
OO0D 2 98 98 64 98 44 52 32

(g) Dermatology evaluation - Age

a, CAMELYON17 dataset statistics. For all hospitals, the labeled data are approximately evenly split between tumorous and nontumorous images. b-g, Number of training (b-d) and evaluation

(e-g) samples annotated with the corresponding sensitive attribute label across the different splits.
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Extended Data Table 2 | Model hyperparameters

Hyperparameter Histopathology Radiology Dermatology

Pretraining dataset None JEFT JFT
ResNet depth 152 152 101
ResNet width 1 2 3

Optimizer Adam Adam Momentum

Init. learning rate le~* le~® 0.01

Learning schedule constant cosine cosine
Training steps 200K 50K 10K

Batch size 32 64 96
Weight decay 0.0 le™d le™
Dropout 0.0 0.0 0.0

(a) Classifier hyperparameters

Hyperparameter  Histopathology Radiology Dermatology

Learned variance No No No
# Channels 128 192 192
# Head channels 64 64 64
# Residual blocks 2 3 3
Channel multipliers (1,1,2,3,4) (1,2,3,4) (1,2,3,4)
Attention resolutions (32,16, 8) (32,16, 8) (32,16, 8)
# Diffusion timesteps 1000 1000 1000
Learning rate le™* 1.5e7° 1.5e4
Batch size 64 128 128

(b) Generative model hyperparameters

Hyperparameter Radiology Dermatology

Learned variance No No
Output resolution 224 256
# Channels 128 128
# Head channels 64 64
# Residual blocks 2 2
Channel multipliers  (1,1,2,2,4,4) (1,1,2,2,4,4)
Attention resolutions (32,16,8) (32,16,8)
# Diffusion timesteps 1000 1000
Learning rate le le™
Batch size 32 32

(c) Upsampler hyperparameters

Model hyperparameters for classifier and generative (low-resolution and upsampler) models.
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Extended Data Table 3 | Distribution shift estimation

Domain 1 Domain 2 Learned augms. Heuristic augms. RandAugment
ID train OO0D 0.6279 £ 0.0823 0.7778 + 0.0930 0.4748 £+ 0.0395
ID train ID eval 0.0121 £ 0.0047 0.0209 + 0.0079 0.0128 £ 0.0054
ID train Generated 0.2472 + 0.0190 0.3580 + 0.0524 0.1262 £+ 0.0204

Generated OO0D 0.6992 + 0.0706 0.7682 4+ 0.0915 0.4151 + 0.0384
ID eval O0D 0.6107 £ 0.0731 0.7596 + 0.0859 0.4554 £+ 0.0376
ID eval Generated 0.2374 + 0.0175 0.3052 £+ 0.0472 0.1037 £ 0.0160

Maximum mean discrepancy values between pairs of domain distributions with learned and heuristic augmentations. ID, in-distribution; OOD, out of distribution. Differences for all
comparisons are statistically significant based on a Mann-Whitney U-test with a significance level of 95%.
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AND variation (e.g. standard deviation) or associated estimates of uncertainty (e.g. confidence intervals)

For null hypothesis testing, the test statistic (e.g. F, t, r) with confidence intervals, effect sizes, degrees of freedom and P value noted
N Gjve P values as exact values whenever suitable.

|:| For Bayesian analysis, information on the choice of priors and Markov chain Monte Carlo settings

|:| For hierarchical and complex designs, identification of the appropriate level for tests and full reporting of outcomes
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|:| Estimates of effect sizes (e.g. Cohen's d, Pearson's r), indicating how they were calculated

Our web collection on statistics for biologists contains articles on many of the points above.

Software and code

Policy information about availability of computer code

Data collection  No software was used for data collection.

Data analysis Several major components of our work are available in open source repositories such as the \href{https://github.com/deepmind/dm-haiku/
blob/main/haiku/_src/nets/resnet.pyKHaiku} library. The codebase and pretrained weights for BiT models are available at \href{https://
github.com/google-research/big_transfer}{Big Transfer GitHub}. The guided diffusion implementation is based on the \href{https://
github.com/hojonathanho/diffusion/blob/1e0dceb3b3495bbe19116a5e1b3596cd0706c543/diffusion_tf/diffusion_utils_2.pyHDiffusion
Github} repository. All
experiments and implementation details are described in sufficient detail in the Methods to support replication with non-proprietary libraries.
We further provide model weights for generative models trained on the public CAMELYON and Fitzpatrick 17k datasets in \url{https://
github.com/google-deepmind/augmentations_medical_images}, along with inference code to reproduce the final results using these models.

For manuscripts utilizing custom algorithms or software that are central to the research but not yet described in published literature, software must be made available to editors and
reviewers. We strongly encourage code deposition in a community repository (e.g. GitHub). See the Nature Portfolio guidelines for submitting code & software for further information.




Data

Policy information about availability of data
All manuscripts must include a data availability statement. This statement should provide the following information, where applicable:

- Accession codes, unique identifiers, or web links for publicly available datasets
- A description of any restrictions on data availability

- For clinical datasets or third party data, please ensure that the statement adheres to our policy

The de-identified teledermatology data used in this study are not publicly available due to restrictions in the data-sharing agreement. The data is available for non-
commercial purposes for an administrative fee, providing that the requesting entity can comply with applicable laws and the privacy policy of the data provider.
Please contact \url{dermatology-research@google.com} who can help forward any requests to the source, with a response timeframe of maximum two weeks. We
further performed experiments on the public \href{https://github.com/mattgroh/fitzpatrick 17k {Fitzpatrick 17k} dermatology dataset. Data used in training and
evaluation of chest radiology classification, including

\href{https://stanfordmlgroup.github.io/competitions/chexpert/HCheXpert}, and \href{https://www.kaggle.com/nih-chest-xrays/data}{ChestX-ray14} are publicly
available. Data used for in-distribution fine-tuning and evaluation of pathology metastases detection is publicly available on the \href{https://camelyon16.grand-
challenge.org/Data/}{CAMELYON} challenge website. Moreover, ImageNet-21K~\cite{russakovsky2015imagenet} and JFT-300M~\cite{Sun17} have been used for
pretraining of baseline supervised models. ImageNet-21K is publicly available at ImageNet website, but the JFT-300M dataset is not publicly available due to
restrictions in the data-sharing agreement.

Research involving human participants, their data, or biological material

Policy information about studies with human participants or human data. See also policy information about sex, gender (identity/presentation),
and sexual orientation and race, ethnicity and racism.

Reporting on sex and gender For Chest X-ray and dermatology datasets, self-reported sex has been used for the fairness analysis. We share aggregated sex
information in the "Methods". For histopathology data, sex/gender information is not available.

Reporting on race, ethnicity, or  For Chest X-ray, we use the primary race labels obtained from \url{https://stanfordaimi.azurewebsites.net/

other socially relevant datasets/192ada7c-4d43-466e-b8bb-b81992bb80cf} for the in-distribution CheXpert dataset.
groupings
Population characteristics Our analysis was performed on dermatology data from individuals aged 15-90 years old, while the chest radiology analysis

was performed on individuals 18-90 years old. We provide the age distribution of participants in the "Methods" section.
Recruitment We did not recruit individuals for this study; all datasets used were previously collected and have been used by prior studies.

Ethics oversight Given that no new data was collected for the purposes of this study, there was no approval of the study protocol required.

Note that full information on the approval of the study protocol must also be provided in the manuscript.

Field-specific reporting

Please select the one below that is the best fit for your research. If you are not sure, read the appropriate sections before making your selection.

Life sciences |:| Behavioural & social sciences |:| Ecological, evolutionary & environmental sciences

For a reference copy of the document with all sections, see nature.com/documents/nr-reporting-summary-flat.pdf

Life sciences study design

All studies must disclose on these points even when the disclosure is negative.

Sample size Test sets for all 3 medical tasks have been previously published and the sample size has therefore been shown to be sufficient for estimation
of model diagnostic accuracy with acceptable uncertainty. Sample sizes were defined based on (i) Koh et al., ICML (2021) for histopathology
(i) Azizi et al., Nat Biomed Eng. (2023) for chest-radiology and dermatology datasets. The evaluation sample sizes were all >1,000 and chosen
so that conclusions can be reliably reached.

Data exclusions  Datasets used reflect those used in previous papers, no additional data exclusions were applied except in the case of dermatology where
training datasets were skewed to stress test generalization capabilities of the model. However, the exact process is explicitly described in the
manuscript.

Replication We are making code available to ensure that the work can be replicated externally, internal tests for replication are a standard engineering
practice at Google. Across all experiments we performed 5 replicates, in order to ensure that we capture variability in the model initialization

as is standard practice in prior ML studies on these datasets (see Koh et al., ICML 2021).

Randomization  Randomization was performed to create the train, validation and test splits of the different datasets used in the study.

Blinding N/A
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Reporting for specific materials, systems and methods

We require information from authors about some types of materials, experimental systems and methods used in many studies. Here, indicate whether each material,
system or method listed is relevant to your study. If you are not sure if a list item applies to your research, read the appropriate section before selecting a response.

Materials & experimental systems Methods
Involved in the study n/a | Involved in the study
|:| Antibodies |:| ChiIP-seq
|:| Eukaryotic cell lines |Z |:| Flow cytometry
|:| Palaeontology and archaeology |Z |:| MRI-based neuroimaging
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