Comment

https://doi.org/10.1038/s41591-022-02157-8

The case for including microbial sequences
inthe electronic healthrecord

Vitali Sintchenko & Enrico Coiera

M Check for updates

Integrating microbial sequencing datainto
electronic healthrecords, while presenting
privacy concerns, willimprove patient care
and population health and will expand the
secondary uses of such data.

The growing availability of microbial genomes sequenced for health
care rather than research raises the question of whether such data
shouldbeincludedin anindividual’s electronic health records (EHR).
While integrating human genome data into EHR has been widely dis-
cussed', microbial genomic data bring unique and important chal-
lenges. One challenge is that the ownership of microbial genomic
data remains ambiguous. Genomics service providers, public health
agenciesthat fund such services, and patients consider themselves as
stakeholdersin genomic datagovernance. While human DNA defines
ouridentity, this cannot be said about the genomes of coronaviruses,
Salmonellaor other microorganisms. These pathogens are temporary
residents, and their genomes remain the same when sampled from
different humans, especially those within a transmission chain®.

Another challenge is that microbial genomics is a highly special-
izedfield, with datafromagrowing andincreasingly complex spectrum
of pathogens and commensal flora that includes viruses, bacteria,
medically relevant fungi and parasites. Each of these pathogens rep-
resents a different disease with unique pathology and epidemiology
and comes with specific terminology standards®.

Nevertheless, the utility of microbial genomics in controlling com-
municable diseasesis clearly established*, as demonstrated during the
COVID-19 pandemic’®. The inclusion of microbial genomic sequences
within EHR together with comprehensive standards for data interop-
erability will enhance surveillance and disease prevention and can be
guided by five principles (Box 1).

Populationlevel data
The first principle for including microbial sequencing data into EHR
is that such data should be linked to population-level data, as this is
critical for disease prevention and control analyses. This ensures that
important public health and population data are available within the
EHR of individual patients. Data linkage between healthcare records can
improve the effectiveness of public health surveillance and interven-
tions*®. Multi-jurisdictional outbreaks and the cross-border spread
of diseases have been understood and controlled through the sharing
of genomic data. The similarity between the genomes of pathogens
recovered from clinical cases of food poisoning and contaminated
foods has been instrumental to identify sources and implement
preventative public health actions*.

The value of such shared data is a function of dataset size. The
larger the sets of shared genome sequences, the more representative

BOX1

Microbial sequencing data
obtained from a patient
must be:

o Linked to population-level data

¢ Essential to the management of a patient’s health problems

¢ Interpretable by a clinician

e Presented in a way that protects a patient’s privacy when data are
shared

o Integrated in a way that enables computational search, decision
support or human decision making

they can be of current disease activity and the easier it is to identify
clusters of infections with a common source, which can then be iden-
tified and acted upon. A modelling study predicted that for each
additional 1,000 genomes of foodborne bacteria added to a data-
base, there are -6 fewer cases per pathogen per year’. As genotyping
of drug-resistant bacteria and pathogens with epidemic potential
becomes the standard-of-careininfectious disease control, it will per-
mit fine-grained observational analysis of treatments and outcomes,
shapingbest practice recommendations and identifying malpractice.
Table1describes the main benefits and challenges of microbial genom-
ics datalinkage in health. To minimize risks such as privacy breaches,
only minimal metadata (such as outbreak location) are shared along
withthe microbial genomes, especially in publicly accessible databases.

Patient care

Thesecond principle forincluding microbial sequencing datain EHR is
that microbial sequencing data must be essential to the management
of a patient’s health and have a specific and essential role in shaping
decisions about their care. The value of microbial genome sequencing
liesin the recognition and tracking of transmission events, as well as
the identification of antimicrobial resistance and clinically relevant
co-infections, with distinct variants of the same pathogen potentially
improving the risk assessment and selection of treatment®'°. Three use
casesin Table 2 provide examples of the added value of genomic data
in patient management and infection control. In the three examples,
microbial genomic data offer high-resolution diagnostic informa-
tion, enable the detection of genomic markers of drug-resistance in
difficult-to-treat and high-consequence diseases and allow risk strati-
fication for healthcare-associated infections.
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Genomics data are usually available as raw sequences produced
by next-generation sequencing, consensus sequencesinferred by bio-
informatics pipelines or text files reporting laboratory interpretations.
Additionally, metadata may contain information about a patient’s
demographics, dataabout specimen collection and exposure history,
or the results of phenotypic tests on the sequenced pathogen. While
many clinical applications would be well served by laboratory reports,
some require less-processed data. Consensus sequence data may be
needed to provide a high-resolution diagnosis in cases of severe dis-
ease, and raw sequence datamay be expected to support theaccurate
detection of drug resistance in an actionable timeframe or to guide
infection control measures for hospital-acquired infections (Table 2).

Interpretable data

Microbial genomic data must be interpretable by a clinician. Typically,
diagnostic laboratories report processed rather than raw data to
requesting clinicians. Results of molecular tests such as PCR are often
provided with a statement such as ‘nucleic acid of a pathogen was
detected’ but not the primary data, like melting curves from the PCR.
The specialized nature of genomic data creates significant complexity
for microbial genome analysis outside of genomiclaboratories. There is
arisk of misinterpreting specialized genomic data or incidental findings
after the initial laboratory report, which could impact patient safety
and privacy, with medico-legal implications.

However, advancesin genomics and data analytics challenge this
approach of withholding information to avoid confusion or misinter-
pretation by clinicians and encourage the full sharing of sequencing
dataaswellas the provision of support for clinicians wheninterpreting
data. Historically, clinicians have become adept atinterpreting signal
datasuchaselectrocardiograms or radiological images, either as part
of comprehensive training or for specific clinical issues. There is no
reason to expect that infectious disease specialists will not gradually
upskill in genomics. If microbial sequence data are to be retained in
EHR, competenceinunderstanding these data should be arequirement
and part of medical training, and the interpretation of genomic data
should be aided by computerized decision support.

Decision making

Microbial sequence data must be presented in a way that they can be
directly and meaningfully interrogated by a clinician orinformatics spe-
cialist orbeintegratedinto software that provides the requisite decision
support'. The representation of sequence datain decision support soft-
ware must permit computational access and manipulation, for example,
through the creation of summary visualizations, the identification of
features of interest or annotation with relevant and up-to-date external
information, given that knowledge about pathogen genomics as well as
therapeutic options and links to known local outbreaks evolves rapidly.
Currently, theintegration of structured microbial genomicinformation
into EHR to support patient care remains limited". Microbial genomics
reports are generally still presented as text files, and more structured
delivery will require embracing information standards. The research
community needs to invest in the implementation of standards for
microbial genomics metadata to ensure that these dataareinteroper-
able, findable, searchable and reusable™.

Privacy and access

Microbial genomics data that have been generated as part of healthcare
delivery have often also been stored in health databases and registries
focused on notifiable conditions. The value of sharing genomics data

Table 1| Benefits and risks of microbial genome data linkage
inEHR

Benefits More efficient clinical care through precision medicine, such as

better targeted selection of therapy and case risk assessments

More efficient public health surveillance, such as better
recognition of multi-jurisdictional clusters of infections

Enhanced value of EHR for infection control and secondary use

Advances of knowledge and professional staff development,
including research and development with artificial intelligence

Risks Ethical concerns, such as breaches of patient privacy and
confidentiality through the disclosure of transmission events

without consent

Incidental findings or invalid data interpretation, with the
associated medico-legal risks, due to data users lacking context
or not appreciating sequence data biases and the implications of
missing data

Limited recognition or attribution of intellectual property rights of
data donors related to raw and processed sequencing data

is shaped by its timeliness. Withholding human genome sequence
data is commonplace among researchers and companies, but delays
in pathogen data sharing can reduce the likelihood that transmission
events are recognized in an actionable timeframe, and the negative
effects of data hoarding on disease control have long been recog-
nized"”. Microbial genomic datastored in EHR serve different purposes
to the data captured in public health or open databases or biobanks.
Sequencing datain EHR cansupport prescribing decisions, diagnostic
testing and prognosis. By contrast, data in public health information
systems underpin public healthinvestigations of disease clusters and
non-pharmaceutical interventions. Biobanks collate dataand the asso-
ciated samples from healthcare providers and researchers to facilitate
reanalysis of genomic data. We would thus expect that different types
of genomic data and different types of data governance arrangements
would be needed to support clinical management, population health
and translational research.

While open databases can support open science and
crowd-sourced discovery, genomic datalinked to individual and public
health records can support clinical trials and can be used to measure
the outcomes of treatments and population health interventions.
Sharing microbial genomic dataand metadata associated with diseases
affecting humans and animals and involving cases across different
jurisdictions requires collaboration between sectors, including human
and animal health, food and environment, and relevant government,
commercial and not-for-profit stakeholders>*.

Genomic data providers must reduce the risks to individuals of
privacy-invasive or reputation-damaging inferences that could be
drawn from microbial genomics data, and they must protect the legally
recognized rights of individuals to access personal data and contest
interpretations of their data.

Precision public health

One benefit of genomic data sharing is more efficient public health sur-
veillance, which will enable better targeted and nuanced interventions,
amodelreferred to as precision public health. Furthermore, local data
canbe compared with global context data (such as genomes reported
ascirculatinginother countries), providing opportunities for research
and development (Table 2). Indeed, the World Health Organization
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Table 2| Clinical case studies using microbial genome sequencing

Case

Scenario

Context

Added value

High-resolution
diagnosis in cases
of severe disease

Confirmation
of diagnosis for
catastrophic

This case represents a fulminant course of fried
rice-associated food poisoning, caused by
pre-formed exotoxin produced by Bacillus cereus,

Whole genome sequencing (WGS) enabled the detection of genes
responsible for the production of emetic toxin (cereulide) and
non-haemolytic toxin to differentiate the strains of B. cereus capable

infection® in an immunocompetent person. The patient of causing emetic-type food poisoning from the common and
developed severe septic shock with multi-organ less dangerous strains of this bacterium. The WGS diagnosis had
failure, metabolic acidosis, rhabdomyolysis important implications for diagnostic investigations and public health
and coagulopathy. Despite maximal supportive messaging about food preparation and storage, particularly given its
measures (continuous renal replacement occurrence during COVID-19 home isolation.
therapy, plasmapheresis and broad-spectrum
antimicrobials), the patient died.
Accurate Resistome WGS has rapidly progressed from a research tool ~ WGS identified variants of M. tuberculosis associated with drug
detection of assessment for  to a cost-effective clinical application for the resistance two weeks before the DST report, which was issued 10
drug resistance the treatment diagnosis and management of tuberculosis and weeks after patient presentation and 8 weeks after the initial growth

in an actionable
timeframe

of extensively
drug-resistant
tuberculosis®

for public health surveillance?*. Phenotypic drug
susceptibility testing (DST) for Mycobacterium
tuberculosis takes several weeks to complete,
and second-line DST is often poorly reproducible,
potentially leading to compromised clinical
decisions. WGS can generate an in silico
drug-susceptibility profile much faster and with
high precision in adequately resourced settings?'.

of M. tuberculosis. In the interim, the patient may have received a
compromised regimen with the potential to select for further drug
resistance. The in silico susceptibility profile provided comparable
or superior data to the DST results for second-line drugs, in a much
shorter timeframe?®.

Hospital infection control investigations based on CD genome
sequencing can identify links to determine relatedness between
implicated isolates in a significant proportion of cases, with a
threshold of <2 single nucleotide polymorphisms. Independent
risk factors (adjusted P <0.05) for CD acquisition, such as older

Recognition of Diagnosis WGS has been instrumental for understanding

hospital-acquired  and risk different healthcare reservoirs, modes of

infections stratification of ~ transmission and the role of patients with
Clostridioides asymptomatic CD colonization in transmission,
difficile (CD) as well as for detecting risk factors for CD
disease® transmission within healthcare settings.

age, longer inpatient duration and CD ribotype, increase the risk of
onward transmission. Patients with a plausible source identified by
WGS have a greater risk of recurrence and 30-day mortality. Clinical
characteristics associated with increased healthcare-associated CD
transmission could be used to target preventative interventions®. This
timely recognition of hospital-acquired infections improves health
care delivery and helps to stratify patient management, as acquiring
CD from a recent case is associated with worse clinical outcomes.
Furthermore, WGS can differentiate CD strains with high virulence and
disinfectant resistance as well as a high propensity for transmission.

has made genomic surveillance a global health priority”. The onus to
reduce the risks of data sharing is largely borne by data donors and
relate to patient privacy, confidentiality and data security. The risk of
re-identification of patients from publicly shared microbial genomic
datais considered tobe low, but therisk also depends on the sensitivity
ofthe data. For example, are-identification risk of 10% may be consid-
ered acceptable for SARS-CoV-2 sequence data, but for data associated
with sexually transmitted infections, some guidelines recommend a
risk threshold of 5%, as there is a greater potential harm'®.

Genomics service providers are sequencing-data donors, while
clinicians and epidemiologists are data recipients, and the two have
different responsibilities and expectations of this data sharing arrange-
ment. Laboratory data donors are increasingly concerned about the
legal and ethicalimplications of incidental findings made by datarecipi-
ents, misuse of data and profiteering from re-using data with limited
attribution ofintellectual property, as well as the lack of accountability
of datarecipients due to distributed and unpredictable datare-use.

Genomic data have been treated as an emerging asset, with pri-
vately run DNA marketplaces paying individuals for their genomicand
personal data with either money orin-kind payments. As personalized
medicine becomes the norm, sequence data from individual people
and their pathogens may become more valuable”. Some countries
assert that microorganisms located within or isolated from their
territories are their sovereign property and should be protected as

elements of their natural diversity —a concept referred to as microbial
sovereignty's,

Microbial genomic testing has shifted frombeing areasonable step
to prevent the spread of infectious diseases to the standard of care for
many of them. Microbial genomics data canimprove infection control
and prevent hospital-acquired infections. This genomic evidence on
preventable transmission events in healthcare settings can also be used
by parties outside healthcare systems for claims about malpractice.
The importance of the responsible analysis and reporting of disease
clusters using genomics data cannot be overstated. If accurate, such
discoveries should improve health care delivery, but the economic and
reputational repercussions of making invalid inferences from genomic
datacanbessignificant for healthcare systems, industries and nations.

New ways of managing microbial genomic data are required to
maximize the benefits of such data for patients and society. There
is value both in integrating microbial sequencing data into EHR for
patient care and population health and insharing genomics data that,
asaconsequence, should expand the secondary uses of datafrom EHR.
The inclusion of microbial genomes into EHR should be based on the
principle that such data are shared responsibly and in a timely man-
ner. Data processing tools are needed to integrate and contextualize
the clinical analyses of microbial sequences, which will reduce the
complexity of sequencing data interpretation for healthcare provid-
ers and patients.
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