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Healthcare is increasingly shifting from the clinic to the home, 
where people are treated via telehealth services and are 
monitored for signs and symptoms with the help of smart-

watches, apps, and other technologies that can be connected to a 
wireless network and/or can apply algorithms to the data obtained. 
For example, the elderly population — a vulnerable group — is 
growing in size1, and with that growth, there is an increased need 
for the development of new digital health solutions so that people 
can live independent lives and be cared for at home for as long  
as possible.

The current COVID-19 pandemic has also accelerated the 
rate at which artificial intelligence and technologies are being 
integrated into healthcare in order to decrease exposure among 
healthcare and non-healthcare workers2. Social-distancing 
and quarantine measures have reduced the number of people 
with COVID-19 who need intensive in-hospital resources. 
Technology-assisted assessment of vital signs, such as pulse rate, 
body temperature, blood pressure, and respiration rate, can be 
used to assess home-isolated or quarantined people, provide 
basic care to others, and determine times at which home care may 
no longer be appropriate. It is hoped that mobile apps will aid in 
public-health measures such as contact tracing and enforced iso-
lation of people who test positive for SARS-CoV-2.

The development of home monitoring technologies during this 
pandemic is being expedited to keep up with the demand. In partic-
ular, for better control of the spread of COVID-19, contact-tracing 
and warning apps have been implemented in several countries, 
such as Singapore, Austria, and Australia, and many more countries 
are developing such apps3. Apple and Google also launched their 
Exposure Notifications System, which enables local public-health 
authorities to identify, with the help of Bluetooth technology, poten-
tial exposures to COVID-19 and alert the exposed users to further 
instructions4. Contact-tracing apps rapidly notify users once they 
have had a close exposure to someone diagnosed with COVID-19 
and prompts the users to self-quarantine or, in other cases, obtain 
testing for SARS-CoV-23. While the term ‘digital contact trac-
ing’ is often used in many instances, we think ‘exposure notifica-
tion’ is the more accurate term. There is a strong incentive to use 

exposure-notification apps to alleviate some of the human labor 
that is needed for effective contract tracing.

We define a home monitoring technology as a product that is 
used for monitoring without (direct) supervision by a health-
care professional, such as in a patient’s home, and that collects 
health-related data from a person. For example, an app that moni-
tors the user’s heart rate is considered a home monitoring technol-
ogy. We understand ‘home monitoring’ to be an umbrella term for 
‘remote patient monitoring’ and thus, for example, a device that 
remotely monitors a patient in a hospital without direct supervi-
sion by a healthcare professional meets our definition for this. In 
contrast, a telehealth visit is not considered a home monitoring 
technology, since there is a direct interaction between the patient 
and the healthcare professional. ‘Health-related data’ as we use 
the term can include health information, such as the user’s heart 
rhythm, and/or non-health information that supports inferences 
about health, such as global-positioning-system data collected by 
exposure-notification apps5. The data collected by home monitor-
ing technologies may be transmitted to healthcare professionals 
who then share relevant findings with their patients. However, it 
may also be the case that the home monitoring technologies’ users 
and/or patients collect the data and may or may not decide to share 
such data with healthcare professionals or third parties.

Some home monitoring technologies are legally classified as 
medical devices, and others are not. To counter the COVID-19 pan-
demic, the US Food and Drug Administration (FDA) has begun 
using alternative pathways to permit medical devices to be brought 
to the market more quickly. However, the rapid development of new 
devices and other home monitoring products during this pandemic 
has brought additional risks. In this Perspective, we examine how 
to balance the need to make home monitoring technologies work 
in these times of emergency with two major concerns: safety and 
privacy. We also make recommendations on how to address these 
concerns.

Safety concerns
Classification of home monitoring technologies. Some home 
monitoring technologies are classified as “medical devices” under 
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Section (§) 201(h) of the US Federal Food, Drug, and Cosmetic Act 
(FDCA) since they are “intended for use in the diagnosis of dis-
ease or other conditions, or in the cure, mitigation, treatment, or 
prevention of disease,” do “not achieve its primary intended pur-
poses through chemical action within or on the body of man” and 
are “not dependent upon being metabolized for the achievement of 
its primary intended purposes.” Medical devices are classified into 
three classes (i.e., I, II, or III) on the basis of their risk (from low to 
high). The FDA usually reviews medical devices through different 
premarket pathways, depending on their risk classification (Fig. 1). 
Notably, software functions may also fulfill the device definition. 
The FDA refers to these as either ‘Software in a Medical Device’ or 
‘Software as a Medical Device’6. While the former is software that is 
an integral part of a hardware medical device, the latter is standalone 
software that as such is a medical device and is intended to be used 
for medical purposes7,8. For example, Apple launched an upgrade 
in 2018 to turn its watch into a personal electrocardiogram (ECG), 
which has enabled consumers to monitor their heart rhythm9. The 
FDA considered this app to be a moderate-risk device that requires 
special controls to provide reasonable assurance of its safety and 
effectiveness and thus classified this ‘ Software as a Medical Device’ 
a class II device10.

However, some home monitoring technologies are not consid-
ered medical devices and thus are not subject to FDA regulation.  
In particular, FDCA § 520(o), introduced by the 21st Century  
Cures Act, contains an exception from the device definition for  
certain software functions (Fig. 1). Examples would include an app 
that monitors users’ food consumption to manage nutritional activ-
ity for weight management, or an app that exclusively monitors 
users’ daily energy consumption and exercise activity to maintain 
and improve their good cardiovascular health11.

The appropriate regulatory pathway is especially important dur-
ing a pandemic, since there is pressure to speed up innovation but 
to not increase risk. The FDA has recently clarified that it does not 
consider most software systems and apps for public health surveil-
lance to be medical devices12. In particular, the FDA noted that 
products that are intended to track contacts or locations associ-
ated with public health surveillance are usually not subject to FDA 

regulation since they generally do not fulfill the medical-device 
definition12. Consequently, the determination of whether the soft-
ware function is considered a medical device is always made on a 
case-by-case basis.

Emergency Use Authorizations for medical devices. The US 
Secretary of Health and Human Services (HHS) determined on 4 
February 2020 that there is a public-health emergency on the basis 
of the spread of SARS-CoV-213. On the basis of this determina-
tion and to address the COVID-19 pandemic, the HHS secretary 
has issued three Emergency Use Authorization (EUA) Declarations 
related to medical devices. The first is for in vitro diagnostics for 
the diagnosis and/or detection of SARS-CoV-213, the second is for 
personal respiratory protective devices14, and the most recent one 
broadly applies to medical devices, including alternative products 
that are used as medical devices, such as home monitoring devices15.

So far, the FDA has already issued several EUAs for home 
monitoring devices (‘EUA home monitoring devices’) to address 
COVID-1915,16 (Fig. 1 and Box 1). For example, an EUA was issued 
to G Medical Innovations for its VSMS patch intended to be used 
by healthcare professionals for remote patient monitoring of the 
QT interval of an ECG17. It is intended for use on patients over 
the age of 18 with COVID-19 who have been treated in hospitals 
with drugs that can cause life-threatening arrhythmias17. The patch, 
worn on the patient’s upper left chest for up to 14 days, is linked to a 
smartphone, which then transmits the data to a call center, run by G 
Medical Innovations, for QT analysis. The clinical findings are com-
piled by a certified cardiographic technician and are subsequently 
sent to the doctor at the hospital17. It is also easily conceivable that 
similar devices could be deployed further. Indeed, in 2017, the 
VSMS patch received the CE mark — a precondition for bringing a 
device to market — in Europe for home use in patients17.

It is likely that the FDA will issue more device-related EUAs 
in the coming weeks, including home monitoring technologies. 
However, authorization of home monitoring devices via the EUA 
pathway does give rise to potential risks. First, these are uncleared 
or unapproved medical devices or are cleared or approved devices 
for an uncleared or unapproved use. The FDA assesses these devices 
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Fig. 1 | Regulatory pathways of home monitoring technologies (before and) during the COVID-19 pandemic. Blue shows that only some home monitoring 
technologies are legally classified as ‘medical devices’. green shows the various classes of medical devices (i.e., I, II, or III) based on their risk (from low to 
high); it also illustrates the usual premarket pathways for medical devices that were already available before the COVID-19 pandemic. Orange shows the 
two new regulatory pathways available for certain medical devices during the COVID-19 pandemic. Red shows that regardless of COVID-19, some home 
monitoring technologies are considered ‘non-device software functions’ and as such are not subject to FDA regulation.
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on the basis of four criteria only (FDCA § 564(c)) (Box 1). In par-
ticular, one of the criteria is that there is a reasonable belief that 
the device may be effective in treating, diagnosing, or preventing 
COVID-19. Thus, the issuing of an EUA does not suggest that the 
product is safe or effective for monitoring17. Furthermore, another 
criterion for authorization is the performance of a risk/benefit 
analysis, and it is difficult to determine where to draw the cut-off 
for authorization on the basis of this type of analysis. Regulators 
should always make such decisions carefully and thoroughly, even 
in times of crisis. Second, when issuing an EUA, the FDA can waive 
certain requirements that usually help to reduce risks. For example, 
for the VSMS patch, the FDA waived the requirements for good 
manufacturing practice, which would be otherwise applicable17. 
However, such requirements have been developed to prevent harm 
to the end user and to minimize the risks involved in the manufac-
ture of devices. It would thus be desirable that makers of EUA home 
monitoring devices build into their manufacturing process as many 
safeguards as possible to ensure that their products are safe as well 
as effective in fighting COVID-19.

There are also more-specific risks relating to EUAs for home 
monitoring devices. In particular, home monitoring technologies 
include a certain amount of false-positive and false-negative results, 
such as those caused by incorrect measurements or a failure to mea-
sure18. For example, a delay in treatment due to a failure of the device 
to detect a life-threatening cardiac arrhythmia may have disastrous 

consequences for a patient’s health. This also raises questions of 
liability. When the particular circumstances and facts are taken into 
consideration, the Public Readiness and Emergency Preparedness 
(PREP) Act may provide liability immunity to a manufacturer of 
an EUA medical device19,20. But it is also crucial for manufacturers 
to understand that the FDA’s nonbinding guidance documents for 
industry and FDA staff about enforcement discretion for certain 
medical devices related to COVID-19 (Box 2) do not bring such 
devices within the scope of the PREP Act21 and thus do not provide 
immunity from liability.

Further risks of home monitoring technologies may include peo-
ple’s over-reliance on their output without seeking medical advice 
or the mishandling of such products by recipients — who have a 
greater range of mental and physical abilities and medical compe-
tency than clinicians do — in the absence of direct supervision by 
healthcare professionals10,18. In the case of Apple’s ECG app, to miti-
gate the identified risks, the FDA explicitly required, among other 
things, rigorous clinical-performance and human-factors testing 
— a demonstration that the user can use the medical device cor-
rectly by only reading the labeling and can correctly interpret its 
output and comprehend when to seek medical help10. In contrast, 
the FDA has issued EUAs for home monitoring devices on the basis 
of, among other things, “reported clinical experience”17,22,23. We 
understand that new digital health solutions need to be deployed 
quickly to address the COVID-19 pandemic, in particular by reduc-
ing contacts between people. Nevertheless, to mitigate risks, com-
panies should make sure, to the best of their ability, to test their 
products as rigorously as possible, such as by carrying out clinical- 
and non–clinical-performance testing and human-factors testing to 
demonstrate safe and effective product use by users in the USA24. 
This approach is also beneficial for companies in the long term, 
since an EUA is usually effective only until it is revoked or the appli-
cable HHS secretary’s EUA COVID-19 declaration is terminated 
(FDCA § 564(f)). Moreover, communication is key for avoiding 
over-reliance on EUA home monitoring devices, as well as their 
mishandling (Box 3).

FDA-unregulated software functions. Home monitoring tech-
nologies raise, in particular, safety issues, since some of them are 
not considered medical devices under FDCA § 201(h) and thus do 
not need to undergo any review by the FDA (Fig. 1). For example, 
if a COVID-19-exposure-notification app fails to notify a user of 
their potential exposure to COVID-19, this could result in the user’s 
spreading the virus.

The risks noted above can be alleviated if device developers take 
an ethical approach. Ethics requires more than providing reasonable 
assurance that the product is safe and effective. In fact, technology 
companies should follow not only the principle of non-maleficence 
(‘do no harm’) but also principles of autonomy, beneficence, and 
justice25. Home health technologies need to be designed in a way 
that maximizes people’s autonomy to the greatest extent possible 
while at the same time benefiting society and helping to tackle the 
current public-health emergency26. When developing these prod-
ucts, makers should, for example, ensure they mitigate biases and 
train their algorithms on unbiased data. They preferably should also 
work in interdisciplinary teams to reduce the risk of incorporating 
unconscious bias into the code. It is also essential that during the 
process of designing home monitoring technologies, technology 
companies adopt a system view rather than a product view27. A sys-
tem view requires that companies, among other things, look at the 
context in which the home monitoring technology will be deployed 
(e.g., the home setting) and analyze the additional challenges that 
need to be overcome for successful implementation. For example, 
developers should consider the practical implementation aspects of 
home monitoring technologies, such as the need for users to have 
a wireless internet infrastructure. A system view also requires that 

Box 1 | euas for medical devices under FDCa § 564

The following are the major points that cover EUAs for medi-
cal devices during the COVID-19 pandemic and apply to home 
monitoring devices. Note that the scope and conditions of EUAs 
vary for each EUA, including labeling requirements, condi-
tions related to advertising and promotion, etc. There may also 
be a possible waiver of certain FDA requirements, such as the 
requirements about current good manufacturing practice. An  
EUA is usually effective until it is revoked or the applicable HHS 
secretary’s EUA Declaration is terminated.

Types of devices for which the FDA may issue EUAs:

•	 Uncleared or unapproved devices for commercial distribution
•	 Cleared or approved devices for an uncleared or unapproved 

use
Criteria for the issuance of EUAs in the context of the 

COVID-19 pandemic:
 1. Serious or life-threatening disease or condition

•	 SARS-CoV-2 can cause a serious or life-threatening  
disease or condition.

 2. Evidence of effectiveness
•	 “Based on the totality of scientific evidence”, it is “reason-

able to believe” that the device “may be effective” in treat-
ing, diagnosing, or preventing COVID-19.

 3. Risk/benefit analysis
•	 “Based on the totality of scientific evidence”, it is  

“reasonable to believe” that the device’s known and 
potential benefits outweigh its known and potential risks.

 4. No alternatives
•	 There is no available alternative to the device that is 

approved and adequate.
•	 The criterion can be met if there is an approved alterna-

tive, but the supply of such an alternative is insufficient  
to fully cover the emergency needs42.
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developers think about and address the interaction between the 
user and the product, the design interface, the accessibility of their 
products for all populations (so that they are immune to language 
barriers or to inaccessibility to those with disabilities), and issues of 
reimbursement and just allocation. For example, developers should 

consider the racial disparities that surround access to these tech-
nologies among vulnerable populations who may be most in need of 
these products. The FDA also developed non-binding guidance on 
“Design Considerations for Devices Intended for Home Use” that 
assists them in developing and designing home-use devices with 
appropriate standards of safety and effectiveness28. The European 
Commission’s High-Level Expert Group on Artificial Intelligence 
also has Ethics Guidelines for Trustworthy Artificial Intelligence29.

More work still needs to be done for better understanding and 
articulation of how to achieve the goal of designing ‘trustworthy’ 

Box 2 | enforcement discretion by the FDa

The FDA has issued several nonbinding guidance documents 
for industry and FDA staff about enforcement discretion for 
certain medical devices, including home monitoring technolo-
gies, related to COVID-19 in recent months43 (Fig. 1). In par-
ticular, the FDA released an enforcement policy for non-invasive 
remote monitoring devices, including cardiac monitors, clinical 
electronic thermometers, electrocardiographs, oximeters, and 
breathing-frequency monitors38. The FDA clarified that for the 
duration of the public-health emergency, the legally marketed 
non-invasive remote monitoring devices listed in the new en-
forcement policy can be modified to a limited extent in their in-
dications, functionality, claims, or software or hardware without 
the need to submit a 510(k) premarket notification, so long as 
they do not create an undue risk38 (Fig. 1). For example, if the 
device has previously been marketed only for use in hospitals, 
it could now be modified for home use38. Other explicitly men-
tioned modifications in this policy include adding statements 
about patients with COVID-19 or changing the software or hard-
ware of the device to improve remote monitoring capability38.

The risks involved in the modifications will probably be 
generally lower than those of EUA home monitoring technologies, 
since these non-invasive remote monitoring devices have 
previously been legally marketed in the USA. Moreover, the FDA 
does intend to object to the limited modifications mentioned 
above if such modifications create an undue risk. An undue risk 
would, for example, involve a device that is intended to determine 
when a patient needs immediate clinical intervention38.

Companies with legally marketed non-invasive remote 
monitoring devices that want to make limited modifications to 
their device to support patient monitoring during the COVID-19 
pandemic should carefully read the FDA policy, with particular 
focus on whether their intended change creates an undue risk 
and the agency’s labeling recommendations. In particular, if 
the device was initially marketed exclusively for use in clinical 
settings, companies should make sure to add user-friendly 
instructions for home use38.

Another enforcement policy applies to uncleared clinical 
electronic thermometers (i.e., those that have not previously 
undergone FDA review), for which manufacturers would usually 
need to submit a 510(k) premarket notification44. Given the 
current public-health emergency, the FDA does not plan to 
object to the use and distribution of such uncleared devices, as 
long the performance and labeling elements laid down in the 
policy are met44.

The diverse home monitoring devices covered by the various 
FDA enforcement discretion guidance documents have (slightly) 
different benefits and risks that the agency had to balance, taking 
into consideration the current threat posed by SARS-CoV-2. 
The FDA implemented these guidance documents without 
prior public participation, since the agency considered such 
participation “not feasible or appropriate”43. The reason may 
lie in the urgency of making more devices quickly available to 
mitigate contacts between healthcare professionals and patients. 
However, the public can still comment on such guidance 
documents43.

Box 3 | Best-practice recommendations for communication to 
recipients of eua home monitoring devices

Recipients should be given as much relevant information as  
possible, usually before they use the device42. The following is 
how we recommend that this be carried out, thereby taking 
into consideration the statutory requirements and the FDA’s 
non-binding guidance on EUA of medical products42.

All information should be typically provided in writing in 
the form of a fact sheet42. The fact sheet should be user-friendly, 
brief, and written in plain language42. The fact sheet should 
be preferably available in multiple languages to ensure that 
recipients who are not fluent in English are adequately informed.

The fact sheet should contain, in particular, the following 
information:

•	 The device’s name42

•	 A description of the intended use of the device42

•	 An explanation of the disease (e.g., COVID-19)42

•	 A detailed explanation of what an EUA is, including its cri-
teria for issuance and duration — in particular, it needs to 
be clearly communicated to the recipient that the device is 
authorized for emergency use only under an EUA by the 
FDA (FDCA § 564(e)) and that the device has not under-
gone the same type of FDA review as that for cleared or 
approved devices18; it should also be stated that the issuing 
of an EUA does not suggest that the device is safe or effective 
for monitoring

•	 Clear articulation to recipients of the significant potential 
and known benefits and risks of the device use, as well as 
the extent to which these benefits and risks are unknown 
(FDCA § 564(e)), especially the risks of false-positive and/or 
false-negative readings

•	 The recipient’s general option to accept or refuse the device, 
as well as the consequences (if any) of such a refusal (FDCA, 
Section 564(e))

•	 Available alternatives to the device, including their benefits 
and risks (FDCA § 564(e))

•	 The duration of the monitoring
•	 An explanation of what type of data will be collected, who 

has access to such data, and with whom it will be shared and 
for what purposes

•	 A description of what privacy and security safeguards are in 
place to protect the recipient’s privacy

•	 A description of the practical implementation aspects of the 
device (e.g., the need for a wireless internet infrastructure)

•	 A warning about over-reliance on the device’s output, includ-
ing an explanation of when to seek medical advice

•	 The ‘dos and don’ts’ of the use of the device to avoid its  
mishandling, including particular instructions for home use 
(if applicable)42

•	 Tips for further information (e.g., on EUAs, the product, 
COVID-19, etc.)
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digital health solutions such as home monitoring technologies. 
It will be vital to develop ethical guidelines tailored explicitly to 
home monitoring technologies by involving all stakeholders in the 
field — in particular, the users of such products. Health psychol-
ogy may also serve as a useful tool for guiding the design of home 
monitoring technologies26. During this pandemic, speeding up of 
the development of home monitoring products has been indispens-
able, but developers should not forget to continue to practice ‘ethics 
by design’ without making too many trade-offs30, to continuously 
monitor these products31 and adjust them where necessary, to learn 
from mistakes, and to improve and develop a ‘gold standard’ after 
the pandemic. Technology companies should also be aware that tort 
claims by users that home monitoring products that are not clas-
sified as medical devices are defective will probably be governed 
under product liability law and that there is no immunity under the 
PREP Act.

Fraudulent home monitoring products. Unfortunately, some 
companies’ goal is to make a profit during this public-health emer-
gency with indifference to patient and/or user welfare. The FDA  
has already warned consumers against fake medical products that 
claim to treat, prevent, or cure COVID-19, such as unauthorized 
vaccines or home test kits32. The US Federal Trade Commission 
is also warning consumers to avoid coronavirus scams, including 
ignoring online offers for home test kits and vaccinations33.

It is essential that consumers be adequately protected from fraud-
ulent home monitoring products. State attorneys general should 
monitor this area closely and bring consumer-protection-act claims 
when appropriate. Clinicians can also help to educate patients and 
warn them about particular fraudulent products in the field.

Privacy concerns
Home monitoring technologies raise privacy concerns, since they 
collect people’s health-related data that are sensitive and need to be 
adequately protected. Proper privacy protection is important for 
respect for a person’s autonomy and also for building and promoting 
trust. If people do not have trust in technology companies as build-
ers of home monitoring technologies, they will refuse to use them. 
This could be fatal because, for example, exposure-notification apps 
can be effective only if enough people voluntarily use them. Thus, 
manufacturers of home monitoring technologies not only should 
comply with the applicable privacy and security laws but also 
should be keen on implementing the best fundamental ethical prac-
tices for privacy in the development process of their products, to  
facilitate trust.

Privacy laws in the USA and Europe. The personal data of 
European users of home monitoring technology is probably already 
protected by European Union (EU) General Data Protection 
Regulation (GDPR) 2016/679 and by the EU member states’ laws 
that implemented the ePrivacy Directive (2002/58/EC), in most 
cases. For example, the GDPR prohibits the processing of special 
categories of personal data, such as data concerning health and 
genetic data (Article 9(1)). However, this regulation also contains a 
few exceptions to this general ban (Article 9(2)), including one for 
public-interest reasons in the area of public health that may serve 
as a legal ground for the processing of such sensitive data in the 
context of pandemics such as COVID-19 (Article 9(2)(i))34. The 
ePrivacy Directive that has been transposed into the national law of 
the EU member states also provides safeguards for electronic com-
munication data, such as location data from mobile phones34.

The EU GDPR that became applicable on 25 May 2018 is a 
much newer data-protection scheme than the key federal health 
data privacy law in the USA, the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA). The GDPR includes several 
principles and rights of people whose personal data are processed, 

such as the principle of lawfulness, fairness, and transparency 
(Article 5(1)(a)) or the right to be forgotten (Article 17). The GDPR 
has also inspired some US states to introduce similar privacy law 
bills, most prominently the California Consumer Privacy Act 
(CCPA) of 2018 that became effective on 1 January 2020. Further, 
the GDPR has a broad territorial scope and may apply under certain 
circumstances even to companies not established in the EU, such 
as in cases in which they process the personal data of subjects who 
are in the EU and the processing activities are related to the tar-
geted “monitoring of their behaviour as far as their behaviour takes 
place within the Union” (Articles 3(2)(b) and 4(1))35. US developers 
should thus consider designing their home monitoring technologies 
to comply with GDPR requirements.

In April 2020, the European Commission announced an EU 
toolbox for the use of contact-tracing and warning apps, developed 
by the EU member states with the support of the commission36. This 
toolbox aims to provide the EU member states with practical guid-
ance in the implementation of such apps, including key require-
ments for them36. In particular, the contact-tracing and warning 
apps “should be fully compliant with the EU data protection and pri-
vacy rules,” “should be installed voluntarily,” “should aim to exploit 
the latest privacy-enhancing technological solutions,” such as (pref-
erably) the use of Bluetooth proximity technology rather than loca-
tion data, and “should be based on anonymised data”36. While this 
toolbox is specific to contact tracing in the EU, the requirements 
can and should be used by US developers and should be extended to 
all home monitoring technologies. Public-health authorities should 
also make sure to include the most vulnerable groups to benefit 
from new home monitoring technologies.

By contrast, in the USA, existing privacy regulations address 
the questions raised by home monitoring technologies only some-
what. The HIPAA Privacy Rule governs, in general, the use and 
disclosures of protected health information — which is, in general, 
“individually identifiable health information” (Code of Federal 
Regulations (CFR): 45 CFR § 160.103). From the outset, however, 
HIPAA applies to such health information only if it is generated by 
“covered entities,” such as most healthcare providers, or their “busi-
ness associates.” Thus, most technology companies fall outside of 
HIPAA’s purview5, and the information their home monitoring 
products (such as apps) gather may be unprotected. This blind spot 
would allow these companies to freely share the data they collect 
on people. Some uses may be bona fide and largely beneficent, such 
as providing data to contact-tracing programs to better manage 
a crisis, but other uses may be more objectionable, such as com-
mercializing the data gathered from patients. Sometimes state law 
addresses this gap. The CCPA provides Californians with some pri-
vacy protections, such as requiring particular companies to delete a 
consumer’s personal information when requested (California Civil 
Code § 1798.105). However, many other states still need to catch 
up, and US users of home monitoring technology should be warned 
that their privacy may not be protected. In general, the USA would 
benefit from a federal law that provides protection similar to that 
provided by the EU GDPR to ensure that people in in all states of 
the USA have proper privacy protection.

Individually identifiable home-monitoring health information  
entered into an electronic health record (EHR) becomes HIPAA- 
protected health information. HIPAA contains certain exceptions 
for covered entities to use or disclose protected health informa-
tion, such as for public-health activities (45 CFR § 164.512(b)) and 
health-oversight activities (45 CFR § 165.512(d)). For example, 
this would cover a physician’s electronically transmitting a cluster 
of high temperature readings to the local public-health authori-
ties for the purpose of controlling or preventing COVID-19, or  
their sending data in the EHR from home monitoring products 
to states’ contact-tracing programs. Furthermore, the Office for 
Civil Rights at HHS announced in April 2020 that it will also not 
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impose possible penalties for violations of certain HIPAA rules 
against business associates or covered entities in cases in which 
business associates use or disclose protected health information 
for public-health activities (consistent with 45 CFR § 164.512(b)) 
or health-oversight activities (consistent with 45 CFR § 165.512(d)) 
during this pandemic37. Business associates are usually allowed 
to use or disclose protected health information for such purposes 
only if this is explicitly permitted in their business associate agree-
ment (BAA) with the covered entity37. However, the Office for Civil 
Rights will exercise its enforcement discretion only where the busi-
ness associates act in good faith and notify the covered entity within 
10 calendar days after the disclosure or use occurs37.

The HIPAA Security Rule contains security standards for pro-
tecting electronic protected health information. The healthcare 
sector has heightened vulnerability to cyber attacks, and these 
incidents can lead to suboptimal care or harm to people. In cases 
of limited modifications to the software or hardware of certain 
non-invasive remote monitoring devices, the FDA also recom-
mended in its enforcement policy that manufacturers implement 
suitable cybersecurity controls to maintain device safety and func-
tionality as well as to ensure device cybersecurity38. Cybersecurity 
vetting can take months, especially for newer products, which could 
prevent the rapid deployment of these technologies when they are 
most needed. The use of Bluetooth technology for exposure notifi-
cation, for example, is far less invasive than the collection of WiFi 
or global-positioning-system location data, but Bluetooth is also 
known to be vulnerable to cyber attacks39,40.

Best fundamental ethical practices for privacy. Home moni-
toring technologies represent a new and potentially problematic  
incursion into the privacy of people. Because of the heightened  
privacy expectations, especially in the users’ home, it is important 
that technology companies, healthcare providers, and public-health 
officials operate with the highest ethical standards, in particular 
when the existing privacy regulations do not apply. This includes  
the utilization of anonymized data whenever possible (and other-
wise preferably with people’s consent) and having safeguards in 
place for re-identification risk41. In general, people should be  
given the choice to use home monitoring technologies and  
should be expressly asked to ‘opt in’. They should also be able to 
‘opt out’ and to stop sharing their home monitoring data at any  
time. Further, all people in the USA should have a ‘right to be  
forgotten’ similar to the one in the EU GDPR, whereby people can 
usually request the erasure of their personal data (Article 17), and 
the CCPA (California Civil Code § 1798.105(a)). To avoid under-
mining data analysis efforts and to keep governance of these tech-
nologies similar to the CCPA, the right to be forgotten should be 
limited to personal information and should not be extended to 
de-identified or aggregate consumer information (California Civil 
Code § 1798.140(o)).

The use of home-monitoring data beyond direct patient treat-
ment or user application, especially connected to COVID-19 sur-
veillance efforts, should be transparent. This will allow people the 
opportunity to decide if they find this use permissible or if they 
want to avoid the application of these technologies. For example, an 
app that exclusively monitors users’ daily energy consumption and 
exercise activity to maintain and improve their good cardiovascu-
lar health11 during the COVID-19 pandemic should, among other 
things, transparently inform users whether and for what purposes 
their data will be shared with third parties. The commercial use of 
data from home monitoring products should also be banned, unless 
the use is stated very clearly up front and people can still use the 
product even if they refuse to consent to the commercial use of their 
data. In general, as long as there is no new federal law in the USA 
that protects all health-related data, individually identifiable data 
generated by home monitoring products should either be stored 

in the patients’ medical records or be covered by BAAs — where 
the data will receive HIPAA’s protections — or should be stored in 
the users’ device or smartphone rather than on remote servers. This 
data architecture will limit invasion of privacy by preventing easy 
access to the data.

There is also more work to be done when it comes to the  
equitable application of home monitoring technologies. Monitoring 
requires access to technologies such as a smartphone or other 
devices, and this fact raises ethical questions about whether cur-
rent health disparities will be further increased rather than being 
mitigated. To its credit, the European Commission, for example,  
has recognized this issue in the context of digital contact tracing  
(or, as we call it, ‘exposure notification’) and has explained that 
“manual tracing will continue to cover citizens who could be  
more vulnerable to infection but are less likely to have a smart-
phone, such as elderly or disabled persons”36. However, home  
monitoring products may be the most useful for these vulner-
able people. Efforts should be made by public-health authorities 
to include the most vulnerable groups to benefit from new home 
monitoring technologies.

Best US regulatory practices for privacy and security. In the cur-
rent public health emergency, US healthcare providers and technol-
ogy companies should make sure — to the best of their ability — to 
comply with HIPAA and protect people’s privacy. As a best practice, 
developers should try to incorporate HIPAA’s requirements, such as 
encryption, into their home monitoring even when HIPAA does not 
directly apply to their products. Entities governed by HIPAA, such 
as hospitals, seeking to collaborate with non–HIPAA-covered tech-
nology companies typically enter into BAAs. BAAs usually contain 
proper safeguards on the disclosure and use of HIPAA-protected 
health information. The negotiation and finalizing the setting-up 
of BAAs, however, can be time-consuming — valuable time that  
the parties probably do not have during this public-health emer-
gency. Thus, to promote the execution of BAAs during the 
COVID-19 pandemic and for the sake of people’s privacy, HHS 
should consider creating a temporary BAA for stakeholders look-
ing to implement home monitoring technologies for combating 
COVID-19 to be used during this pandemic. Unique terms for the 
COVID-19 BAA could include minimum privacy standards, addi-
tional time to report to covered entities or to respond to people’ 
requests for access, and expanded ability to disclose information for 
public-health purposes.

Likewise, HHS should create a rapid process for cybersecu-
rity vetting of new home health technologies used to combat  
COVID-19. To balance security concerns with the need to act 
swiftly, HHS should establish guidance on the basic minimum 
cybersecurity standards needed during the COVID-19 pandemic. 
This best-practice guidance should both facilitate the rapid imple-
mentation of new products and articulate, among other things, the 
preferred technology to use (e.g., Bluetooth proximity technology), 
security measures to mitigate cyber-attacks, and a protocol for a  
fast response to any vulnerabilities uncovered, including recalling 
products when necessary.

Conclusions
Home monitoring technologies have considerable potential to 
decrease personal contacts between people and thus exposure to 
COVID-19. However, the rapid development of new products also 
poses challenges ranging from safety and liability to privacy. The 
motto ‘ethics by design, even in a pandemic’ should guide makers 
in the development of home monitoring products to combat this 
public-health emergency.
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