
Nature Reviews Microbiology | Volume 22 | April 2024 | 191–205 191

nature reviews microbiology https://doi.org/10.1038/s41579-023-00984-1

Review article  Check for updates

Machine learning for microbiologists

Francesco Asnicar    1,5, Andrew Maltez Thomas    1,5, Andrea Passerini2, Levi Waldron    1,3  & Nicola Segata    1,4 

Abstract

Machine learning is increasingly important in microbiology where it is 
used for tasks such as predicting antibiotic resistance and associating 
human microbiome features with complex host diseases. The 
applications in microbiology are quickly expanding and the machine 
learning tools frequently used in basic and clinical research range 
from classification and regression to clustering and dimensionality 
reduction. In this Review, we examine the main machine learning 
concepts, tasks and applications that are relevant for experimental 
and clinical microbiologists. We provide the minimal toolbox for a 
microbiologist to be able to understand, interpret and use machine 
learning in their experimental and translational activities.
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allow microbiologists to grasp the potential of machine learning in their 
field and enable them to consider using it in their research. Readers can 
expand their knowledge on the topic with other relevant reviews5,6.

Supervised machine learning
Supervised machine learning tasks build a model that links entities 
or samples (for example, specific bacterial strains) with an outcome 
variable of interest (for example, their a priori unknown taxonomic 
label) using information from available experimental data (for exam-
ple, known assignments of well-studied strains to their taxonomy) 
(Fig. 1a). Biological samples are associated both with outcomes of inter-
est (any information about the sample and its context) and with a set of 
features that can be extracted from the sample itself with experimental 
approaches (for example, the sequence of the gene or genome of the 
strain, or phenotypic information obtained by in vitro experiments on 
the strain). Together, outcomes and features from samples are called 
examples and make up the ‘Training examples’ that are the input of 
the machine learning model (Fig. 1a). During the ‘Training phase’ the 
algorithm exploits the training examples to train the model that can 
be used to make predictions — in the ‘Prediction phase’ — about the 
outcome variable of new samples for which only its features are avail-
able (Fig. 1a). For example, a supervised classifier trained on known 
genome–species assignments that uses the presence or absence of 
specific genes in the genomes as features could be used to predict the 
species assignment of a new isolate lacking taxonomic information but 
for which the same types of features are available. When supervised 
learning uses categorical labels (for example, taxonomic labels) for the 
outcome variable, it is referred to as classification (Fig. 1b), whereas 
regression (Fig. 1c) refers to the case in which the outcome variable 
is a numerical continuous variable (for example, the optimal pH for 
a bacterium to grow). Many different methods for supervised (and 
unsupervised) learning are available and their diversity is enriched by 
the availability of many software implementations (see Supplementary 
Table 1 and Supplementary Box 1), allowing researchers to explore the 
most suitable solution for their machine learning tasks.

Taxonomic classification is a typical example of supervised 
learn ing in microbiology. The Ribosomal Database Project (RDP) 
classifier7, for instance, trains a naive Bayes model to link 16S rRNA 
gene sequences to their taxonomic labels and then uses the trained 
model to assign taxonomic labels to new 16S rRNA gene sequences.  
A naive Bayes classifier is a simple probabilistic model performing lin-
ear classification, and has been shown to be effective for the taxonomic 
classification of features coming from shotgun metagenomics8,9. Other 
tools employing many different machine learning algorithms for taxo-
nomic classification of 16S rRNA genes from isolate sequences or of 16S 
rRNA gene fragments from microbiome experiments have been devel-
oped for this task10–14, including k-mer profiling and support  vector 
machines (SVMs), frequently with better success than simple naive  
Bayes solutions15.

Other supervised learning approaches that use genomic data 
as features are those, for example, that try to predict functional or 
phenotypic characteristics. Several existing systems16–18 are exam-
ples of different machine learning approaches to predict antibiotic 
resistance from genomic and metagenomic data19,20. The pathogenic 
species Mycobacterium tuberculosis has genomic elements with a 
complex antimicrobial resistance evolution, and the SVM algorithm 
has been used to identify known and novel antimicrobial resistance 
genes starting from a training set of >1,500 M. tuberculosis genomes18 
with experimentally tested antibiotic resistance profiles. A machine 

Introduction
Machine learning is a flexible set of tools for identifying patterns 
and relationships in complex data and for making decisions based 
on those data. A machine learning model can allow a vehicle to drive 
autonomously or use stool microbiome sequencing data to predict 
the presence of a disease. The experimental data collected in modern 
microbiology studies have reached a level of complexity where machine 
learning becomes necessary and an opportunity for tasks ranging from 
diagnostics in medicine to biomarker discovery.

Machine learning is a very broad discipline. It can be generally 
categorized as supervised machine learning, aimed at developing 
predictive models given training data where the answers are known, 
and unsupervised machine learning, aimed at grouping observations 
or creating simplified representations of major structures of the data. 
Examples for the former include inferring the antibiotic resistance pro-
file of an isolate from its genome, learning whether and which compo-
nents of human-associated microbial communities are involved with a 
given host condition or developing clinical decision support systems to 
recommend treatment options from pathogen or microbiome experi-
mental data (Box 1). For unsupervised machine learning, applications 
range from grouping microbial genes with similar expression patterns 
to binning 16S rRNA gene amplicons into operational taxonomic units.

The importance of machine learning in microbiology is increasing 
and software tools are becoming more convenient and easier to adopt 
in this field. However, microbiologists are still being trained with little 
focus on quantitative and often insufficient statistical background to 
empower the potential of machine learning in their fields. Machine 
learning has complex statistical and theoretical backgrounds that will 
remain inaccessible to most microbiologists. However, machine learn-
ing is now structured in such a way that understanding the details of its 
formal foundations is not necessary to be able to use it, as long as there 
is a clear understanding about how to correctly apply it. The present  
Review has the goal of enabling microbiologists to ‘drive’ the machine 
learning car without necessarily knowing how the engine of the car 
works internally. Microbiologists with limited background in statistics 
and computer science should thus be able to grasp the main concepts 
of machine learning and include them in their activities ranging from 
their own experiments to the critical assessments of the work done 
by colleagues.

In this Review, we cover the aspects that we consider most impor-
tant to enable microbiologists to use machine learning. In the first part, 
we introduce supervised and unsupervised machine learning tech-
niques (with a specific focus on high-throughput microbiology set-
tings), and we examine approaches for dimensionality reduction, as 
they are frequently used for exploratory microbiological investiga-
tions, and also feature selection, which is key to identifying the most 
relevant aspects of the microbiological phenomenon. We mention 
some specific machine learning algorithms of interest, but we do not 
aim to discuss them in depth and we refer the interested reader to 
more specialized literature1–4. In the second part, we review the main 
aspects of model selection that are important to maximize the power 
of the machine learning approach, before focusing on the key practical 
aspects of how to evaluate a machine learning model and how to apply 
it in real-world scenarios minimizing underlying biases. We complete 
our view with several practical examples of available software imple-
mentations that can be used by microbiologists with limited compu-
tational background, discuss common pitfalls to avoid in the field and 
provide a practical checklist to consider when reading or assessing a 
machine learning-based work. The topics presented in this work will 
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learning framework based on a set of adaptive boosting classifiers21 
was developed to extend the identification of antimicrobial resistance 
to several bacterial species16, whereas the DeepARG model17 uses deep 
learning22 to predict antibiotic-resistant genes that can be used for 
the monitoring of environmental sources such as water, wastewater 
and food (Box 1). The prediction performance of machine learning is 
typically dependent on the size of the training set (assuming the qual-
ity of the data is granted), and the automatic detection of antibiotic 
resistance genes in Escherichia coli, for which a lot of experimental 
data are available, is shown to be particularly effective19. Other machine 
learning approaches were developed to predict less specific phenotype 
characteristics, including DeepBGC23 for identifying biosynthetic gene 
clusters and Traitar24 to predict different phenotype traits including 

carbon and energy sources, aerobic and spore-forming capabilities, 
and enzymatic activities.

Supervised learning in high-throughput 
microbiology settings
With the advent of high-throughput assays in microbiology such as 
next-generation sequencing of environmental samples (metageno-
mics), supervised machine learning methods are key to modelling com-
plex and high-dimensional feature sets with phenotypes and clinical 
data of interest. High-dimensional quantitative features can represent 
a microbiological sample, for instance, by using the relative abun-
dance of the hundreds of species present in it, the presence or absence  
profile of genes of a particular catalogue, or the single-nucleotide 

Box 1

Tasks and examples of supervised machine learning applications  
in microbiology
Example 1. Machine learning to mine host–microorganism 
interactions
Understanding host–microorganism interactions can provide insights 
into molecular mechanisms underlying infectious diseases, guide 
discoveries of novel therapeutic modalities or lead to the repurposing 
of available drugs. Supervised machine learning methods such as 
DeNovo127 have been developed to predict interactions between 
viral proteins and human proteins, irrespective of viral taxonomy 
and intra-species protein–protein interactions.

 • Data set: VirusMentha128, a data set containing 5,753 unique 
interactions between 2,357 human proteins and 453 viral proteins, 
covering 173 different virus species in 25 subfamilies.

 • Features: protein amino acid sequences.
 • Target variable to predict: whether there is an interaction between 
two proteins.

 • Machine learning model: support vector machines.
 • Training or testing sets: due to the intricacies of the experiment, 
the authors created subsets that contained interactions of 
viruses taxonomically far from those in the training set to imitate 
predicting a novel virus.

 • Validation setting: cross-validation.
 • Main result: accuracy of up to 81% and 86% when predicting 
protein–protein interactions of viral proteins that had no and 
distant sequence similarity to the ones used for model training.

Example 2. Machine learning to identify antimicrobial 
resistance
Early identification of the microbial species causing an infection can 
aid in the choice of antimicrobial therapy and dosage, which are critical 
for the outcome of an infection. Rapid and accurate methods are 
needed in the clinic, with one approach applying supervised machine 
learning using matrix-assisted laser desorption/ionization–time of 
flight (MALDI-TOF) mass spectra to predict antimicrobial resistance129.

 • Data set: 300,000 mass spectra with more than 750,000 
antimicrobial resistance phenotypes derived from four medical 
institutions.

 • Features: MALDI-TOF mass spectra profiles of clinical isolates.
 • Target variable to predict: antimicrobial resistance.
 • Machine learning models: logistic regression, gradient-boosted 
decision trees and neural networks.

 • Training or testing sets: random split into 80% training and 
20% testing, stratifying for antimicrobial class and the species, 
ensuring that multiple samples from the same patient were part  
of either the training or testing set, but not both.

 • Validation setting: cross-validation.
 • Main result: areas under the receiver operating characteristic 
curves between 0.80 and 0.74 for detecting antimicrobial-resistant 
and clinically important pathogens such as Staphylococcus 
aureus, Escherichia coli and Klebsiella pneumoniae.

Example 3. Machine learning to predict host disease status
The use of microbial features to predict host characteristics has been 
particularly successful in the study of the human microbiome, where 
studies have independently linked the gut microbiome to colorectal 
cancer and two works identified robust and reproducible associations 
across different cohorts and populations25,26. These findings provide a 
foundation for future mechanistic studies and clinical prognostic and 
diagnostic tests.

 • Data set: 969 faecal metagenomes from seven data sets.
 • Features: presence and relative abundances of microbiome 
species.

 • Target variable to predict: colorectal cancer versus control.
 • Machine learning model: random forest and least absolute 
shrinkage and selection operator (LASSO).

 • Training or testing sets: random split into 80/20 for training and 
testing sets (cross-validation); training on all but one data set  
and testing on the left out data set from the leave-one-data  
set-out (LODO) approach.

 • Validation setting: cross-validation and LODO validation.
 • Main result: average area under the receiver operating 
characteristic curve consistently above 0.80 in predicting 
colorectal cancer.
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Fig. 1 | General workflow and examples for machine learning applications  
in microbiology. a, High-level workflow of supervised machine learning 
describing different types of molecular (DNA, RNA, proteins and so on) and 
phenotypic (morphology, motility, pH and so on) characteristics derived 
from biological samples (pink background) that form the set of features 
(indicated as F1–Fn), and target values generated from potential other 
information (blue background) associated with the biological samples 
(indicated with double-headed black arrows). The ‘Training phase’ details 
the input data (for example, relative abundance, metabolite quantification, 
gene expression and so on; violet background) and the steps that will produce 
the trained model, which include model selection, adjustment of the parameters, 
construction of the model and feature selection. The same set of features 
used for training the model but derived from new unseen and unlabelled 
biological samples (yellow background) are the input for the trained model 

(‘Prediction phase’) to predict the unknown corresponding outcome variable 
(‘?’). b, Application of supervised learning, using 737 species-level relative 
abundance values as input features to classify 107 stool microbiome samples 
into control versus colorectal cancer categories (original data from ref. 119 
and available in ref. 120). This example uses the random forest classification 
algorithm and shows the median model’s performance (bold red line). For 
comparison, the dashed black line shows the performances of a random model. 
c, Application of supervised learning to estimate Bacillus subtilis growth rates 
(measured as optical density) from 3,848 gene expression values from more 
than 20,000 B. subtilis cells as input features80. The example uses the random 
forest regression algorithm and reports the distributions of the predicted 
optical density values for each of the measured values. AUC, area under the 
curve; BMI, body mass index.
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variants detected in genes of interest. Many machine learning 
approaches focus in this context on discriminating between cases 
and controls in clinical settings to inform mechanistic experiments or 
design new diagnostic tools (Fig. 1a,b). For instance, two large multi- 
data set analyses25,26 linked colorectal cancer with the composition 
of the gut microbiome using random forest and sparse linear clas-
sifiers such as the least absolute shrinkage and selection operator 
(LASSO) (Box 1). These analyses identified a highly similar reproduc-
ible microbial signature that has been independently validated in sev-
eral cohorts. It is important to underline how two different machine 
learning approaches achieved almost identical results, as it is usually 
not possible to establish which is the best machine learning approach 
even for a specific task, and investigators should focus more on mak-
ing sure the machine learning algorithms are applied in a sound way 
and on clean data rather than on the choice of machine learning (sub)
approaches. Microorganisms can also be found in cancer tissues, and 
machine learning discrimination based on microbial reads found in 
host sequencing efforts has a diagnostic potential27.

Links between the human microbiome and six different diseases 
were described in a work28 where more than 2,400 metagenomic sam-
ples from eight studies were used in a machine learning framework 
using a panel of different classifiers. An SVM algorithm trained on 50 gut 
microbial gene markers discriminated individuals with type 2 diabetes 
from healthy controls29, whereas the random forest method applied on 
plaque microbiome profiles characterized the health status of dental 
implants with diagnostic and prognostic potential30. The random forest 
method also allowed predictions of overall mortality risk by training 
based on human gut microbiome features31, and LASSO was used to 
identify a microbial signature from faecal microbiome samples with 
pancreatic cancer32. Many more examples are available as machine 
learning is increasingly used to estimate the strength of association 
between microbiomes and host characteristics such as diet, body mass 
index (BMI) and other cardiometabolic markers33. Accurate prediction 
is an objective distinct from causal inference, another common goal in 
microbiome studies (see Supplementary Box 2).

Supervised machine learning in microbiology has the potential to 
support clinical tasks. As the microbiome has been shown to stratify,  
to some extent, patients with melanoma who respond to immuno-
therapy from non-responders34–37, rapid metagenomic testing sup-
ported by a machine learning-based decision system could indicate 
the most promising treatment option in a precision medicine setting. 
This is a very active research area and current results have not yet 
reached clinical application34,35,38–40. Machine learning can also sup-
port fighting the burden of infectious diseases by early identification 
of the infectious agents, for example by identifying microbial volatile 
organic compounds that discriminate between human pathogens41. 
Predicting the clinical success of faecal microbiota transplantation and 
the engraftment success of the transplant based on the characteristics 
of the donor sample is a similarly key medical task39,40,42. Early results 
suggest that machine learning-based matching of donor-recipient 
individuals can expand the clinical relevance of faecal microbiota 
transplantation beyond the current consolidated indication for the 
treatment of recurrent Clostridiodes difficile infections42–44.

Unsupervised machine learning
Machine learning is also extensively applied for tasks in which no 
outcome variable is available (Fig. 1a). In this ‘unsupervised’ setting, 
machine learning algorithms aim to find unknown structures in the 
data (for example, groups of similar samples) without any a priori 

knowledge of potential associations among samples. For example, 
consider isogenic bacterial cell populations in a liquid batch culture 
over time. The measurement of gene expression of each cell at different 
time points should identify cell growth phases. Unsupervised learning 
algorithms can partition groups of cells with similar gene expression 
profiles reflecting growth patterns. Similarly, a microbiologist with 
a large set of clonal colonies isolated from the same multi-species 
microbial source could use unsupervised learning on morphologies 
to identify strains from the same taxonomic units before focusing on 
specific species or functions. Unlike supervised learning, unsupervised 
learning can be used when labelled training sets are unavailable and 
when it is not known a priori what information is important. Unsuper-
vised learning has the potential to identify novel types of information, 
as it is not constrained to specific predefined labels.

Clustering is an unsupervised learning method that organizes sam-
ples into groups (clusters) based on a similarity measure. The k-means 
and k-medoids are examples of partitional clustering methods that 
minimize the average distance between samples in a given cluster and 
the sample designated as the centre of the cluster, respectively. They 
both require the number of clusters (k) to be specified a priori (Fig. 2a). 
Applying partitional clustering suggested the presence of distinct 
microbial community composition types driven by the abundance of 
certain members of the bacterial community in the gut (enterotypes)45 
and in other human body sites46, although others have noted a lack of 
defined boundaries between these clusters47–49. Clustering on its own 
does not provide an algorithm to classify other samples in the future, 
but the clusters can be used as labels to train a supervised classifier for 
this purpose. However, using the same measurements (for example, 
taxonomic relative abundance) both to cluster samples and, then, to 
compute statistical tests for differences between those clusters should 
be avoided as this leads to inflated P values and type 1 error50.

Clustering can be applied in diverse contexts using ad hoc distance 
functions or metrics: by defining genetic and phylogenetic distances 
between genomes within a single species, clustering allowed the identi-
fication of subspecies of the intestinal commensal Eubacterium rectale. 
This approach relied solely on uncultured metagenome-assembled 
genomes, highlighting differences in motility and carbohydrate utiliza-
tion genes among the identified subspecies51. Hierarchical clustering 
methods provide additional flexibility by bypassing the need to specify 
the number of clusters prior to the analysis. Hierarchical clustering can 
use either an agglomerative approach, assigning each data point to its 
own cluster and merging similar pairs of clusters as the algorithm moves 
up the hierarchy, or a divisive one, assigning all data points to a single 
cluster and then partitioning clusters by least similar cluster members 
(Fig. 2b). Agglomerative hierarchical clustering methods applied on 
genetic similarity metrics have enabled the analysis of large volumes of 
sequence data, such as the organization of millions of prokaryotic 16S 
rRNA gene sequences into operational taxonomic units52–54, or the defi-
nition of known and unknown species-level genome bins from hundreds  
of thousands of microbial genomes assembled directly from 
metagenomes55. Cluster similarity thresholds for these tasks are typi-
cally set to 97% identity among 16S rRNA genes56,57 to define operational 
taxonomic units and 95% whole-genome identity among strains to 
define species55,58. Although there is multiple support, especially for the 
latter, investigators should be always aware that clustering thresholds 
cannot fully represent the nuances of microbiological entities59,60.

Given the unprecedented increase in microbiological data 
generation, algorithms employing clustering concepts have been 
fundamental to overcoming computational challenges faced in 
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sequencing-based molecular approaches. By reducing the redun-
dancy of sequence sets and costs of downstream analysis and stor-
age, greedy clustering algorithms53,54,61 have enabled an in-depth view 

of the structure, diversity and function of microbial communities 
across habitats ranging from human body sites to the depths of the 
Arctic Mid-Ocean Ridge62–64. Gene catalogues covering the genomic 
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distances calculated using the protein content of 3,598 genomes collected 
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clusters representing 4,449,296 sequences from 2,321 candidate phyla radiation 
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PCA is used for visualization and points are coloured according to cluster 
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within a single cluster. Bar plot shows the fraction of genomes assigned to each 
cluster (top right). b, Heatmap showing the presence (yellow) and absence 
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The genomes were sorted using agglomerative hierarchical clustering applied 

on Jaccard pairwise distances and calculated using the protein content of the 
genomes. Hierarchical clustering defines clusters by ‘cutting’ the hierarchical 
tree at a certain height. In the example, two clusters can be defined, and also in 
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data. The first two components, for instance, explain 29% of the variance, and  
the first principal component alone already permits partial separation of 
taxonomic divisions of origin of the protein clusters.

http://www.nature.com/nrmicro


Nature Reviews Microbiology | Volume 22 | April 2024 | 191–205 197

Review article

repertoire of microbiomes in given environments deeply rely on clus-
tering and redundancy reduction and serve as a reference resource 
for the field65–67. Sequence clustering algorithms such as MMSeq2 
(ref. 68) aid in dealing with challenges faced in functional gene infer-
ence including homology detection, which is particularly relevant 
as sequences without annotations can range from 29% to 35% of the 
total depending on the environment69. Scalability is also important, 
as protein catalogue searches require large computational resources 
and catalogues comprise more than 205 million genes from the UniProt 
database70 and 170 million genes from the human gut71.

Unsupervised learning beyond clustering: 
dimensionality reduction
Another class of unsupervised learning algorithm aims to represent 
high-dimensional data (for instance, where a very high number of 
features are measured) in a lower-dimensional space (for example, in 
two dimensions that can be conveniently plotted), and is called dimen-
sionality reduction. These techniques have become a very common 
approach in microbiology for data visualization, for exploratory data 
analysis and for reducing the dimensionality of the data for downstream 
machine learning tasks. Principal component analysis (PCA) is a dimen-
sionality reduction technique based on the Euclidean distance among 
samples72 that reduces data into a lower-dimensional space of compo-
nents representing groups of correlated original variables, where the 
first component will contain the major source of variance between 
samples (Fig. 2c,d). Applying PCA to the chemical property space of 
small molecules has shown non-obvious associations between chemical 
structure and differing permeabilities among bacteria, as well as dif-
ferences between antibacterial compounds and non- anti-infectives73. 
Extensions of PCA to exploit other distance metrics or dissimilarity 
measures among samples instead of samples’ raw variables, such as 
principal coordinate analysis (PCoA), have been particularly success-
ful in the microbiome field as β-diversity estimates could be plugged 
directly into the dimensionality reduction procedure to reveal the 
overall structure of a data set64,74–76.

Other dimensionality reduction methods try to preserve, as much 
as possible, the local non-linear neighbourhood structures when pro-
jecting data in low-dimensional space. Two such approaches that 
became very popular are t-distributed stochastic neighbour embed-
ding (t-SNE)77 and uniform manifold approximation and projection 
(UMAP)78. These tools have been useful in elucidating cellular trajecto-
ries that reflect developmental transitions in the parasite Plasmodium 
berghei using single-cell RNA sequencing79, as well as transcriptional 
responses to heat shock treatment and transcriptional states across 
Bacillus subtilis growth curves80.

Many microbiome research reports include a two-dimensional 
representation of the samples based on dimensionality reduction with 
β-diversity metrics (for instance, micro-ecology distance functions 
between microbiomes). In this initial exploratory data analysis, the 
conditions of interest (for example, cases versus controls, or sampling 
of different environments) are overlaid by colouring the samples in the 
plot30,64,81–83. Although this approach can lead to the intuitive identifica-
tion of patterns in the sample space linked with relevant conditions, 
such findings should not be overinterpreted48 and should be verified 
with statistical approaches (for example, by analysis of variance-based 
methods) or machine learning tools (for example, by classification or 
clustering analysis).

With new technologies enabling both phenotypic and geno-
typic profiling of single bacterial cells and communities at an 

unprecedented scale and depth80,84,85, reducing the feature space of 
these high-dimensional data sets and grouping together similar cel-
lular or community profiles will aid in revealing underlying biological 
patterns and spatiotemporal processes86.

Feature selection and extraction
In machine learning, the main objective of feature selection is the 
reduction of the original number of input features that will be used 
for training the machine learning model. This is not to be confused 
with feature extraction, which refers instead to the generation of 
new features starting usually from a (very large) set of input features, 
that can be used together with the original features. In a microbiome 
study, for example, samples may be represented by millions of features, 
corresponding to the number of genes contained in microbial gene 
catalogues that can be found in samples87, and it is inconvenient to 
maintain this high-dimensional data space for all machine learning 
tasks. Both feature selection and feature extraction can improve the 
generalization and simplification of the machine learning model by 
using a reduced set of input features. They can also help mitigate the 
‘curse of dimensionality’ (refs. 88,89), and can improve the overall 
learning performance. Additionally, feature selection can have the 
more practical goal of reducing the computational running times of 
the algorithms90. In many cases, however, feature selection has the 
final goal of providing a biological interpretation of the model and 
informing targeted follow-up experiments. As an example, the observa-
tion that Fusobacterium nucleatum and Clostridium symbiosum were 
among the most important features in diagnosing colorectal cancer 
from an analysis of the stool microbiome91,92 promoted the use of these 
microbial markers in clinical use93,94 and pointed to several mechanistic 
studies that partially elucidated causative links of F. nucleatum with 
colorectal cancer95,96. Feature selection and feature extraction should, 
of course, be applied only on data of sufficient quality because this 
step — as well as the whole machine learning process — is subject to 
the general principle of ‘garbage in, garbage out’; if the input data are 
of poor quality, the output predictions will also be unreliable (Box 2).

There are several types of feature selection techniques. Some 
machine learning algorithms already embed feature selection steps, 
including the random forest method that provides a feature impor-
tance score, or the LASSO that constrains most regression coefficients 
to be exactly zero. General-purpose feature selection approaches used 
in the field extend to the removal of low-abundance or low-prevalence 
features, independently of the outcome labels97, univariate filters98 or 
sure independence screening99. Feature selection can be combined 
with any learning tools by evaluating prediction performance. This 
involves the iterative removal or addition of features to identify those 
that seem redundant or provide no new information. Other feature 
selection approaches include recursive feature elimination based 
on SVMs, which was proposed for selecting genes associated with 
 cancer tissues from micro-array data100, and the minimum redundancy 
maximum relevance, which selects features with a weak correlation at 
input but a strong correlation with the target value101. Dimensionality 
reduction is a popular feature extraction approach that represents the 
initial feature set with a smaller number of components that do not nec-
essarily correspond to any of the initial features. Such dimensionality 
reduction-based feature extraction methods are very effective when 
aggressive reduction of the dimensionality of data is needed and is not 
necessary to preserve the original features within the model.

Among the many examples available, feature selection using the 
LASSO was followed by SVMs to classify patients with diabetes treated 
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with metformin, untreated patients with diabetes and non-diabetic 
controls102. In another work103, three feature selection approaches 
were tested (ridge regression, LASSO and elastic net) in combination 
with several machine learning classification algorithms (Adaboost, 
SVM, FURIA, decision tree, Logitboost, neural network, random 
forest and k-NN with Logitboost) to identify disease-associated 
microbiome biomarkers from individuals with inflam ma tory bowel 
disease. Feature selection with LASSO was used also in combination 

with the random forest method to classify colorectal cancer using 
microbiome samples from the gut and oral body sites, and their 
combination104,105.

Several machine learning algorithms can also output an estimation 
of the importance of the features in the model (for example, the random 
forest method provides the relative importance of each feature), which 
can be used to identify the features that can help explain the predictions 
of the model or can be followed up by targeted studies.

Box 2

Common critical pitfalls of machine learning application  
in microbiological studies
Evaluating the model. Evaluation metrics are never general enough 
to express how the model performs under all conditions and it is 
important to understand what each metric expresses and what it 
hides108. Unbalanced machine learning problems (that is, problems 
in which the samples of one class are substantially fewer than those 
of the other classes) should not be evaluated with the accuracy 
measure but, rather, with the F1 measure or the area under the 
precision–recall curve.

The problem of overfitting. Selecting and tuning learning models 
with the appropriate complexity to fit the underlying relationship 
between variables requires a balance between the capacity of the 
model to capture this relationship and the risk of fitting the noise or 
the unique exceptions to each sample. Importantly, to verify model 
performance and avoid over-optimistic (and overfitted) estimates, 
an independent test set never used during the training phase should 
be applied to evaluate the model. In some situations, overfitting 
is also the consequence of an error in the design of the machine 
learning experiment; for example, reducing the features to the most 
relevant ones in a data set and then using those features to perform 
classification on the same data set (see Fig. 4a) is an unfortunately 
frequent error that completely invalidates the experiment130.

Predictors confounded with the outcome. Confounders are 
common effects of both the predictors and the outcome and can 
lead to spurious and biased predictions102,131. Matching confounding 
variables across data sets, as well as standardization and stratification, 
can help mitigate this dependency. Confounders can be used in a 
regression analysis to produce residualized variables and used as 
input for prediction models.

Input training (and testing) data quality: ‘garbage in, garbage out’.  
Even the best possible machine learning algorithm applied to 
the simplest machine learning problem cannot generate reliable 
predictions if the quality of the input data (samples and examples)  
is not sufficiently high. Errors, mislabelling, noise, file corruptions  
and wrong or missing pre-processing or normalizations are just  
some of the potential ‘data quality’ issues, and all have a crucial 
impact on the machine learning results. It is thus very important 
to assess the quality of the input data before starting any machine 
learning analysis.

Batch effect. This refers to systematic variations that occur during 
data acquisition or processing, which can hinder the biological signal 
not related to biological factors, biasing the results by introducing 
spurious variations in a group of samples. Batch effects can be 
generated at different steps of the project, such as sample collection 
and storage, DNA extraction, library preparation, sequencing and 
data processing109,132. To address batch effects, a careful study 
design, normalization and appropriate statistical models, as well as 
replication and validation cohorts, should be considered. Accounting 
for batch effects through blocking and randomization of samples to 
batches during experimental design can improve the reliability and 
reproducibility of results.

Low sample size. In high-dimensional data, the greatest gains 
in prediction accuracy come from increasing the sample size. 
Leave-one-out cross-validation — in which a model is trained on  
all examples but one and tested on the single left-out example,  
and the procedure is iterated over all examples — is a common 
strategy to estimate performance in small data sets, although it  
is not free from technical issues and over-optimistic estimates.

Missing reproducibility. Obtaining a high accuracy for a machine 
learning task on a data set evaluated via cross-validation or discovery/
validation approaches does not usually translate into having the  
same performance on unseen samples from different data sets.  
For a model performance to be reproducible, it is key to test the 
model on new data sets in cross-data set evaluation and using  
the leave-one-data set-out (LODO) approach (Fig. 3d).

Association is not causation. Correlation and causation are different 
concepts, as causes cannot be reduced to correlations, or to any 
other statistical relationship. Correlations are symmetrical (if ‘x’ 
correlates with ‘y’, then ‘y’ correlates with ‘x’), lack direction and are 
quantitative. By contrast, causal relationships are asymmetrical (if ‘x’  
causes ‘y’, then ‘y’ is not a cause of ‘x’), directional and qualitative. 
Being purely observational, machine learning models are generally 
blind to causality because they fit underlying correlations between 
variables, and have been shown to be positively biased towards  
fitting spurious correlations instead of direct causal relationships, 
which can lead to biological misinterpretation and translational gaps. 
Causal inference is discussed in Supplementary Box 2.
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Model selection
The step of model selection exploits the training data to identify the 
best machine learning model based on the evaluation of different types 
of models, or across models of the same type but with different hyper-
parameter settings. Choosing a model with appropriate complexity  
and parameter settings requires balancing its capabilities of represent-
ing the underlying relationships between variables (model bias) and its 
sensitivity to overcome noise (model variance) that can be due to both 
biological and technical reasons106. A machine learning model that is 
too simple to capture underlying relationships typically suffers from 
high bias and low variance (underfitting), whereas an overly complex 
model typically suffers from low bias and high variance (overfitting) 
and performs well on training data but is unlikely to perform well on 
new unseen data107. Microbiological experiments generally produce a 
high number of variables that exceed the number of samples. Hence, 
choosing appropriate strategies to evaluate machine learning models 
is important to provide robust and generalizable estimations and avoid 
biased models6. Feature selection is also an important aspect of model 
selection, as modelling variables not associated with the target label can 
lead to overfitting, over-optimistic model evaluation and diminished 
cross-data set performance. The performance of machine learning 

models can be maximized by using fewer and more discriminative 
features, resulting in models that better generalize to new unseen data, 
improving both model bias and variance.

Evaluation metrics for machine learning classifiers 
and regressors
A machine learning model without assessment of its prediction per-
formances on non-training data is of no value and should not be inter-
preted as a predictor. For machine learning evaluation, it is crucial to 
choose the appropriate evaluation metric for the task and select the 
most unbiased evaluation setting possible. Assuming to have a suffi-
ciently large set of instances for which the target variable is known and 
available for evaluation (that is, not used for model training) (Fig. 3a), 
the choice of the performance evaluation metric depends on the goal  
of the machine learning model, the experimental setting and also the 
label type108. For binary supervised problems, classifiers aim to distin-
guish the class of the ‘positives’ from the class of the ‘negatives’. The 
classification of a test sample will result in four types of outcomes: 
positive examples correctly classified as positives (true positives), 
negative examples correctly classified as negatives (true negatives), 
positive examples incorrectly predicted as negatives (false negatives) 

a c
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Fig. 3 | Training and testing strategies for supervised machine learning 
model evaluation. a,b, Supervised machine learning training (lighter boxes) 
and testing (bold boxes) strategies for when a single data set is available using 
splitting and re-sampling. Splitting one single data set into two subsets (usually 
with 80% and 20% of the samples, respectively) and using the larger one for 
model training and the smaller for model testing (panel a). k-Fold cross-validation 
iterates the previous splitting strategy k times (usually k = 5 or 10). It is also 
possible to repeat the k-fold cross-validation multiple times with random choices 
of the samples belonging to the folds. This strategy improves the validation 
power of the left-out same data set as it is less dependent on the choice of the 
samples in the testing set (panel b). c,d, Multi-data sets training and testing 

strategies using cross-data set or leave-one-data set-out (LODO) approaches. 
A cross-data set approach exploits one data set for training the model and 
the other independent data set for testing it. This is a better estimation of the 
generalization power of the model compared with single data set evaluations 
as it directly tests the performances of a different data set with potentially 
unavoidable differences (panel c). When more than two data sets are available, 
the LODO approach exploits n – 1 data sets for the training phase and uses the 
left-out data set for testing, repeating for all data sets. It combines the improved 
generalizability of the model when trained on distinct data sets with potentially 
different underlying differences with the comprehensive evaluation performed 
on multiple left-out data sets (panel d).
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and negative examples incorrectly classified as positives (false posi-
tives). Based on these four outcomes, several measures of the predic-
tion error can be calculated: accuracy, which is the fraction of correct 
predictions over all predictions; precision, which is the fraction of true 
positives over all positives; recall or sensitivity, which is the fraction of 
true positives over all correct predictions; and specificity, correspond-
ing to the fraction of true negatives over all negatives. The choice of 

the most appropriate metric to use is context-specific. For example, in 
a diagnostic setting, it is usually much more problematic to misiden-
tify a diseased individual (generating a false negative) than wrongly 
indicate disease (generating a false positive), and therefore recall is 
preferred over precision.

Many classifiers can produce, or estimate a posteriori, prob-
abilities for the classes to predict. These probabilistic scores can be 

Glossary

Accuracy
The number of correct classification 
predictions (true positives + true negatives) 
divided by the total number of predictions 
(true positives + true negatives + false 
positives + false negatives).

Area under the ROC curve
(AUC-ROC). A number between 0 and 1  
that is obtained by integrating the 
receiver operating characteristic (ROC) 
curve over the different classification 
thresholds and that represents the 
ability of a binary classification model 
to discriminate between two classes, 
where 0.5 and 1 represent the random 
and perfect classification of the 
samples, respectively.

Cross-validation
An approach to provide robust 
performance estimates of how well 
the trained model generalizes on new 
data by splitting a data set into multiple 
subsets and iteratively training on some 
subsets and testing on the others.

Data set
A set of examples with input features 
and target values (if available), used to 
train and/or evaluate machine learning 
models, that can be divided into three 
non-overlapping subsets: training, 
validation and test sets. It is crucial to 
ensure that the same example is not 
present in both training and test (or 
validation) sets for a correct estimate  
of the generalizability of the learned 
model.

Decision tree
A non-parametric supervised learning 
method with a hierarchical tree 
structure to represent a set of if–then–
else rules for different conditions. The 
internal nodes define conditions, and 
the leaves represent outputs.

Example
A processed version of the 
microbiological sample, including 
features and, possibly, targets.

Features
The microbiological data information 
extracted from the samples that are 
provided as input to the machine 
learning model.

Least absolute shrinkage and 
selection operator
(LASSO). A linear model approach that 
performs both variable selection and 
regularization (stabilization of regression 
coefficients) and tends to give solutions 
with few non-zero coefficients, to 
reduce the number of features and 
enhance the interpretability of the 
model.

Leave-one-data set-out
(LODO). An approach used to estimate 
model generalizability across data 
sets, that can be employed if multiple 
different data sets are available.

Model
A mathematical object with 
appropriately set parameters used 
to make predictions.

Naive Bayes
A supervised learning algorithm based 
on the application of Bayes’ theorem 
with the ‘naive’ assumption that all 
features are independent.

Neural network
A model with at least one hidden layer, 
a set of unobserved variables called 
‘neurons’ derived from input features. 
Deep neural networks contain at 
least two hidden layers, where each 
neuron in a hidden layer connects to 
all the neurons of the next hidden layer. 

Combining many hidden layers and 
their interconnections enable modelling 
complex and non-linear relationships 
between input features and target 
values.

Precision
A metric for classification models 
that measures the fraction of true 
positive examples over the set of 
examples predicted as positives (true 
positives / (true positives + false positives)).

Random forest
An ensemble method that relies on a 
collection of independently trained 
decision tree models whose predictions 
are then aggregated to make one single 
prediction.

Recall
A metric for classification models that 
measures the fraction of true positive 
examples over the set of positive 
examples, also known as coverage 
(true positives / (true positives + false 
negatives)).

Receiver operating 
characteristic (ROC) curve
Generally plotted as a graph between the 
true positive rate and the false positive 
rate at different classification thresholds 
for evaluating a binary classification 
model, the curve’s shape reflects the 
ability of the binary classification model 
to separate the two classes.

Samples
Original items, for example 
microbiological entities, from which 
features data and target values are 
derived.

Supervised machine learning
An algorithm that trains a model to 
predict the target based on input 

features, resulting in a trained model 
capable of classifying new and unseen 
samples using the same set of features.

Support vector machines
(SVMs). A set of supervised learning 
prediction methods based on statistical 
learning theory that aims to maximize 
the boundary between the positive and 
negative classes.

Target value
A priori defined classes or quantities  
of microbiological interest (for example, 
case or control labels, Gram positive  
or negative staining, optimal pH  
values for bacterial growth) associated 
with examples, that are available only  
at training time and need to be 
predicted at test time from the features 
alone.

Test set
The (sub)set of a data set used for the 
final evaluation of the trained model or 
for which the outcomes of interest are 
not known and should be predicted by 
the trained model.

Training set
The (sub)set of a data set that is used for 
training a machine learning model.

Unsupervised machine 
learning
An algorithm that trains a model based 
solely on input features to derive 
patterns without further knowledge 
about the samples from which features 
were extracted.

Validation set
The (sub)set of a data set used to 
evaluate a trained model.
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evaluated using threshold-free measures, such as the receiver oper-
ating characteristic (ROC) curve, which plots pairs of specificity and 
sensitivity values calculated at all possible threshold scores. The area 
under the ROC curve (AUC-ROC) summarizes the performances regard-
less of the threshold and ranges from 0.5 (random classification) to 
1.0 (perfect classification). It is particularly challenging to evaluate 
a classifier in the presence of imbalanced classes (that is, with largely 
different numbers of positive and negative instances) (Box 2). In such 
cases, measures on binary outcomes such as the F1 score (the harmonic 
mean of precision and recall) or on probabilistic output such as the 
area under the precision–recall curve should be preferred. Regression 
models instead need to quantify how close the models’ predictions are 
to the real values, called the estimation error. Relative measures such 
as the coefficient of determination (R2) quantify how much variability 

in the dependent variable can be explained by the model, whereas 
absolute measures such as the (root) mean square error quantify how 
much the predicted results deviate from the real ones. Correlation 
measures are also used to evaluate the strength of the relationship 
between the real and the predicted values and have highlighted, for 
example, how well healthy plant-based foods in the habitual diet shape 
gut microbiome composition33.

Approaches for unbiased evaluation of machine 
learning methods
The supervised machine learning classification performances should be 
evaluated on a test set of instances for which the target is known. The test  
set is usually called the validation set, as opposed to the discovery set 
used for training the classifier. A generalization of this approach, called 
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Fig. 4 | Supervised machine learning evaluation methods in a real-data 
example. The diagnosis potential of colorectal cancer using only stool 
microbiome features with a supervised machine learning approach. a, We 
applied biased and unbiased training and testing strategies to detect colorectal 
cancer in three publicly available data sets using faecal quantitative species-level 
relative abundances105,119,126. Boxplots show area under the receiver operating 
characteristic (ROC) curve (AUC-ROC) values obtained via training a random 
forest model on true labels (colorectal cancer versus control; top panel) and 
randomized labels (no biological signal; bottom panel). For ‘original labels’, 
different training and testing strategies can lead to differences in the estimated 
classifiers’ performances, especially when considering the model generalizability 
to other independent cohorts. For ‘randomized labels’, an overfitted classifier 
can perform better in cross-validation but will not generalize well on other 
independent data sets and can completely invalidate an experiment by fitting 
the noise of a single cohort. We show the results of model evaluation using 
single data sets and multi-data set training and testing strategies (as in Fig. 3). 
Cross-data set evaluation of unbiased classifiers achieves lower AUC-ROCs than 

cross-validation, which is expected given the unavoidable differences between 
data sets, but is a more reliable evaluation of how the model would perform 
on new data. To show the effects of overfitting on model performance, we ran 
the same analysis but pre-selected the ten species with the lowest significant 
unadjusted P value (P < 0.05, Wilcoxon rank-sum test). As expected, the biased 
classifier that would perform very well on the training set is outperformed by the 
unbiased one in the evaluation on test sets. Importantly, the biased classifier still 
performs well in cross-validation, but this is the result of overfitting as the result 
is also obtained when the labels are randomly assigned (and so no AUC-ROC 
significantly above 0.5 is possible). b, Cross-prediction matrix showing AUC-ROC 
mean values obtained via training a random forest model to detect colorectal 
cancer in four publicly available data sets using faecal quantitative species-level 
relative abundances91,105,119,126. The matrix encompasses both single data set 
cross-validation and multi-data set training and testing strategies to evaluate the 
model’s performance. Among the described approaches, the leave-one-data set-
out (LODO) AUC-ROCs should be regarded as the best possible estimations of the 
performance the model should achieve on new data.
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k-fold cross-validation (Fig. 3b), is used especially when the number of 
samples is small. In k-fold cross-validation, k distinct validation sets 
(test folds) are selected (with or without replacement) from the only 
data set available and, correspondingly, k training folds are generated 
using all the samples not in the test folds. The supervised machine 
learning training and evaluation can then be performed on each training 
and testing fold (Fig. 3b) and the overall performance can be reported 
as the average and standard deviation of the test evaluation over the 
folds (usually 10 or 20). Importantly, when performing cross-validation 
for evaluating prediction performance, model selection as well as any 
variable selection must be performed on each training fold indepen-
dently, and any cross-validation for hyperparameter tuning must be 
additionally nested inside each training fold.

Evaluating a supervised machine learning model via 
cross-validation implies that the model is tested in a setting in which, 
by definition, all of the samples belong to the same underlying distribu-
tion. For this reason, the performance on new unseen samples, possibly 
from other data sets, may be overestimated. When independent related 
data sets are available, it is of high relevance to validate cross-validation 
results in external cohorts (cross-data set validation) (Fig. 3c).

Testing the generalizability of prediction models
The accuracy of prediction models is impacted both by variance 
(random variability in models trained on repeated random samples) 
and by bias (consistent, non-random error even in large samples). 
Prediction models are usually created with the intention of applying 
them to settings beyond the one in which they were trained, and this 
goal of generalizability is defined as “unbiased inferences regarding 

a target population (beyond the subjects in the study)”109. The tar-
get population likely differs from the study sample in relevant ways 
including geography110 and sociodemographics111. Furthermore, 
differences in experimental protocols of independent studies may 
affect metagenomic quantification112. On the other end, technical 
batch effects correlated with the outcome of interest can optimisti-
cally bias cross-validation accuracy, and correction for batch effects 
may not remedy this bias113. Therefore, for various reasons, accuracy 
estimated by splitting the available set into discovery and validation 
or by cross-validation may not reflect the performance expected in the 
generalized application of the model. This loss of accuracy in indepen-
dent validation compared with cross-validation has been observed in 
practice, in various contexts25,34,114. However, public availability of data 
from similar studies makes it possible to estimate the loss of prediction 
accuracy in cross-study validation compared with cross-validation115,116, 
to improve the generalizability of prediction models by training on 
more diverse samples from independent studies and to achieve both 
of these goals simultaneously through the leave-one-data set-out 
(LODO) validation (Fig. 3d). In this scenario, each independent study 
is used in turn for validation whereas all other studies are used to train 
a model for validation on that data set. This approach was proposed for 
transcriptomic114 and microbiome studies28. The microbiome-based 
colorectal cancer screening task has been particularly well tested in the 
LODO setting, showing promising clinical applications as the AUC-ROC 
performances on left-out data sets are predictive and consistent across 
populations25,26 (Fig. 4a,b). The LODO approach has also highlighted 
generalization problems in other metagenomic tasks such as predict-
ing response to immunotherapy for advanced-stage melanoma34,35. 

Box 3

Checklist of points to verify when reading or reviewing a machine 
learning analysis in microbiology
For all machine learning analyses

 • Is the methodology (that is, the machine learning algorithm  
and the implementing software) clearly reported?

 • Is the strategy for selecting models and hyper-parameters 
accurately described? For example, whether hyper-parameters 
are set to their default values, identified by validation or 
cross-validation on subsets of the data, or identified with other 
approaches.

 • Are all of the data sets and all algorithms reported and linked well 
enough so that the analysis is fully reproducible by the reader?

For supervised learning
 • Is the validation strategy clear and sound? This includes an a priori 
definition of a validation set, a cross-validation approach internal 
to the data set of interest or a cross-data set validation (see Fig. 3).

 • Are validation and testing data completely hidden during model 
training? Watch out for information ‘leakage’ from validation 
to training data via imputation, normalization, batch correction, 
selection of relevant taxa or any use. Validation data cannot be 
used in any way when preparing or training the machine learning 
algorithm.

 • Have steps been taken to ensure that the outcome of  
interest is not associated with any kind of batch effect  
one can think of?

For unsupervised learning
 • Is the analysis performed without using any phenotype or 
outcome information, such as pre-selecting taxa associated with 
a phenotype or outcome of interest? Otherwise, it may better be 
described as (semi-)supervised.

 • If semi-supervised learning is used, is it clearly stated in the work 
and results interpreted accordingly?

 • If a claim of novel clusters is made, is it a measure of cluster 
strength or coherence provided at different numbers of clusters? 
Is a fully specified model provided that can be used to make 
cluster assignments in new samples? Does it provide any estimate 
of the uncertainty in cluster assignment?

 • Is a statistical test used to show differences between clusters 
on variables used for the clustering? For example, if relative 
abundance profiles are used to cluster samples, then the average 
relative abundance of most species is guaranteed to differ 
between the clusters.
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However, in the absence of publicly available independent data sets, 
it can be difficult to identify the key sources of heterogeneity with 
the greatest impact on generalizability, as these may not be the most 
 obvious ones known to affect the outcome of interest115.

Conclusions, practical recommendations 
and outlook
It can be challenging for scientists in life science to approach the field of 
machine learning due to several statistical, practical and study design 
aspects that are specific to machine learning and rarely considered in 
microbiology bachelor curricula. In this Review, we provide an overview 
of the main machine learning techniques, how they are applied and 
how they should be interpreted.

Becoming familiarized with machine learning will enable micro-
biology researchers to apply machine learning tools in their scientific 
or clinical practice. This can be achieved using available software imple-
mentations from different approaches that are progressively becom-
ing more user-friendly and accessible (see Supplementary Table 1 
and Supplementary Box 1). A strong computational background is no 
longer needed to use and apply machine learning methods in practice. 
Rather than the details of the specific machine learning algorithms, 
microbiologists exploring machine learning applications should focus 
on the general principles and guidelines outlined in this Review and on 
avoiding frequent potential issues affecting machine learning (Box 2) 
ranging from evaluation issues to study design problems. The choice 
of a particular machine learning algorithm should be less relevant 
than its correct application and usage, and different machine learning 
algorithms applied in the right way should provide consistent results. 
Understanding appropriate feature selection steps, evaluation met-
rics and validation settings will enable efficient choice of appropriate 
methods for the learning task at hand, avoiding overfitting problems 
and overinterpreted results. We believe the importance of these fun-
damentals far outweighs the incremental gains in the performance of 
learning tools that can typically be achieved through extensive model 
selection and more complex methods (Fig. 4).

A basic understanding of machine learning in microbiology is 
necessary not only for researchers aiming to adopt such tools but also 
for microbiologists to understand and critically evaluate machine 
learning applications performed by colleagues and other studies, to 
avoid drawing incorrect conclusions from wrongly applied machine 
learning methods. This is particularly relevant during peer review, 
because machine learning is now so prevalent in the scientific litera-
ture that it can be impossible to find reviewers with specific expertise 
in machine learning for every paper under review. In this context, a 
simple checklist such as the one we propose in Box 3 can be useful to 
remember the main aspects and potential red flags that need to be 
considered when assessing work done by colleagues.

As microbiologists become more familiar with machine learning, 
the field will be better positioned to overcome current limitations. 
These span from the need for substantially larger data sets to improve 
predictions in clinically relevant tasks, to more precisely pinpointing 
microbiological aspects linked with relevant host characteristics and to 
the development and adoption of advanced deep learning approaches 
that are still suffering the high-dimensionality and low sample size of 
many microbiological applications117. The lack of precise and compre-
hensive metadata annotation of microbiological samples and their 
frequently very partial public availability are other factors currently 
limiting machine learning usage in this field, due to a combination 
of practical and ethical reasons118. Updated policies favouring open 

data sharing as well as supporting machine learning approaches such 
as semi-supervised learning can mitigate these issues in the future.

In this Review, we have provided an introduction to the main 
machine learning methods and their corresponding applications in 
the field of microbiology. We focused on the most widely used and 
relatively standard approaches to prioritize a general understanding 
of the principles rather than comprehensively review the last advances 
in the field. For these reasons, advanced machine learning settings 
(for example, semi-supervised learning or active learning) and tech-
niques (for example, deep learning) are left for the interested reader 
to investigate in the more specialized literature.
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