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Abstract
The advent of the European Union’s General Data Protection Regulation (GDPR) has posed several significant difficulties
for the secondary research uses of data and associated biospecimens and has led to widespread unease within the
international biobanking and databanking community. This disruption of research using personal data and associated
biospecimens has gone largely unremarked in the professional literature, including in a recent account of GDPR’s
relationship to biobanking practices published in this journal, which instead advocated even more stringent, and in our view,
unnecessary restrictions on research uses of banked data and materials. In this article, we describe challenges that GDPR has
posed for biobanks and databanks and for researchers who use those banked resources for secondary research. We discuss
the limitations inherent in the few pathways that GDPR makes available for secondary research, given that such pathways
rely upon complex and varied laws of individual European Union member states. We advocate mitigation of these
difficulties through regulatory guidance in order to allow important scientific research to continue.

Introduction

The advent of the European Union’s (EU) General Data
Protection Regulation (GDPR) has posed major challenges
to the secondary research uses of data and associated
biospecimens and has led to widespread unease within the
international biobanking and databanking community [1].
Oddly, the degree of disruption in research using personal
data and associated biospecimens has gone largely unre-
marked in the professional literature. In our view, GDPR,
with its problematic and, in many cases, ill-considered
application to secondary research uses of personal data, has
unnecessarily complicated the operation of research bio-
banks and associated data, without appreciably improving
privacy protections afforded the human sources of those
biospecimens and data. For this reason, we seek to dispel
misconceptions regarding the challenges faced under GDPR
by biobanks and databanks that conduct secondary research

or share biospecimens and data with third parties to conduct
research. We describe below several challenges that GDPR
has posed for the research community, particularly for the
biobanking and databanking community and researchers
who seek to deploy those resources for biomedical studies.
Finding solutions to these challenges is imperative if the EU
is to pursue successfully the ambitious research goals set
forth in Horizon Europe and other research initiatives.

Difficulties under GDPR for secondary
research

GDPR imposes several obligations upon the research
enterprise, specifically in connection with secondary
research uses of personal data. We use the term “secondary
research” to refer to research conducted using data or bios-
pecimens collected either: (i) for research studies other than
the proposed research or (ii) for nonresearch purposes, such
as clinical care. Secondary research is important to biobanks
and databanks, which hold biospecimens and accompanying
phenotypic and demographic data for distribution to other
researchers for secondary research purposes.

GDPR creates confusion for biobank research because of
its treatment of “pseudonymized” versus “anonymized”
data; its failure to provide a clear legal basis for the
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processing of personal data for secondary research pur-
poses; and the restrictions placed on the cross-border
transfer of personal data from the EU to jurisdictions
located outside the EU.1 Each of these features of GDPR
has profoundly and adversely affected research using bio-
bank and databank resources.

Pseudonymous and anonymous data

The first challenge created by GDPR stems from its treat-
ment of “anonymous” versus “pseudonymous” data.
GDPR’s recitals discuss the concept of anonymized data
differently from how the term “anonymous” has historically
been understood by the research community. Specifically,
data and biospecimens used in secondary research are very
often key-coded (that is, assigned unique identifiers in place
of readily identifiable information, such as names or
national identity numbers). In this way, the research team
conducting the secondary research is unable to identify the
individual data subjects whose data and specimens are used,
because the research team lacks the key needed to reidentify
the data and is bound by policy, or by formal agreement, not
to seek access to the key from the entity that holds it. The
clinician who originally collected the data and biospeci-
mens, or in some cases the biobank that collects the data
and biospecimens and replaces directly identifiable infor-
mation with a code, typically retains a key to the data
subject’s identity, which permits resort to primary data in
the event of any data integrity questions, and may also, for
example, allow the research team to provide to the clinician
any important, medically actionable findings discovered
during the research that the clinician may wish to return to
the data subject.

Under many privacy and research regulatory regimes,
including that of the United States, data that have been key-
coded in the fashion described above are understood to be
“deidentified” or “anonymized,” as applicable, and thus,
outside the applicable scope of regulation. For example,
under the US Health Insurance Portability and Account-
ability Act of 1996 (HIPAA), a covered entity or its busi-
ness associate may deidentify protected health information
by either (i) engaging an expert to determine that “the risk
is very small that the information could be used, alone or in
combination with other reasonably available information,
by an anticipated recipient to identify an individual who is
a subject of the information”; or (ii) removing a set of
eighteen identifiers from the data, such as name, all ele-
ments of dates directly relating to an individual, and con-
tact information [2]. Notably, HIPAA allows a covered

entity to assign a code or other means of record identifi-
cation to allow deidentified information to be reidentified
by the covered entity, provided that: (i) the code or other
means of identification is not derived from or related to
information about the individual and is not otherwise
capable of being translated so as to identify the individual;
and (ii) the covered entity does not use or disclose the code
or other means of identification for any other purpose and
does not disclose the mechanism for reidentification [3].
Similarly, under the national regulations that govern
research involving human subjects in the United States,
known as the Common Rule, existing data sets are con-
sidered to be individually identifiable, and thus, subject to
the rule’s protections, only if the identity of the data subject
is or may readily be ascertained by the investigator or
associated with the information [4]. The information is not
regarded, as a legal matter, as readily ascertainable if, for
example, the investigators and the holder of the key to
coded information agree to prohibit release of the key
under any circumstances until the individuals are deceased.
Similarly, the United Kingdom’s Information Commis-
sioner’s Office, in its Code of Practice on anonymization
issued under the GDPR’s predecessor data protection
regime, the Data Protection Directive (the “Directive”),
took the position that pseudonymous data could be con-
sidered anonymized when used for research purposes
subject to adequate safeguards [5].

GDPR, on the other hand, states in Recital 26 that “[t]he
principles of data protection should apply to any informa-
tion concerning an identified or identifiable natural person”
and further that “[p]ersonal data which have undergone
pseudonymisation, which could be attributed to a natural
person by the use of additional information should be
considered to be information on an identifiable natural
person.” Recital 26 continues that “[t]o determine whether a
natural person is identifiable, account should be taken of all
the means reasonably likely to be used… either by the
controller or by another person to identify the natural person
directly or indirectly.” This language strongly implies that,
contrary to the contextual approach described above under
which specimens and data held by researchers are con-
sidered not to be “personal data” if the researcher lacks the
key needed to reidentify the specimens and data, GDPR
takes the position that all pseudonymized data are con-
sidered personal data, regardless of whether they are, or
ever will be, in the hands of a person who holds the key
needed for reidentification. There has been limited guidance
from the European Data Protection Board (EDPB) further
clarifying this recital. The Article 29 Working Party (the
predecessor to the present EDPB) issued guidance on
anonymization and pseudonymization, but the guidance
predated GDPR and has not yet been adopted by the
EDPB [6].

1 The GDPR applies to the member states of the European Economic
Area, which include the EU as well as Iceland, Liechtenstein and
Norway. We refer to EU through the article for simplicity.
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Notably, at least one regulatory authority, the United
Kingdom’s Health Research Authority (UK-HRA), has
suggested that GDPR should be interpreted consistent with
prior practice in the United Kingdom to consider pseudo-
nymized data not to be personal data when held by someone
who is prohibited from receiving the key needed for rei-
dentification [7]. At least at present, however, the UK-HRA
position appears to be an outlier among EU member states.
Moreover, given the United Kingdom’s recent departure
from the EU, it appears likely that the view of United
Kingdom bodies will be given less weight in future inter-
pretations of GDPR.

Interestingly, the EU-US Privacy Shield program, which
permits the transfer of personal data from the EU to busi-
nesses in the US that have self certified to the Privacy
Shield program, takes a similar approach to that of the UK-
HRA on this issue, stating as follows:

Invariably, research data are uniquely key-coded at
their origin by the principal investigator so as not
to reveal the identity of individual data subjects.
Pharmaceutical companies sponsoring such research
do not receive the key. The unique key code is held
only by the researcher, so that he or she can identify
the research subject under special circumstances
(e.g., if follow-up medical attention is required). A
transfer from the EU to the United States of data
coded in this way would not constitute a transfer of
personal data that would be subject to the Privacy
Shield Principles [8].

This statement in the Privacy Shield Principles, although
helpful to secondary use research, is not able to be relied
upon by a research entity in the Privacy Shield framework,
given that the Privacy Shield language predated GDPR, and
given the disparate approaches under Recital 26 of GDPR
and under EU member state interpretations thereof. More-
over, the Privacy Shield is available only to US-based for-
profit entities, and not to not-for-profit universities and
medical research entities.

The Court of Justice of the European Union (CJEU)
addressed the scope of the definition of personal data in
Patrick Breyer v. Bundesrepublik Deutschland. While this
case was decided under the Directive and not under GDPR,
given the similarity in the definition of personal data found
in the Directive to that found in GDPR, the case remains
instructive in interpreting the term personal data. In Breyer,
the court reviewed whether a dynamic IP address held by a
controller should be considered personal data, where such
data could not be used to identify a user standing alone, but
could identify a user when combined with additional data
held by the user’s internet service provider. The CJEU
reasoned that the data would not be identifiable if

identification were “prohibited by law or practically
impossible” due to “a disproportionate effort in terms of
time, cost and man-power, so that the risk of identification
appears in reality to be insignificant.” Nevertheless, in that
case, the court found the data to be identifiable because the
controller had the “legal means” to identify the user, even
though the legal means were available only in the narrow
event of a cyber attack warranting notification to individual
users [9]. Although the CJEU thus did not find the data to
be anonymous in Breyer, the CJEU suggested that legal
constraints on access to the key to reidentify key-coded data
could render data anonymized rather than pseudonymized,
under certain circumstances.

This contextual approach to anonymization taken by the
UK-HRA and reflected in the Privacy Shield framework
and the Breyer decision would appear to be an eminently
reasonable interpretation of GDPR provisions from the
standpoint of the research community. Elsewhere, GDPR
pursues a context-driven and scalable approach, as reflected
in GDPR requirements related to data security (requiring
implementation of measures “appropriate to the risk”), data
protection impact assessments (requiring assessments of
risks to rights and freedoms of natural persons), and
appointments of data protection officers (requiring deter-
mination of whether processing is “core” to the entity and
whether processing is performed on a “large scale”).
(GDPR Art. 32(1); Art. 35 (1); Art. 37(1)). Moreover,
deeming pseudonymized data as personal data without
review of the context results in a limitless definition of
personal data that requires compliance with GDPR regard-
less of how low the possible risk would be to the individuals
involved. In interpreting Recital 26, emphasis should be
placed on the “means reasonably likely to be used,” and the
circumstances of the ability to reidentify by a given
researcher should be taken into account.

However, under the prevailing regulatory authorities’
GDPR interpretation of pseudonymized data as identifiable
personal data under Recital 26, GDPR has expanded the
reach of privacy law through its direct regulation of data
that were previously regarded for research purposes as not
constituting protected personal data. Key-coded data sets
are therefore no longer anonymized and must be treated as
though they are fully identifiable data, subject to all
requirements for fully identifiable data. The practical effect
of this treatment is that biobanks that lack the ability to link
key-coded data to the data subject’s identity and that
therefore previously took the position that the data they hold
are anonymous and thus outside of privacy law regimes are
now subject, in regard to their data use practices, to direct
regulation under GDPR. Similarly, researchers who access
biobanked materials and their associated data also cannot
take the position that key-coded data are not personal
data. This resulting sea change in the treatment of
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pseudonymized data has not stemmed from any apparent
misuse of key-coded data, or breach of privacy, by biobanks
or researchers, yet it has effectively imposed a new com-
pliance obstacle to routine banking and secondary uses of
key-coded personal data. Now that effectively all data held
and distributed by biobanks and databanks, even though
key-coded, are treated as fully identifiable data under
GDPR, the research use of those data and associated bios-
pecimens must have a legal basis in the same way as is
required for use of data and associated biospecimens that
bear names of their human sources. Researchers conducting
secondary research on health or genetic data (who, in
GDPR parlance, are “controllers” of those data) therefore
must demonstrate a lawful basis to process personal data
under Article 6 of GDPR and an exception to allow pro-
cessing of “special categories of personal data,” such as
health or genetic data, under Article 9 of GDPR. Yet
explicit consent (GDPR Art. 6(1)(a); Art. 9(2)(a)) most
often is not a feasible basis for processing personal data for
secondary research because the controller researcher does
not know, and cannot obtain, the identity of data subjects in
data sets received from biobanks that hold only
pseudonymized data.

Challenges regarding consent

Perhaps, one might estimate, challenges created by the
expanded interpretation of the definition of “personal data”
could be solved by seeking from data subjects a form of
broad consent for future research uses of their personal data.
Indeed, GDPR’s legislative history endorses such an
approach, but here too, EU and member state regulatory
agency interpretations have foreclosed any such “broad
consent” solution to allow research uses of personal data,
even key-coded, otherwise fully anonymized data, in bio-
banks. Specifically, GDPR Recital 33 suggests the use of a
broad consent from data subjects to facilitate secondary uses
of personal data for research:

It is often not possible to fully identify the purpose of
personal data processing for scientific research
purposes at the time of data collection. Therefore,
data subjects should be allowed to give their consent
to certain areas of scientific research when in keeping
with recognized ethical standards for scientific
research. Data subjects should have the opportunity
to give their consent only to certain areas of research
or research projects to the extent allowed by the
intended purpose. (GDPR, Recital 33).

Indeed, this would appear to offer a viable option to
facilitate secondary research uses of identifiable data and
associated biospecimens. However, subsequent guidance on

consent from the Article 29 Working Party severely limited
any possible salutary interpretation of Recital 33, by
essentially eviscerating any ability to obtain broad research
consent from human sources of personal data and biospe-
cimens. This evisceration is accomplished by the Article 29
Working Party’s indicating, in official guidance, that “spe-
cial categories” of data, such as health or genetic data, can
be used only pursuant to consent that is very specific as to a
future use, and not broad in nature.

Recital 33 does not disapply the obligations with
regard to the requirement of specific consent. This
means that, in principle, scientific research projects
can only include personal data on the basis of consent
if they have a well-described purpose. For the cases
where purposes for data processing within a scientific
research project cannot be specified at the outset,
Recital 33 allows as an exception that the purpose
may be described at a more general level. Considering
the strict conditions stated by Article 9 GDPR
regarding the processing of special categories of data,
WP29 notes that when special categories of data are
processed on the basis of explicit consent, applying
the flexible approach of Recital 33 will be subject to a
stricter interpretation and requires a high degree of
scrutiny. When regarded as a whole, the GDPR cannot
be interpreted to allow for a controller to navigate
around the key principle of specifying purposes for
which consent of the data subject is asked [10].

This EU guidance interpreting and limiting the use of
broad consent for research has significantly narrowed the
extent to which consent could ever be a realistic basis for
processing in the context of banked personal data and
associated biospecimens.

Yet even very specific consent for a future secondary
research use of personal data has come under pressure from
the EU authorities. The EDPB has continued to express
skepticism regarding the use of consent as the basis for
processing personal data for research purposes, noting in a
2019 guidance document on the intersection of GDPR and
the EU Clinical Trials Regulation (CTR) that consent
should not be the basis relied upon for processing of per-
sonal data in the context of a clinical trial, given that the
“power imbalance” between the investigator and data sub-
ject prevents consent from being “freely given” [11]. This is
a very curious—even anomalous—result, given that the EU
CTR typically requires the consent of the subject for
enrollment in the clinical trial despite the same power
dynamics inherent to the clinical trials context. Thus, it is
not clear how the consent to enter the trial and take an
investigational product whose safety and efficacy are
unproven can be “freely given” but consent to process one’s
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data in connection with such a trial cannot be “freely
given.”

Exceptions for research under GDPR and member
state law

One may then suspect that as a comprehensive privacy
regime, GDPR would include some category of special
exceptions to allow processing of personal data, including
health data, for scientific research, thus avoiding the consent
and broad consent issues altogether. Indeed, GDPR allows
for such exceptions both within GDPR itself as well as the
ability for individual EU member states to create “deroga-
tions” (exceptions under member state law) for research.
However, as explained herein, none of these exceptions is
adequate, logistically or for compliance purposes, in the
case of secondary use of personal data, including personal
data accessed from biobanks or databanks. Specifically,
GDPR allows processing of special categories of personal
data when “necessary for reasons of public interest in the
area of public health, such as… ensuring high standards of
quality and safety of health care and of medicinal products
or medical devices, on the basis of Union or Member State
law which provides for suitable and specific measures to
safeguard the rights and freedoms of the data subject, in
particular professional secrecy” (GDPR, Art. 9(2)(i)) as well
as when “necessary for archiving purposes in the public
interest, scientific or historical research purposes… in
accordance with Article 89(1) based on Union or Member
State law which shall be proportionate to the aim pursued,
respect the essence of the right to data protection and pro-
vide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject.”
(GDPR, Art. 9(2)(j)). Further, GDPR allows for processing
of personal data when such processing is not “incompa-
tible” with the initial purposes of processing, noting that
“further processing for archiving purposes in the public
interest, scientific or historical research purposes or statis-
tical purposes shall, in accordance with Article 89(1), not be
considered to be incompatible with the initial purposes.” If
conducting research under Article 9(2)(j) or as compatible
with the initial purposes, the research must be conducted
consistent with the technical and organizational measures
under Article 89(1), including data minimization, and “may
include pseudonymisation provided that the purposes can be
fulfilled in that manner.”

Yet these several exceptions have proven, in practice,
elusive. When processing based on “public interest in the
area of public health” or “archiving purposes in the public
interest, scientific or historical research purposes,” con-
trollers must do so based on EU or member state law.
Notably, however, implementing laws in several EU
member states do not clearly permit processing for

secondary research under these provisions of GDPR. We
understand that the European Commission intends to survey
EU member state laws regarding this topic in the near
future. Similarly, while the ability to process personal data
for “compatible” purposes at first appears promising to the
biobanking and databanking community, there has been no
effective guidance issued on this provision to date regarding
secondary research use of personal data, and the EDPB has
stated that it needs to examine this provision and issue
further guidance in due course [12].

Thus, at the same time GDPR has expanded the appli-
cation of privacy law to biobanks by including “pseudo-
nymized” data in the definition of personal data, GDPR has
left the biobank community and researchers with no clear
basis on which to rely for the processing of personal data:
on the one hand, the guidance issued to date has expressed
skepticism regarding the use of broad consent for proces-
sing of personal data for research purposes, but on the other
hand, no clear alternative that can be applied consistently
across EU member states has been identified. This has
caused confusion in the research community and has led to
a reluctance or outright refusal on the part of many research
institutions to share data and specimens for secondary
research.

Cross-border transfers of personal data

In addition to the challenges discussed above, which are
applicable to both intra-European and ex-European
research, GDPR imposes additional challenges for
research collaborations between researchers located in the
EU and those located outside the EU. Specifically, GDPR
requires that any controller or processor transferring per-
sonal data from within the EU to a jurisdiction outside the
EU that the European Commission has not deemed ade-
quately to protect personal data must demonstrate a lawful
basis for making the transfer. This is separate from the
requirement discussed above to establish a basis for pro-
cessing personal data. At present, the European Commis-
sion has recognized only eight non-EU countries as
providing adequate data protection, and the USA is not
among them.2

The lawful bases under GDPR for cross-border transfer
of personal data are limited with respect to secondary
research. Typical bases to transfer personal data in the
research context include standard contractual clauses

2 The European Commission has recognized Andorra, Argentina,
Canada (commercial organizations), Israel, Japan, New Zealand,
Switzerland, and Uruguay as adequately protecting data. The Eur-
opean Commission has also recognized the British Crown Depen-
dencies of Guernsey, the Isle of Man, and Jersey as offering adequate
data protection, as well as the Faroe Islands, which is an autonomous
territory of the Kingdom of Denmark.
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approved by the European Commission or consent of the
data subjects. Consent often is not a viable option for cross-
border transfer of personal data from biobanks for second-
ary research, however, because data subjects often are not in
direct contact with the biobank or databank holding their
data, or researchers who are poised to use their data, and
thus the biobank and researchers would not be able to
contact the data subject to obtain that person’s consent to
transfer personal data to an “insecure” jurisdiction. The
default approach in such situations is thus often standard
contractual clauses, which are form agreements that, by law,
cannot be altered.

However, the standard contractual clauses are not viable
when the recipient entity is an arm of the US government,
such as the US National Institutes of Health (NIH) or public
universities or academic medical centers, because the US
government cannot agree to certain terms in the standard
contractual clauses including dispute resolution in European
courts, and US state entities (including state universities and
public hospitals) often similarly cannot agree to certain
terms due to restrictions in their state or local laws. Given
the large amount of international biobank research, includ-
ing research occurring in the EU, that is funded by the US
NIH or that involves US public universities or academic
medical centers, the inability to rely upon the standard
contractual clauses has proved a major obstacle to much
secondary research.

Finally, ambiguity regarding the aggressive—and indeed
nearly unparalleled—broad territorial scope of GDPR pre-
sents difficulties for biobanks facilitating secondary
research and for researchers seeking to use the biobank data.
One of the most novel aspects of GDPR is its extraterritorial
scope, which is more expansive than that found in most
previous privacy laws. GDPR applies not only to entities
that are “established” in the EU, but also to entities that
process personal data in relation to (i) offering goods or
services to data subjects located in the EU, or (ii) mon-
itoring behavior of persons located in the EU. It is, at pre-
sent, not fully clear if a US or other ex-EU biobank that
processes specimens and accompanying phenotypic data
from the EU would be considered to be offering goods or
services to the persons whose data are included in the
biobank or monitoring the behavior of such persons.
Arguably, if no research results are returned to the research
subjects, no good or service is being offered to them, and
GDPR consequently would not apply. If, however, personal
data are provided to the ex-EU biobank or databank on a
periodic or “real-time” basis, it could be argued that the
behavior of the data subjects to whom the data pertain is
being monitored by the ex-EU biobank or researchers. The
lack of clarity on this point has further complicated trans-
national biobanking, databanking, and secondary research

activities. Although the EDPB has issued territorial scope
guidelines, which discuss when the monitoring behavior
prong would be triggered, the guidelines speak generally to
the idea that GDPR could apply through “monitoring or
regular reporting on an individual’s health status,” without
specific discussion of the situations faced by ex-EU bio-
banks and databanks or researchers in the biomedical con-
text [13].

Further guidance would be helpful to narrow the com-
plexity surrounding processing of personal data for sec-
ondary research. Not all EU member states have
implemented provisions related to research, and among the
member states that have done so, they have varied in terms
of additional obligations for the research community, pre-
ferred bases for processing, and available derogations upon
rights requests. Uniform guidance issued by the EDPB on
the challenges discussed above would be beneficial in
providing a more consistent and clearer set of obligations,
and there appears to be room for legitimate interpretation of
GDPR standards that would alleviate some or all of the
difficulties described above.

GDPR expands existing obligations for the
research community

Recently, in this journal, an account of GDPR’s effects on
biobanking practices failed to relate the difficulties faced
under GDPR for biobanks, databanks and secondary
researchers, and, moreover, advocated even more stringent
restrictions on research uses of banked data and materials.
Specifically, in the article entitled The GDPR and the
Research Exemption: Considerations on the Necessary
Safeguards for Research Biobanks, Staunton, Slokenberga,
and Mascalzoni compare the obligations for research bio-
banks under GDPR to ethical obligations for research that
exist under a variety of European and international legal
instruments that regulate research on health data [14]. Based
on their review, the authors argued that GDPR insufficiently
protects individual rights of data subjects, in part because
GDPR allows member states to enact derogations to permit
processing of personal data for research purposes without
subject consent and allows member states to limit the ability
of data subjects to exercise certain rights with respect to
their data when the data are processed for research pur-
poses. The authors expressed concern regarding erosion of
protection of research subjects if data are processed for
secondary research purposes on the basis of GDPR’s sci-
entific research or public health exceptions. Yet this line of
argument seems to promote, and rely for research partici-
pant protection on, privacy law, as opposed to the parallel
regime of human subjects research regulations. Indeed, even
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if a researcher relies upon the GDPR’s scientific research or
public health exceptions, there remain separate rigorous
ethical and legal constraints related to research that protect
the rights and interests of research subjects. Staunton et al.
express further concern regarding the potential for indivi-
dual EU member states to grant derogations to the obliga-
tions of individual rights in the research context. Yet there
are valid and well-recognized rationales for granting dero-
gations of data subject rights for essential research that
would not otherwise be reasonably possible to conduct.

Ongoing ethical obligations in research

The recitals to GDPR make clear that GDPR was not
intended to replace the existing obligations to obtain
informed consent under the EU CTR and EU member state
laws. Specifically, Article 28(2) of CTR requires that
sponsors obtain subject consent for secondary research
with data collected in a primary clinical trial. The recitals
to GDPR discuss the continuing obligations that other laws
place on researchers, noting as follows in Recital 157, with
emphasis added by the authors to note the explicit refer-
ence to other conditions and safeguards under member
state law:

By coupling information from registries, researchers
can obtain new knowledge of great value with regard
to widespread medical conditions such as cardiovas-
cular disease, cancer and depression. On the basis of
registries, research results can be enhanced, as they
draw on a larger population. Within social science,
research on the basis of registries enables researchers
to obtain essential knowledge about the long-term
correlation of a number of social conditions such as
unemployment and education with other life condi-
tions. Research results obtained through registries
provide solid, high-quality knowledge that can
provide the basis for the formulation and implementa-
tion of knowledge-based policy, improve the quality
of life for a number of people and improve the
efficiency of social services. In order to facilitate
scientific research, personal data can be processed
for scientific research purposes, subject to appro-
priate conditions and safeguards set out in Union or
Member State law.

Given GDPR’s requirement that research must be con-
ducted in accordance with additional safeguards in EU or
member state law, concern that processing personal data for
scientific research would take place in contravention of
these existing laws covering human subjects research is
unfounded. Moreover, as noted above, GDPR requires that
processing for research purposes be conducted consistent

with the technical and organizational measures found in
GDPR Article 89(1), including data minimization and
pseudonymization when possible, which offer significant
protection for personal data privacy.

Rights limitations in the research context

Another concern articulated by Staunton et al. is that
GDPR’s allowing EU member states to grant derogations to
data subject rights when data are processed for research
undermines protections for data subjects. However, there
are multiple reasons why a privacy regime should not grant
absolute rights to research subjects with respect to the
processing of their personal data for research purposes.

Typically, the data controller (the biobank, databank or
researcher) in such scenarios will only have access to
pseudonymized personal data for performance of the
research. Further, the controller typically will lack the key
to reidentify the personal data involved and as noted above,
may be bound by policy, or by formal agreement, not to
seek access to the key from the entity that holds it or to seek
access to the key only in extremely limited circumstances,
such as to investigate an allegation of research misconduct.
Thus, logistically, it may not be possible to afford data
subjects any rights of access to their data or to the erasure of
their data: due to the key-coded way in which their personal
data are housed, their unique data could not even be iden-
tified by the controller.

Moreover, even in situations when it may be possible to
grant data subject rights, ethical and legal obligations to
ensure proper reporting of research outcomes require that
the data set involved in a study be maintained for future
reference purposes. Granting the right of erasure, as well as,
in some instances, the right to object to further processing,
could nullify the research involved. GDPR recognizes that
the existing regulatory frameworks surrounding research
have functioned appropriately regarding individual rights
related to research, and therefore GDPR defers for these
purposes to those more tailored frameworks. The deroga-
tions of data subject rights in the research context would
therefore seem a decidedly positive aspect of GDPR.
Expanding a right of erasure to be more widely available to
research subjects risks corroding and impeding future
research and does not add any effective actual protections
to research subjects, whose privacy interests are already
protected under existing biobanking practices, as discussed
above.

Conclusion

GDPR presents several significant difficulties for bio-
banking and databanking, including failing to provide a
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clear basis for processing personal data for secondary
research purposes. The few regulatory pathways that
GDPR provides lead to complex variations among EU
member states, and these variations add significant trans-
action costs and barriers to secondary research uses of data
and biospecimens. To the extent that GDPR does not speak
to all ethical requirements related to research, the regula-
tion’s drafters did not set out to do so, and instead, prop-
erly recognized that the existing ethical and legal
framework for research with humans should continue to
guide the research community. Because the GDPR was
intended as a law of general applicability that would offer
protection to personal data when processed in all sectors of
the EU economy, the unique challenges it has created for
the research enterprise were likely unanticipated and
unintended. This makes it more likely that solutions now
could be devised to ease the use of personal data for
important biomedical research while maintaining adequate
protections on data subject privacy. Although EDPB gui-
dance is not binding legal authority and would be over-
ridden by interpretations in EU member states to the
contrary, EDPB guidance is given a great deal of deference
in practice. This is, in part, because EDPB is comprised of
representatives of each member state and provides the best
reading on supervisory authorities’ understanding of
GDPR obligations. Further guidance from the EDPB
would be beneficial in areas where GDPR has created
hurdles for the research community, specifically regarding:
(i) the concept of anonymization, specifically whether key-
coded data can be considered anonymized data under
certain circumstances; (ii) the basis for processing personal
data for secondary research purposes; and (iii) the basis for
cross-border transfer of personal data for research pur-
poses. Indeed, the European Data Protection Supervisor
has recognized the need for further guidance in a January
2020 preliminary opinion regarding the relationship
between data protection and scientific research [15]. We
hope that this preliminary opinion leads to further guidance
from the EDPB.
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