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Opportunities and challenges in the collection and analysis of
digital phenotyping data
Jukka-Pekka Onnela1

The broad adoption and use of smartphones has led to fundamentally new opportunities for capturing social, behavioral, and
cognitive phenotypes in free-living settings, outside of research laboratories and clinics. Predicated on the use of existing personal
devices rather than the introduction of additional instrumentation, smartphone-based digital phenotyping presents us with several
opportunities and challenges in data collection and data analysis. These two aspects are strongly coupled, because decisions about
what data to collect and how to collect it constrain what statistical analyses can be carried out, now and years later, and therefore
ultimately determine what scientific, clinical, and public health questions may be asked and answered. Digital phenotyping
combines the excitement of fast-paced technologies, smartphones, cloud computing and machine learning, with deep
mathematical and statistical questions, and it does this in the service of a better understanding our own behavior in ways that are
objective, scalable, and reproducible. We will discuss some fundamental aspects of collection and analysis of digital phenotyping
data, which takes us on a brief tour of several important scientific and technological concepts, from the open-source paradigm to
computational complexity, with some unexpected insights provided by fields as varied as zoology and quantum mechanics.
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INTRODUCTION
It has been estimated that by the end of 2022, there will be 6.3
billion smartphone subscriptions globally [1]. We now depend on
our smartphones for organizing and navigating our daily lives. Just
as walking on a beach leaves a trail of footprints in the sand, the
use of these devices generates, as a byproduct, digital trails of
social, behavioral, and cognitive footprints. Given that these trails
reflect the lived experiences of people in their natural environ-
ments, it should be possible to leverage them to develop precise
and temporally dynamic disease phenotypes and markers to
diagnose, monitor, and treat illnesses [2, 3]. Although the
argument advanced here rests on precise measurement, in the
words of the great 19th century theoretical physicist James Clerk
Maxwell, the real reward for the “labor of careful measurement” is
not just greater accuracy but the “development of new scientific
ideas” and the “discovery of new fields of research” [4]. We call this
field of research digital phenotyping [2, 3], which we have
previously defined as the “moment-by-moment quantification of
the individual-level human phenotype in situ using data from
personal digital devices, in particular smartphones.” This field of
digital phenotyping is therefore part of a larger field of research,
known as deep phenotyping [5].
This review addresses the scientific problem sometimes known

as the phenotyping problem. Over the past 20 years, many
researchers have advocated a more substantial role for large-scale
phenotyping as a route to advances in the biomedical sciences.
Arguably we are held back by the phenotyping problem, our
inability to precisely specify phenotypes, the observed manifesta-
tions of our genomes within our lived environments, in the
individuals we study and treat. With over 10,000 named diseases,
precision medicine and precision public health require a better

understanding of phenotypes for analysis of phenomic data
per se, as well as for the joint analyses of phenotypes and
genotypes. Of the many different phenotypes, social, behavioral
and cognitive phenotypes have traditionally been challenging for
phenomics because of their temporal nature, context depen-
dence, and the lack of tools for measuring them objectively in
naturalistic settings. Pen-and-paper surveys are still widely used to
solicit these phenotypes although they suffer from well-
documented biases, including the tendency of individuals to
reconstruct, rather than recall, their past. The phenotyping
problem is especially severe in psychiatry and neurology, where
precise markers are desperately needed, but individuals suffering
from these conditions may not be able to provide accurate self-
reports.
The ubiquity of smartphones offers a scalable solution to

the phenotyping problem. We have previously defined and
operationalized the concept of digital phenotyping as the
“moment-by-moment quantification of the individual-level
human phenotype in situ using data from personal digital
devices, in particular smartphones” [2, 3]. Compared to existing
approaches, smartphone-based digital phenotyping, especially
when using passively and unobtrusively collected smartphone
sensor and log data, enables large scale, long-term phenotyping
in naturalistic settings with minimal subject attrition. Our early
work, started in 2005, made use of anonymized cell phone call
detail records (CDRs) to learn about the structure of large-scale
social and communication networks [6]. Given that most
diseases impact behavior, cognition, and social functioning, it
is perhaps not surprising that smartphone-based digital
phenotyping has turned out to be broadly applicable. However,
what has turned out to be more challenging than expected is
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how to make sense of millions of data points and how to turn
them into insights.
In this review, we focus on opportunities and challenges in the

collection and analysis of digital phenotyping data. This is not
intended to be a technical review, but instead we focus on the
fundamentals of collection and analysis of digital phenotyping
data, with some examples from the literature. The references are
meant to be illustrative rather than exhaustive. This is an incipient
field that appears to be growing very quickly, but these
fundamentals are likely to remain valid for years to come.

WHAT IS DIGITAL PHENOTYPING?
Here we examine our definition of digital phenotyping as the
“moment-by-moment quantification of the individual-level human
phenotype in situ using data from personal digital devices, in
particular smartphones.” Although definitions may evolve, in the
days of precision health and precision medicine it is imperative to
provide precise definitions for terms. A discussion of the definition
also highlights opportunities and challenges in data collection and
data analysis.
The “moment-by-moment quantification” part is intended to

emphasize collection and analysis of data that is generated
continuously rather than at discrete points in time, often called
waves in longitudinal studies. In most longitudinal studies, the
goal is to assess each individual on an identical set of occasions,
for example, at two points in time corresponding to the outcome
of interest before and after an intervention. If data is collected at n
points over time, in the analysis stage we will typically consider n
observations over time. In contrast, when data are collected
continuously, sometimes referred to as temporally dense data, the
number of data points may be hundreds of thousands per day per
subject. These data are usually first summarized, say, in 24-h
windows, and the data summaries are used in subsequent data
analyses. Occasionally the terms continuous and real-time are
used interchangeably, but they refer to two different concepts:
continuous means that data collection happens in continuous
time rather than at discrete points in time, whereas real-time
refers to data processing and data analysis, the ability for a
computational procedure to generate its output very shortly after
having received its input. In our problem setting, real-time
processing requires continuous data collection, but continuous
data collection does not imply real-time processing.
The “individual-level human phenotype” part emphasizes the

fact that the data are collected at the level of individuals rather
than at group level, but it also accentuates the fact that many data
analyses focus on within-person changes over time [7]. This is in
part necessary because the way people use their smartphones
may be highly idiosyncratic, which makes comparisons across
individuals difficult whereas within person comparisons, where
every individual acts as their own control, remain valid. Group-
level data are useful for example for studying the flow of
individuals across cities, such as monitoring compliance with non-
pharmacological interventions in the midst of a pandemic [8], but
cannot be used for making inferences about individuals without
committing ecological fallacy, i.e., making inferences about
individuals from inferences about the group to which those
individuals belong [9].
The “in situ” part highlights the fact that the data collection

occurs in naturalistic or free-living settings. This part of the
definition also implicitly references the use of passive data, data
collected from smartphone sensors and logs without any burden
on the subject, which is important for capturing “real world”
behavior. Asking subjects to take frequent surveys or to complete
assessments on the phone is not naturalistic. A good example of
the importance of passive data is the Apple Asthma study [10]. In
the study, the participants were asked to complete intake surveys,
daily surveys on asthma and medication adherence, and weekly

surveys on healthcare utilization and quality of life. Out of 40,683
users who downloaded the study application in the U.S., 7593
were enrolled after confirming eligibility. There were 6470
“Baseline Users” who responded to at least one survey; 2317
“Robust Users” who completed 5 daily or weekly surveys; and 175
“Milestone Users” who completed the 6-month survey. This
attrition, from 7593 to 175 subjects, translates into a loss of
97.7% of the cohort over a 6-month period. The authors of the
study conclude that the study design is a good match for studies
with a “hypothesis that can be answered in a short time period
(1–3 weeks).” However, by relying more heavily on passive data
collection and using a much lighter active data component, our
group and others have followed subjects for several months or
years. For example, in a study at McLean Hospital we have
collected data from a cohort of bipolar patients continuously for
4.5 years [11]. This emphasizes the importance of having a
minimally burdensome approach to data collection, which is
especially important for chronic conditions.
The “data from personal digital devices” part highlights the

importance of using devices people already own and use rather
than introducing additional instrumentation. In the same manner
as asking subjects to use their own devices in unnatural ways,
such as for taking frequent surveys, is likely to lead to attrition, the
same can be said about introducing an additional device, whether
it be a loaner phone or a wearable. Individuals do not appear to
use loaner phones the same way they use their own phones, and
in addition the use of loaner devices creates logistical challenges.
A recent study implemented a 30-day loaner iPhone and
smartwatch recirculation program as part of an mHealth
intervention to improve recovery and access to therapy following
acute myocardial infarction [12]. Of participants enrolled with a
loaner phone, 72% (66/92) returned the phone and 70% (64/92)
returned the watch. The study reported a 61% cost saving using
loaner devices compared to purchasing an iPhone for each
participant who did not already own one. While optimizing loaner
returns could lead to further cost savings, the use of loaner
devices appears to be costly given the short study duration. The
“digital device” part is not intended literally as a contrast to analog
devices, just like machine learning is not a contrast to human
learning, but instead refers more broadly to digital consumer
electronics devices that can be used readily to collect data and are
programmable.
The final part of the definition focuses on smartphones. If

smartphones are to be part of the solution of the phenotyping
problem, they should be broadly available to individuals across
demographic factors, in particular sex, age, race/ethnicity, and
socioeconomic status. Although a digital divide does exist in this
area, empirical evidence suggests that it is rapidly narrowing.
Smartphone ownership among U.S. adults increased from 35% in
2011 to 80% in 2018. Smartphone ownership is especially high
among young adults: 96% of Americans ages 18–29 own a
smartphone. A recent study implemented in the UK surveyed
2167 5-16-year-olds, finding that by age 11, 90% had their own
device, and phone ownership was “almost universal” once
children were in secondary school [13, 14]. This suggests that
smartphone-based digital phenotyping may be especially well
suited to studying adolescents given that half of all lifetime cases
of mental illness have an onset of age 14. Globally, 6.3 billion
smartphone subscriptions are expected by 2022. While mobile
phone and smartphone ownership is higher in the general
population than in people with serious illness, this is also
beginning to change. And while men and women appear to use
smartphones somewhat differently (e.g., mean daily use 154 vs.
167min) [1], our recent analysis of data quality from various
cohorts demonstrates there is no difference in the quality of the
collected data from men and women [15]. Recruitment and
retention of underrepresented minorities in research has tradi-
tionally been difficult and expensive, but with ever-increasing
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smartphone ownership this disparity will hopefully be mitigated,
although it is still a matter of debate [16].
There are two fields that are closely related to digital

phenotyping, remote patient monitoring and mobile phone
sensing. Remote patient monitoring (RPM) refers to the use of a
non-invasive, wearable devices that automatically transmit data to
some back-end system or smartphone application for patient self-
monitoring and/or health provider assessment and clinical
decision-making. A recent RPM meta-analysis identified 27
randomized controlled trials (RCTs) that focused on a range of
clinical outcomes [17]. The studies had an average duration of
7.8 months and an average sample size of 239 patients (range
40–1437). The RPM devices employed in these studies included
blood pressure monitors, ambulatory electrocardiograms, cardiac
event recorders, positive airway pressure machines, electronic
weight scales, physical activity trackers and accelerometers,
spirometers, and pulse oximeters. For example, a study of stroke
patients used ankle accelerometers and two types of feedback to
assess the difference in average daily time spent walking between
treatments [18]. Some studies also incorporated the smartphone
in the loop, such as when using smartphones to provide self-care
messages after each blood pressure reading [19]. Most patient
remote monitoring applications introduce additional instrumenta-
tion to the lives of patients. Studies have found that most devices
result in only short-term changes in behavior and motivation [20],
and activity trackers have been found to change behavior for only
approximately three to six months [21]. According to an often-
cited study (n= 6223), most individuals who purchased a
wearable device stopped using it and, of these, one-third did so
before six months [22]. Reasons for abandoning wearables include
users not finding them useful or the devices breaking [23]. RPM
appears to be most useful in settings where there are
opportunities to use the data to change clinical care in settings
that last at most for a few months, for example, as part of
rehabilitation.
Mobile phone sensing refers to the use of various types of sensor

data to enable new forms for social networking, sensor-
augmented gaming, virtual reality, and smart transportation
systems [24]. The umbrella term that is often used is urban
sensing because most mobile phone sensing systems are being
deployed and used in urban areas. Urban sensing is usually
divided into participatory sensing and opportunistic sensing; in the
former the participant is directly involved in the sensing action
(e.g., by tagging locations), whereas in the latter the user is not
aware of sensing or involved in decision making. People-centric
urban sensing focuses on different aspects of a person and her
social setting, for example, where she is and what she is doing.
Personal opportunistic mobile phone sensing has many applications
in health and wellness ranging from fall detection systems to
cardiovascular disease management systems. Well known plat-
forms in this area include EmotionSense, which was an Android
application part of a research project that ran between 2011 and
2016 [25], intended for sensing emotions and activities of
individuals, and Darwin [26], which is intended for reasoning
about human behavior and context. These and other similar
platforms are now increasingly used to study health and wellness,
although a large majority of studies appear to make use of non-
clinical cohorts. For a listing mobile phone sensing software, see
the Wikipedia page [27]. Sensing is clearly a much broader field
than digital phenotyping and has various goals. Although both
use the smartphone for data collection, this similarity may be
deceiving. As an analog, ornithologists use binoculars and
telescopes to study birds, but the same instruments are used by
astronomers to study the skies. Digital phenotyping has as its core
one mission: to provide more granular and more precise
phenotypes. In contrast, in mobile phone sensing, the goal is
usually to solve a specific problem, such as transportation, which is
what companies like Uber do.

CHALLENGES IN DATA COLLECTION
Data collection happens through a smartphone application the
research subject downloads and installs on her personal
smartphone after having first consented to participate in the
study. Because of the personal nature of the collected data, it is of
paramount importance that subjects understand what data is
collected and for what purpose. A subject can leave the study at
any point by selecting the appropriate option within the study
application. Deleting the application will stop any ongoing data
collection. All smartphone data collected in digital phenotyping
can be divided into two main categories: active and passive. Active
data refers to anything that requires the user to actively
participate in a data collection activity as a result of her
participation in a study. Examples of active data include taking
surveys, contributing audio diary entries, or using the phone to
carry out cognitive assessments. Passive data generally refers to
data that is generated or can be generated by the device passively
(from the point of view of the user) and they pose no burden on
the participant, thus constituting objective measurement of
different aspects of social, behavioral, and cognitive functioning.
Active data is always associated with at least some level of

subject burden, and therefore introduces the challenge of how to
keep subjects engaged over long time periods. Use of financial
incentives is a common approach to boost engagement in small
studies over short time periods, but it constitutes an intervention
that may distort the quality of the data and is not economically
feasible in large cohorts. Small financial incentives may work well
with college students looking to earn some extra income but
might be less successful when used with financially secure
individuals. In some settings, the subjects have strong incentives
to respond a certain way. For example, in professional sports
athletes may earn more in a single game than a professor earns in
a year, and this clearly introduces a strong bias to respond a
certain way on post-concussion symptoms. Other common
approaches for improving engagement is to provide feedback
or use gamification. But gamification is notoriously difficult to do
well, even when the sole goal is entertainment, and a large
majority of commercial games fail, the average “good” indie game
making an estimated $25,000 in its first year on sale [28].
Passive data originates from smartphone sensors (such as GPS

and accelerometer) and smartphone logs (such as communication
logs and screen activity logs). The reason this distinction between
sensors and logs matters is that a smartphone application has to
request access to a sensor for that data stream to become
available, and data collection starts after the application is
running. There is no way to collect sensor data retroactively. The
phone may have other applications running that have collected
data, or the phone’s operating system may have collected data for
its own purposes, but these data are not available to the study
application. In contrast, some smartphone logs are available and
accessible for times that precede installation, such as Android
communication logs, capturing metadata for phone calls and text
messages
It is worth stressing that passive data being objective does

not imply it being perfect; surveys certainly are not perfect either.
But for constructs that can be assessed both using subjective
surveys and objective passive data, it is hard to come up with a
convincing argument in favor of surveys. Most people are aware
of their own weight and height and could easily report them, yet
we are all asked to step on a scale and have our height measured
when we visit a healthcare provider. Neither measurement
is perfect, but they are objective and more accurate than self-
reported equivalents. An important caveat is that while some
constructs, such as psychomotor agitation or sleep, can be
more readily measured using passive data, for more complex
constructs in psychiatry, such as anhedonia, we are still trying
to determine the best active and passive measures. Also, passive
data collection certainly has its challenges: it is difficult to
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implement research-grade passive data collection; some sensors
generate very large volumes of data and others cause significant
battery drain; analysis of raw passive data is difficult; and
collection of certain types of data may interfere with the
phenotype of interest, for instance, keyboard-based data collec-
tion may affect user experience and their typical speed or usage.
Here we focus on the first challenge; discussion of the second and
third is presented in Challenges in Data Analysis.
When discussing passive data, it is important to distinguish

between collecting raw data, such as obtaining samples of device
acceleration along three orthogonal axes multiple times
per second, vs. collecting predefined data summaries, such as
daily step count, which may use accelerometer data as an
ingredient when generating that summary. Another important
distinction is between what is possible when the application is
running in the foreground, meaning that the application is shown
on the screen and the user can interact with it, vs. when it’s
running in the background, when the user is not using the
application.
The introduction of software development kits (SDKs) for

smartphones, such as Apple’s ResearchKit and Google’s Research-
Stack, has facilitated the writing of software for these devices, but
it is important to appreciate their shortcomings. Use of pre-
packaged software limits what type of data can be collected,
which then limits what types of analyses can be performed. The
problem with this approach is that what is available and
convenient can begin to shape the research agenda of
investigators, which is the reverse of how science usually works:
formulate the question first; then determine the study design,
including what data needs to be collected and how it needs to be
sampled; next perform data analyses, which are always conditional
(depend on) study design; and finally interpret the results, which is
conditional on all previous steps. Perhaps the greatest potential of
smartphones as a research tool, the fact that we carry them on our
person, is substantially reduced if the application can only collect
data when it is running on the foreground. This means that some
applications, although they do collect passive data, only do so for
the minute or two when the person is using the application. This
brings many of the limitations of active data collection to passive
data collection; although the data are objective when collected, if
the user is not using the application, no data will be collected. For
example, Apple’s ResearchKit has been extremely popular and
since its introduction in 2015 has been used to power countless of
applications, but one of its limitations is that it does not support
background sensor data collection [29]. Although it implements
an impressive range of various tasks, such as a timed walk task
and a gait and balance task [30], a person would have to use it
fairly consistently to see changes in these behaviors as part of
disease progression or treatment response, which could take
months or years. Other SDKs, such as HealthKit, do support
background sensor data collection but only in a limited manner.
At the time of writing, it is possible to use a HealthKit function to
record up to 12 h of accelerometer data in the background; in
addition, this capability does not appear to exist for other sensors
[31]. Continuous background data collection usually requires
custom code. Other challenges with SDKs are that data generated
by different SDKs are not comparable, so at the very least one
would need to stratify the cohort to Android and iOS users, but
this introduces a significant confounder given that iOS users have
on average much higher annual incomes than Android users,
approximately $53,000 vs. $37,000 [32]. Some of the algorithms
that are used to generate summaries by these SDKs are
proprietary and are subject to change. As an analog to the
weight scale example, this would be the equivalent of a person
monitoring their weight when the scale is being tweaked
occasionally without them knowing about it.
In the past decade, there has been increased attention paid to

the problem of transparency and reproducibility of science. One

study found that only 6% of the sampled medical studies were
completely reproducible [33], and a survey published in the
journal Nature in 2012 found that 47 out of 53 medical research
papers on cancer were irreproducible [34]. A comparison of five
analyses of reproducibility in preclinical research reported
prevalence of irreproducibility to vary from 51 to 89% [35]. Use
of proprietary algorithms and proprietary metrics is problematic
from the point of view of transparency and reproducibility of
research, and many smartphone-based studies do not disclose
enough details to even allow for attempts at replication.
Algorithmic fairness, accountability, and transparency have
recently emerged as its own interdisciplinary research area. Some
of the relevant considerations have to do with, for example,
generalizability. If a pre-packaged closed algorithm, say for
counting steps, has been trained using data from young men, it
may be accurate when used by users of this group, but it will likely
perform less well on elderly women, and may perform poorly on
elderly women with a neurodegenerative disorder. Designing
complex algorithms is difficult, but it is the closed nature of some
of these algorithms that makes it difficult to even detect a
problem, let alone fix it. Another problem with the use of pre-
packaged summaries is that new summaries cannot be imple-
mented post data collection, and because of changes in under-
lying closed algorithms, data cannot be readily pooled across
studies for later re-analyses.
Collection of private personal data from smartphone presents

many challenges to privacy and data security, and here we will
only touch the surface of this important and complex topic. We
address two points, data encryption and anonymization. The
starting point is that collected data must be encrypted at all times.
For example, on Beiwe, the high-throughput research platform for
smartphone-based digital phenotyping developed by our group,
all data are encrypted while stored on the phone awaiting upload
and while in transit, and they are re-encrypted for storage on the
study server while at rest. More specifically, during study
registration the platform provides the smartphone app with the
public half of a 2048-bit RSA encryption key. With this key the
device can encrypt data, but only the server, which has the private
key, can decrypt it. Thus, the Beiwe application cannot read its
own data that it stores temporarily, and there is therefore no way
for a user (or somebody else) to export the data. The RSA key is
used to encrypt a symmetric Advanced Encryption Standard (AES)
keys for bulk encryption. These keys are generated as needed by
the app and must be decrypted by the study server before data
recovery. Data received by the cloud server is re-encrypted with
the study master key provided and then stored on the cloud.
Some of the data that are collected in smartphone-based digital

phenotyping studies contain identifiers, such as phone numbers
that are part of communication logs on Android devices. The
phone numbers and other similar identifiers, such as MAC
addresses of Wi-Fi networks and Bluetooth devices, need to be
anonymized. Again, using the Beiwe platform as an example,
every phone generates a unique cryptographic code, called a salt,
during the Beiwe registration process, and then uses the salt to
encrypt phone numbers and other similar identifiers. The salt
never gets uploaded to the server and is known only to the phone
for this purpose. Using the industry standard SHA-256 (Secure
Hash Algorithm) and PBKDF2 (Password-Based Key Derivation
Function 2) algorithms, an identifier (e.g., phone number) is
transformed into an 88-character anonymized string that can be
used in data analysis. Note that for any given identifier, such as a
phone number, by design always corresponds to the same 88-
character string, which makes it possible to distinguish between
two phone calls coming from one person vs. two individuals each
placing one call. This is important because the structure and
dynamics of communication networks can be used to assess
social and cognitive functioning passively in addition to smart-
phone GPS and voice data that are currently used for assessing
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cognition [36]. A recent study demonstrated the connection
between social networks and functional recovery of patients with
ischemic stroke: [37] using a quantitative social network assess-
ment tool (rather than smartphone-based communication data),
the researchers demonstrated that an average patient’s network
over 6 months contracted by 1.25 people. Anonymization can also
be implemented for other data streams, such as GPS, which can
accurately resolve the location of a person’s home. On the Beiwe
platform, investigators can choose to use the “noisy GPS” data
stream which incorporates additive noise to the coordinates.
Naturally, all summary statistics derived from noisy data will
themselves be noisy, but in some cases this is the preferred
tradeoff between privacy and accuracy.
Another challenge with digital phenotyping data is data

sharing, which is critical for transparency and reproducibility of
research. For example, the National Institute of Mental Health Data
Archive (NDA) makes available human subjects data collected
from hundreds of research projects across many scientific
domains. NDA provides infrastructure for sharing research data,
tools, methods, and analyses enabling collaborative science and
discovery. However, there are unresolved technical problems on
how to best share smartphone data. One possible solution might
be to share intermediate abstract data types rather than the raw
data itself. For example, GPS data are often converted into an
intermediate data type, a sequence of flights (periods of linear
movement) and pauses (periods of non-movement). Sharing of
these types of data might be an intermediate solution while the
scientific community comes to consensus on best data sharing
practices.

OPPORTUNITIES IN DATA COLLECTION
The Precision Medicine Initiative (PMI) was intended to approach
health from a broad perspective, taking into account individual
variability in genes, environment, and lifestyle. It focuses on
disease onset and progression, treatment response, and health
outcomes through the more precise measurement of molecular,
environmental, and behavioral factors that contribute to health
and disease. As the PMI Working Group noted in their report [38],
these developments are now possible because of “advances in
genomic technologies, data collection and storage, computational
analysis, and mobile health applications”. The authors then
continued with the following: “Data from sensors and software
applications can enrich self-reported data on lifestyle and
environment, giving researchers a clear view into these factors
that have previously been difficult to capture with accuracy”. It is
notable that of the three factors, smartphones can directly capture
behavioral factors and can indirectly capture environmental
factors; for example, starting from time-varying measurements
of, say, pollution in specific areas, one can use time-stamped
location data to estimate how much time a person spends in
different areas, and then use these time estimates as weights to
calculate a personalized, individual-level exposure to pollution.
Many other similar applications are possible. Smartphone-based
digital phenotyping clearly fits in with the precision medicine
paradigm.
Digital phenotyping is also consistent with the goals of U.S.

National Institute of Mental Health (NIMH), which in 2018
published a notice [39] to highlight its interest in receiving grant
applications that utilize digital health technology to advance
assessment, detection, prevention, treatment, and delivery of
services for mental health conditions. A workgroup explored
opportunities and challenges of digital health technology relevant
to the NIMH mission, and identified three areas as a high research
priority: [1] assessment [2], intervention refinement and testing [3],
and service interventions and service delivery [40]. Digital
phenotyping is clearly responsive to the first area, assessment,
which identifies “technology-assisted … collection of behavior in

natural environments … to create digital/behavioral phenotypes”
as a high priority for the NIMH. Digital phenotyping is also
compatible with the Research Domain Criteria (RDoC) research
framework for studying mental disorders. As defined by the NIMH,
the framework consists of a matrix where the rows represent
dimensions of function (Domains and Constructs) and the
columns represent areas for study (Units of Analysis) [41]. The
five domains of the RDoC matrix are negative valence systems
(responsible for responses to adverse situations), positive valence
systems (responsible to positive situations), cognitive systems
(responsible for cognitive processes), systems for social processes
(mediating responses to interpersonal settings), and arousal/
regulatory systems (responsible for generating activation of neural
systems). Smartphones offer novel tools to capture several units of
analysis of the NIMH’s RDoC framework, making it possible to
collect new data streams that were previously difficult or nearly
impossible to capture.
Experience sampling methods (ESM) and ecological momentary

assessment (EMA) are survey methodologies that can offer insight
into daily life experiences, including symptoms of mental
disorders. Retrospective clinician-administered and self-report
questionnaires are the gold standard in human psychopharmacol-
ogy. Unfortunately, retrospective measures are subject to memory
distortions, and may more likely reveal how patients reconstruct
the past, not how they experienced it [42], and current mood is
likely to influence the type of information that is recalled [43].
Retrospective recall of average levels of mood or symptoms might
be also more difficult than considering the present moment,
particularly for individuals with psychiatric diagnoses [44]. For
example, one study found that retrospective reports of extreme
mood changes, over the previous month and even over the
preceding week, were largely unrelated to reports obtained in situ
[45]. As ESM/EMA questions pertain to the present moment or to a
recent interval, memory biases are expected to be minimal, and
the methodology taps into processes and experiences as they
occur in real life. Early ESM/EMA studies used paper question-
naires, but computerized versions on personal digital assistants
(PDAs) and smartphones have also become available [46]. There
are reviews on ESM/EMA studies on major depressive disorder
[47], psychotic disorders [48], substance use disorders [49], anxiety
disorders [50], and eating disorders [51]. A fairly recent review cuts
across diagnostic categories by including 18 studies that applied
ESM/EMA to study the effects of medication on patients with
major depressive disorder, substance use disorder, attention-
deficit hyperactivity disorder, psychotic disorder, and anxiety
disorder [46]. Of these 18 studies, 11 used paper, 5 a personal
digital assistant (PDA), and only 2 used smartphones. ESM/EMA
based on paper may suffer from poor compliance because
subjects may not complete the questionnaires as instructed. The
introduction of a PDA, which studies have introduced as an
additional device, suffers from all the usual difficulties when a
person is asked to carry on their person an additional device. In
addition to being able to timestamp responses and thus quantify
whether subjects took the surveys when pinged, additional
information can be recorded, such as the location where the
survey was taken. Smartphones appear to be the ideal instrument
for ESM/EMA, with additional insights possible when coupled with
other types of smartphone data.
An important opportunity in this space is the availability of

open-source research platforms. We use the term platform here to
draw a contrast to standalone smartphone applications that serve
specific use cases. For example, the iOS application used in the
asthma study discussed earlier is an application but not a
platform. A platform should support ideally both front-ends,
smartphones running Android and iOS operating systems, should
enable customization in active and passive data collection, and
should support study monitoring and data analysis activities, and
as such typically consist of separate front-end and back-end
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components. Stated differently, a standalone application here is
something that a person can use for a specific use case, whereas a
platform is a system or collection of multiple pieces of software to
support the running of research studies. Beiwe is an example of an
open-source research platform for smartphone-based high-
throughput digital phenotyping. The native Android and iOS
smartphone applications that constitute the front-end of the
configurable platform collect various types of active data, such as
surveys and audio diary entries, and passive data, such as GPS and
accelerometer data in their raw (unprocessed) form, and
anonymized phone call and text messages logs. The Beiwe
back-end, which is based on Amazon Web Services (AWS) cloud
computing infrastructure–making it both scalable and globally
accessible–collects, stores, and analyzes the collected data. These
data enable us to study behavioral patterns, social interactions,
physical mobility, gross motor activity, and speech production
among other phenotypes. The platform has been developed and
maintained by professional software engineers; both front-end
and back-end code are open source and available under the
permissive 3-clause BSD license.
There appears to be some confusion about what open source

software means, and since we identify it as a major opportunity, it
is worth clarifying this terminology. Part of the confusion likely
arises from the fact that the word “free” in English has at least two
different connotations. The commonly used examples in this
context are that software can be free, as in free beer, but software
can also be free, as in freedom of speech, which means that the
user is free to modify and distribute that software. For example,
Adobe Reader used for reading PDF documents is what is often
called freeware: it is free in the former sense but not in the latter;
the source code is not available, and the license prohibits you
from trying to reverse engineer the software. The web browser
Firefox is what is often called free software: it is free in both senses.
Beiwe is open source, which means what one would assume it to
mean, which is that its source code is publicly available, making it
free in the first sense; because the source code is in the public
domain under a permissive license, it is also free in the second
sense. However, just because software is free, it does not mean
that running that software incurs no cost to the user. Just like a
person using a home computer needs to pay for the computer
and its maintenance (often by taking time installing updates and
doing similar tasks), the cost of running software or a computing
platform is distinct from the cost associated with purchase or
license to use software.
Readers unfamiliar with open source software may wonder

whether open source software is secure, whereas people familiar
with the paradigm usually assert that open source software is
more secure than closed source software for the reason that the
code is available for inspection and study by anyone, and
therefore software errors and security vulnerabilities are more
likely to be discovered. The Linux operating system is one of the
most successful examples of open-source software, and according
to one estimate, 96.3% of the world’s top one million servers run
on Linux [52]. There is obviously variability across different
projects, whether open source or closed source, but a rare
empirical analysis comparing published vulnerabilities concluded
that the mean time between vulnerability disclosures was lower
for open-source software in half the cases and comparable in the
other half, and there were no significant differences in the severity
of vulnerabilities between open source and closed source
software [53].

CHALLENGES IN DATA ANALYSIS
The main difficulty in the analysis of smartphone data is a direct
consequence of the main opportunity in the collection of such
data: smartphones are personal devices that are used frequently
by many people, over long periods of time, in a myriad of ways.

Much before the arrival of smartphones, over two decades ago,
zoologists started using accelerometers to study animal behavior
[54]. Field biologists can rarely observe animals for more than a
fraction of their daily activities, and when they can observe them,
their presence can affect animal behavior. Research on remote
monitoring of animal behavior using animal-attached acceler-
ometers has enabled measuring the change in velocity of the
body over time and has been used to quantify fine-scale
movements and body postures unlimited by visibility, observer
bias, or the scale of space use [54]. But we clearly cannot use
epoxy glue or surgical procedures to attach accelerometers or
smartphones to people. Accounting for the various ways how
people use their phones, which are consumer-grade devices, and
propagating the uncertainties involved at different stages of the
process, are the most challenging aspects of data analysis. The
orientation of the device changes, where people typically carry
their phone varies from person to person, some individuals turn
their phone off for the night, and so on. None of these
complications invalidate inferences drawn from such data, but
they do complicate them, which is why the main intellectual
challenge in smartphone-based digital phenotyping has arguably
moved from data collection to data analysis.
One of the most fundamental problems in the use of

smartphones to study human behavior, and one that is nearly
always ignored, is whether the phone is on person at different
times. For example, the GPS gives the location of the phone, not of
the person. These two coincide when the phone is on person, and
one approximates the other as long as the phone has recently
been observed to be on person. This is similar to the collapse of
the wave function in quantum mechanics when the system is
observed. Briefly, in quantum mechanics, the so-called wave
function, a complex-valued probability amplitude, is used to
describe a quantum system. A quantum system is probabilistic,
and the wave function can be used to calculate the probabilities of
the different measurements that could potentially be obtained
from the system when the system is observed. When the system is
actually observed, the probability distribution that is associated
with observation changes instantaneously and discontinuously;
this phenomenon is known as wave function collapse. Translated
to our context, consider observing the phone’s location from GPS
and knowing that the person has the phone on them. One can
imagine a probability distribution on a 2D plane, on a map
centered at the current location, and there is initially no
uncertainty about the location, so the distribution is highly
concentrated or peaked. If the person places the phone on the
table, as more time passes by, there is greater and greater
uncertainty about the location of the person, so the probability
distribution, quantifying uncertainty about the location of the
person, becomes more and more diffuse. When we next observe
the GPS location and if the phone is on the person, this
distribution discontinuously jumps to the new location on the
map and is again highly peaked, reflecting our current certainty
about the location. If the phone however is not on the person at
this time, the probability distribution remains at its original
location and continues to grow even more diffuse. The probability
distribution keeps evolving in time towards a higher entropy state,
unless we observe both the GPS location and know the phone is
on the person. Observing when the phone is on person can be
done, for example, by using a rule-based classification (e.g.,
whether there is a call currently in progress), but generally is done
most reliably by examining accelerometer data [55].
Missing data is another important consideration in smartphone-

based digital phenotyping. Some sensors need to be sampled at
different cycles for different reasons, so some missingness is
expected by design. For example, GPS can drain the phone battery
in a couple of hours, which requires GPS data to be sampled.
Furthermore, because the application running on the phone may
fail to trigger the GPS for various reasons or the GPS may fail to
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receive a signal from four satellites needed to ascertain its
location, it is critical to be able quantify how successful the
sampling process is. The Beiwe platform, for example, alternates
between on-cycles and off-cycles of specified lengths when
sampling any sensor; if the on-cycle is set to 1 min and off-cycle to
9 min, the sensor is sampled 10% of the time and for each day we
would expect to observe 2.4 h of data. The sampling introduces a
challenging missing data problem that must then be addressed.
Ignoring the missingness, or simply connecting the last observa-
tion of a previous on-cycle with the first observation of the next
on-cycle (essentially linear interpolation) can result in a 10-fold
error variance for daily summary statistics that are computed from
the data and are used in subsequent modeling [56]. In the worst
case, GPS data may in practice be useless without imputation. A
possible alternative to GPS is the use of so-called location service
data, which is a method for determining the location of the phone
from a combination of various data streams, including cell tower
triangulation data and Wi-Fi network data. This method is
however proprietary, its precision is unknown, and its resolution
varies from location to location, none of which are true for GPS.
For this reason, for research purposes, and especially in studies
with long follow up, where the accuracy of the imputation
improves over time, using GPS data with imputation is the
preferred approach.
Transparency and reproducibility apply not only to data

collection but also data analysis. Publication of well-documented
source code should be the minimum standard. Unlike data, which
cannot always be shared to due privacy considerations, there are
no arguments from the privacy side against publishing one’s code.
But sharing code is often not sufficient for successful replication.
The first choice in thinking about reproducibility is the choice of
language. At the time of writing, Python is arguably the most
popular programing language used in data science and related
fields. Python itself is open-source software that has been
copyrighted under a GPL-compatible license certified by the
Open Source Initiative [57]. This means that analyses implemented
in Python can be, at least in theory, run by anyone. In contrast, a
language/environment like MATLAB is proprietary and requires a
license to use. It is worth pointing out that releasing software
under an open-source license has implications for intellectual
property (IP), and the U.S. legal framework of patent law,
copyright, and trade secret is complex and evolving [58].
What complicates the picture is that every Python user takes

advantage of several specialized packages, and there are several
packages for statistics and machine learning, for example. Because
packages typically depend on other packages to function, or on
specific versions of specific packages, installing these packages on
your own is tedious. This process is made considerably easier by
the use of Python distributions that simplify package manage-
ment and deployment. But distributions do not solve all problems,
because the Python code may embed, say, C or C++ code which
require their own compilers and linkers. Also, the person who
created the analysis software may have been using a different
version/distribution of the operating system, so even after the
choice of a programming language, there are many remaining
pieces to the puzzle.
Fortunately, we now have very good solutions to these

problems. Consider for a moment a traditional computing
environment, such as a typical desktop, where we have three
layers, from the bottom to the top: hardware, operating system,
application. One possibility to improve reproducibility is through
virtualization, which is a software package that contains a virtual
machine and includes an entire operating system, the application,
and everything else required to run it. Now in addition to the
hardware layer and the operating system layer, we have a so-
called hypervisor that creates one or more virtual machines, each
having its own operating system and its own applications. As a
simplification, we can think of the hypervisor as providing a virtual

version of the hardware of the traditional environment, and
multiple virtual machines can be run on a single piece of actual
physical hardware. Virtualization has its uses, but it requires a lot
of resources, which makes it much less appealing as a solution to
the reproducibility problem. For replicating analyses, or running a
set of analyses on new data, the current best practice is to use
containerization. Containers are a solution to the problem of how
to get software to run reliably from one computing environment
(laptop, desktop, cluster, cloud, etc.) to another. A container is a
lightweight solution to the problem and consists of the runtime
environment that is needed to run the code, meaning the data
analysis application or program, all its dependencies, libraries,
configuration files, and so on, everything bundled into one
package. This makes the container independent of the platform
and its dependencies. Currently, Docker is the most popular
containerization technology. Compared to traditional deployment
and virtualized deployment, container deployment has hardware
and operating system as its two lower layers, but instead of a
hypervisor of a virtualized deployment, it has what is called
“container runtime”. A container under container deployment is
analogous to virtual machine in virtual deployment, but a
container does not contain an operating system but instead each
shares the operating system kernel with the other containers. This
means the containers are lightweight and use fewer resources
than virtual machines, making them portable and ideal solutions
to the reproducibility problem.

OPPORTUNITIES IN DATA ANALYSIS
In order to make smartphone-based digital phenotyping data
actionable for interventions, a significant opportunity in data
analysis methods is the movement from retrospective analyses
carried out after data analysis has been completed to real time or
close to real-time analyses. This is essential if one is considering
implementing interventions in real time based on some changes
or anomalies in passive data. These types of approaches might be
especially well suited to intervening during high-risk states, such
as psychosis, delirium, or suicidality. To use suicide as an example,
a recent meta-analysis on the risk factors of suicidal thoughts and
behaviors (STB) concludes that little progress has been made
towards predicting suicide over a 50-year period [59]. The study
suggests the need for a shift in focus from risk factors to machine
learning-based risk algorithms. Smartphone-based digital pheno-
typing can at least in principle collect data very close in time to
STB, and then what is required are methods that can immediately
turn these data into actionable insights.
Computational complexity is an important concept in the

quantitative sciences, especially computer science, to quantify
how the running time of an algorithm depends on the size of its
input. The classic example of computational complexity is that of
sorting a list of numbers in ascending order or sorting a collection
of words in lexicographical order (a generalization of alphabetical
order). If a person is given 100 numbers and she follows some
specific procedure or algorithm, and sorting takes 2 min, how long
does it take for her to sort 10,000 numbers? The answer depends
on the algorithm used and may also depend on how ordered the
list is initially. It turns out that there is no sort algorithm that can,
for the average case, perform sorting this fast, in so-called linear
time (i.e., doubling the input leading to doubling of running time).
Some simple sorting algorithms, such as bubble sort, have
quadratic computational complexity, meaning that increasing
the input 100-fold leads to 10,000-fold computational time. In our
example, the person would take approximately 2 weeks to sort the
numbers using bubble sort. Using a more efficient algorithm, such
as merge sort, which belongs to a difference class of computa-
tional complexity, would on average take approximately 22 h. In
most algorithms, there is a tradeoff between performance
(computational complexity) and the amount of storage or memory
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required to carry out the algorithm, which is another important
consideration.
Computational complexity is especially important in real-time

settings. We discussed the importance of imputing missing data
for GPS earlier. If the analyses are performed only one time, once
data collection has ended, performance is less critical. However, to
impute missing data as accurately as possible, say, in settings
where we consider each day (a 24-h period) as our unit of analysis,
computational cost begins to compound in the same way as
interest compounds on a bank account. To illustrate, to carry out
imputation after day 1, the imputation algorithm has to process
data from day 1; to carry out imputation after day 2, the
imputation algorithm has to process data from days 1 and 2; to
carry out imputation after day 3, the imputation algorithm has to
process data from days 1 and 2 and 3; and so on; and to carry out
imputation after day T, the imputation algorithm has to process
data from days 1 through T. Therefore, data from day 1 are
processed T times, data from data 2 are processed T-1 times, and
so on, and data from day T are processed 1 time. This means that
repeated computation over time adds an additional linear factor
to computational complexity, so that an algorithm that is linear (in
the number of days T) when run one time, becomes quadratic
when run T times.
This implies that algorithms in these types of settings should

generally be chosen based on their computational performance,
but one should also aim to develop online versions of these
algorithms. Here the term online has nothing to do with the WWW
but instead refers to the way the algorithm accommodates
previously seen data. In an offline algorithm, the algorithm needs
the entire dataset to output an answer, whereas an online
algorithm processes data in a piece-by-piece fashion and
generates output along the way. A requirement for doing this is
that the algorithm can somehow retain the processed data, or
some salient features of the data, in memory in a way that does
not depend on the number of data points that have already been
processed. An online version of the imputation algorithm would
behave in the following way: after day 1, the algorithm processes
data from day 1 and generates some summary of the data; after
day 2, the algorithm takes the data summary, updates it with data
from day 2, and generates the output; after day 3, the algorithm
takes the data summary, updates it with data from day 3, and
generates the output; and so on; and after day T, the algorithm
takes the data summary, updates it with data from day T, and
generates the output. In contrast to the offline algorithm, data
from each day is processed only once, so the computational
complexity does not begin to compound over time. How one can
take an offline algorithm and turn it into an online algorithm
depends strongly on the algorithm in question and this is in
general is very challenging, but it clearly is a tremendous
opportunity for digital phenotyping.
Another potential opportunity for digital phenotyping is n-of-1

clinical trials. A clinical trial can be defined as a prospective study
comparing the effects and value of intervention(s) against a control
in human beings [60]. To study effectiveness and utility of
interventions, in randomized clinical trials (RCTs) patients are
randomly assigned either to standard care (control group) or to
the new intervention (treatment group). The two groups must be
sufficiently similar at baseline in relevant respects so that
differences in outcome may be attributed to the action of the
intervention. Statistical comparisons are made between the two
groups, the treatment group and the control group. But because
different individuals may respond differently to different inter-
ventions, a treatment that works for one person does not
necessarily work for another. The practice of investigating
group-level response is in stark contrast with clinical practice,
where the ultimate end point is the care of individual patients.
Single subject or n-of-1 trials have been proposed as the ultimate
strategy for individualizing medicine [61], and although they have

been used in educational and behavioral settings, they are not
commonly used in medicine or public health. Briefly, n-of-1 trials
consist of two or more treatments for a single individual where the
sequence of the treatments may or may not be randomized. For
example, if we denote one treatment with A and another treatment
with B, the treatment sequence ABAB constitutes a four-period
crossover design [62]. Some important considerations in the design
of n-of-1 trials include whether one should randomize the sequence,
whether the effects of one treatment may be confounded by the
carryover effect of a preceding treatment, and whether one should
use washout periods between administrations of interventions.
Chronic conditions for which there are easily measurable clinical

end points and where the drugs or interventions that are to be
tested have a relatively short half-life are most amenable to n-of-1
trials [63]. A major challenge in n-of-1 trials is the measurement of
relevant end points. Whereas in randomized clinical trials the
primary end point might be measured only twice, at the
beginning of the trial and at the end of the trial, in n-of-1 trials
multiple measurements are needed, and the data collected in
these trials is therefore closer to time-series data than traditional
longitudinal or panel data. An early paper argued that monitoring
and reporting methods in these trials should be as invisible and
labor-free to the patient as possible and advocated remote clinical
phenotyping and the use of wireless devices for this purpose [64].
It was later proposed that cell phones could be used as diaries and
one could use actigraphs and other additional devices to learn
about outcomes of interest [61]. From our point of view, however,
the introduction of additional devices implies that the trial is no
longer as “invisible and labor-free” to the patient as one would
like. In chronic conditions, one would like to be able to follow
patients for months or years, and given the generally low adherence
of wearable devices, it is unlikely that introduction of new devices,
devices that patients themselves would not use or wear if not in a
trial, is the most productive route forward. We instead argue for the
use of smartphones; in addition to a wristwatch, they are the only
technology that we appear to carry on us everywhere. A major
opportunity for digital phenotyping is in the development of
statistical methods that can inform us about powerful n-of-1 trials,
allowing individuals to use different devices (different phones), and
yet allow pooling of data so that we can make generalizable
population-level claims about the data while at the same time
treating each individual patient in the most optimal way.

FUTURE RESEARCH DIRECTIONS
Smartphones appear ideally suited to digital phenotyping given
their widespread use and the frequency and extent to which most
people use the devices. Wearable devices may one day reach high
prevalence, but they are not there today, and most people stop
wearing them after a few months, which is problematic for
studying chronic conditions. We have argued that although
collection of raw data from smartphones is challenging, and
clearly not every study requires that type of data, it is the only
approach that makes it possible to aggregate data across studies
and investigate aspects of behavior that were not considered at
the time the study was run. The downside to the use of raw data is
that there are large volumes of data to be moved and the analyses
need to be implemented on a (cloud) server. If a study uses Wi-Fi
for uploading large data files to economize costs, but the person
does not connect to Wi-Fi regularly, the delay may be life-
threatening. Therefore, real-time applications will necessarily have
to use cellular data. In response to the ever-greater data
consumption of the general public, cell phone companies began
deploying the fifth-generation technology standard for cellular
networks, known as 5G, worldwide in 2019, and it is expected that
the new standard will result in substantially faster download and
upload speeds, the latter being more critical for smartphone-
based digital phenotyping implemented in real-time settings.
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The main intellectual challenge in digital phenotyping is
arguably moving from data collection to data analysis, and we
have so far only taken some of the first steps in this area. Just like
the development of genome sequencing brought about statistical
genetics and genomics, analysis of smartphone data in the
biomedical settings will require many methodological develop-
ments. Data analysis is difficult enough in experimental settings
where every aspect of the process can be tightly controlled,
let alone in settings where individuals use various devices in
various ways in free-living settings. Because of all these degrees of
freedom, it is critical that transparency and reproducibility of
research are given serious consideration. It is preferable to use
highly interpretable models in this endeavor, and ultimately
drawing insights from these models requires a strong grounding
in human behavior and psychology.
The social, behavioral, and cognitive phenotypes discussed in

this review have traditionally been obtained using surveys or
clinician-administered tests, which vary greatly among cultures
and languages worldwide. Yet humanity is faced with a common
set of diseases and our genes are written in a common alphabet.
Many have argued that the 21st century may be the century of
social and behavioral health, and the ability to measure any
phenotype of interest has to be the first step if we wish to manage
it. In physics, more precise measurements, such as those as
anticipated by Maxwell, led to a scientific revolution that gave rise
to quantum mechanics. Although revolutions like that are rare, it is
not unrealistic to expect that digital phenotyping could drama-
tically impact our ability to quantify phenotypes at a global scale,
perhaps leading to a quantum leap in our understanding of
human disease.
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