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Owver the next two years, sclentsts who
plan to use patient records for medical
research will find themselves facing
new hurdles. With the growing con-
cern over human subject protecton as
a backdrop, outgoing US President Bill
Clinton has announced new medical
records privacy rules.

Concern over the privacy of medical
records has been growing. Confidential
patient information is increasingly
stored in computerized form rendering
it easily accessible to hackers, insurers
and medical researchers.

In December—after a reporter sent
coples of medical records to University
of Washington Medical Center—center
officlals confirmed that a computer
hacker had gained access to confiden-
tial informaton on 5,000 cardioclogy
patients. The data included names, so-
clal security numbers, risk factors, pro-
cedure results and outcomes. The
school, which is now cooperating with
the Federal Bureau of Investigation in
an attempt to find the hacker, says it
has no evidence that the person gained
access to the main electronic medical
records data.

The new rules will give patients more
say about how their records can be

used and will introduce stiff financial
penalties for Insurance companies and
health providers who use records im-
properly. Those organizations will
need to obtaln consent if they want to
use records for anything other than pa-
tient care.

But will the new rules hinder medical
research? John W. Rigs, assoclate pro-
fessor of obstetrics at the University of
Texas Medical School and a member of
the American Medical Informatics
Association says, "I belleve they will
and probably should hinder certain
medical research practices.”

But others worry that they go to far.
Edward Oldfield, chief of Surgical
Neurology at the Natlonal Institutes of
Neurological Disorders and Stroke, re-
cently completed a study of multiple
pituitary adenomas in Cushing Disease
that involved examining records for
660 surgical patlents. He thinks re-
searchers should seek patients’ consent
for some studies, such as those that in-
volve detalled analysis of tlssue sam-
ples. But, in other cases, the new
regulations might unnecessarily add to
the already high level of paperwork
now required of clinical researchers. He
says, "It is hard for me to see why
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doing a retrospective study that is not
linked to patients’ identities should al-
ways require [RB approval.”

“The whole rule reflects an attitude
of suspicion and paranoia,” says David
Korn of the American Assoclation of
Medical Colleges. “There are socletal
benefits that are being drowned in the
concern for individual privacy.” For ex-
ample, he says, the rules might limit
epldemioclogical research by masking
patents’ addresses in a way that makes
geographic analysis impossible.

Recognizing that such a requirement
could be prohibitive for the sclentsts
who mine large databases, the rules
allow researchers to seek a consent
walver from either an Internal Review
Board or a similarly organized privacy
board. Though this makes life easier
for sclentists, Edward Sobel, a re-
searcher at the Harvard University
Program in Psychiatry and Law thinks
that consent waivers will leave pa-
tients vulnerable once again. “When
people find out after the fact that
someone might go into their records,
it can be upsetting and can effect the
kind of informaton they are going to
glve,” he says.

Tinker Ready, Boston

...and more oversight?

As regulations place an ever-tightening
grip on medical research, a new US fed-
eral advisory commission on protect-
ing human research subjects has met
for the first Hme to draw up plans to
ensure that research insttutions abide
by ethical concerns.

The 12-member National Human
Research Protection Advisory
Committee (NHRPAC), chaired by

Mary Faith Marshall, director of the
program in bicethics at the University
of Kansas Medical Center, was estab-
lishied last June and reports directly to
the Office of Human Research
Protection (OHRP), in the Department
of Health and Human Services (Nature
Med. 6, 946; 2000). Members discussed
financial conflicts of interest, the
Declaration of Helsinki and the ethics
of placebo use, and special Issues in re-
search involving children.

When the Committee begins to make
recommendations, these could be
crafted into new policy or regulations

by the OHRP, which currently oversees

136

only research conducted with federal
funds. "That's how [ see our job—to
make real change in terms of policy
and action,” says Marshall, adding, “I
think there will be some wholesale
changes coming.”

Those changes will not focus solely on
insttutional review boards, but the oper-
ation of these groups, which oversee re-
search involving human subjects, will be
among the first to be examined. *[ think
for the most part [RBs do a good job and
are well-intentloned.” says Marshall,
“but they need increased accountability,
increased professionalism and much
more interaction with the public.”

Some researchers are worrled by the
increasing number of regulatory bodies
and oversight groups that are being cre-
ated. Committee member Adil Shamoo,
a professor in the department of
Biochemistry and Molecular Biology at
the University of Maryland 5chool of
Medicine, told Nature Medicine he hoped
the panel would increase study partici-
pants’ protectlon without adding a new

layer of bureaucracy. He has a particular
interest in reducing financial conflicts
of interest and increasing federal re-
searchers’ accountabllity, and he is
about to publish research charging that
the MNational I[nstitutes of Health se-
verely underreports adverse events in
studies they fund.
Alicia Ault, Washington, DC

Erratum

The article, "Oxford scientists defect
to Imperial” (Mature Med. 6, 1070;
2000), contained factual errors which
we are glad to correct: Professor Roy
Anderson has not at any time been ac-
cused of sexual harassment, and
meningococcus s 4 bacterium and
not a virus. We should also clarify the
point that Professor Geoffrey Smith
was not a senior colleague of
Anderson’s at Oxford and that he
made the decision to mowve institu-
tions prior to Anderson. Our sincere
apologies to the scientists concerned.
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