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            Abstract
Quantum key distribution (QKD) uses individual light quanta in quantum superposition states to guarantee unconditional communication security between distant parties. However, the distance over which QKD is achievable has been limited to a few hundred kilometres, owing to the channel loss that occurs when using optical fibres or terrestrial free space that exponentially reduces the photon transmission rate. Satellite-based QKD has the potential to help to establish a global-scale quantum network, owing to the negligible photon loss and decoherence experienced in empty space. Here we report the development and launch of a low-Earth-orbit satellite for implementing decoy-state QKDâ€”a form of QKD that uses weak coherent pulses at high channel loss and is secure because photon-number-splitting eavesdropping can be detected. We achieve a kilohertz key rate from the satellite to the ground over a distance of up to 1,200 kilometres. This key rate is around 20 orders of magnitudes greater than that expected using an optical fibre of the same length. The establishment of a reliable and efficient space-to-ground link for quantum-state transmission paves the way to global-scale quantum networks.
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                    Figure 1: Illustration of the experimental set-up.[image: ]


Figure 2: Establishing a reliable space-to-ground link for quantum state transfer.[image: ]


Figure 3: Performance of satellite-to-ground QKD during one orbit.[image: ]


Figure 4: QKD link efficiencies.[image: ]
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Extended data figures and tables

Extended Data Figure 1 Summary of the QKD data obtained for 23 different days.
The x axis is the shortest satellite-to-station distance, which occurs at the highest elevation angle and varies for different days. The y axis is the average sifted key rate that is obtained over the 273-s orbit. The inset shows the quantum bit error rate.


Extended Data Figure 2 The Micius satellite and the payloads.
a, A full view of the Micius satellite before being assembled into the rocket. b, The experimental control box. c, The APT control box. d, The optical transmitter. e, Left side view of the optical transmitter optics head. f, Top side view of the optical transmitter optics head.


Extended Data Figure 3 Hardware at Xinglong ground station.
a, The two-axis gimbal telescope. b, Beacon laser and coarse camera. c, One of the two layers of the optical receiver box.


Extended Data Figure 4 Sketch of the tracking systems on the satellite and at the ground station.
DM1: dichroic mirror transmitting 671-nm light and reflecting 850-nm light. DM2: transmitting 532-nm light; reflecting 671-nm light. DM3: transmitting 532-nm light; reflecting 850-nm light.


Extended Data Figure 5 A typical temporal distribution of 850-nm photons and the measured far-field pattern.
a, A typical temporal distribution of 850-nm photons after the time synchronization process. The data measurement time is 1 s. Each time bin is 100 ps. The counts are normalized and a variance of Î´â€‰=â€‰0.5â€‰ns is obtained with Gaussian fitting. b, Far-field pattern measured from the thermal-vacuum test on the ground. The divergence angles (full angle at 1/e2 maximum) are 8â€‰Î¼rad for the X axis and 11â€‰Î¼rad for the Y axis. c, Far-field pattern measured from the satellite-to-ground scanning test. The divergence angles (full angle at 1/e2 maximum) are 9â€‰Î¼rad for the X axis and 11â€‰Î¼rad for the Y axis.


Extended Data Figure 6 The experimental procedure.
a, Instruction and data processes. b, Tracking and QKD processes during an orbit.


Extended Data Table 1 Performance of the APT systemsFull size table


Extended Data Table 2 QKD data of 23 different orbits from 23 September 2016 to 22 May 2017Full size table


Extended Data Table 3 Performance of the transmitter and receiverFull size table


Extended Data Table 4 Observed data for a single orbit at Xinglong stationFull size table





PowerPoint slides
PowerPoint slide for Fig. 1

PowerPoint slide for Fig. 2

PowerPoint slide for Fig. 3

PowerPoint slide for Fig. 4




Rights and permissions
Reprints and permissions


About this article
[image: Check for updates. Verify currency and authenticity via CrossMark]       



Cite this article
Liao, SK., Cai, WQ., Liu, WY. et al. Satellite-to-ground quantum key distribution.
                    Nature 549, 43â€“47 (2017). https://doi.org/10.1038/nature23655
Download citation
	Received: 20 March 2017

	Accepted: 21 July 2017

	Published: 09 August 2017

	Issue Date: 07 September 2017

	DOI: https://doi.org/10.1038/nature23655


Share this article
Anyone you share the following link with will be able to read this content:
Get shareable linkSorry, a shareable link is not currently available for this article.


Copy to clipboard

                            Provided by the Springer Nature SharedIt content-sharing initiative
                        








            


            
        
            
                This article is cited by

                
                    	
                            
                                
                                    
                                        Quantum key distribution using deterministic single-photon sources over a field-installed fibre link
                                    
                                

                            
                                
                                    	Mujtaba Zahidy
	Mikkel T. Mikkelsen
	Leonardo Midolo


                                
                                npj Quantum Information (2024)

                            
	
                            
                                
                                    
                                        A compact multi-pixel superconducting nanowire single-photon detector array supporting gigabit space-to-ground communications
                                    
                                

                            
                                
                                    	Hao Hao
	Qing-Yuan Zhao
	Pei-Heng Wu


                                
                                Light: Science & Applications (2024)

                            
	
                            
                                
                                    
                                        Verifying the security of a continuous variable quantum communication protocol via quantum metrology
                                    
                                

                            
                                
                                    	LorcÃ¡n O. Conlon
	Biveen Shajilal
	Syed M. Assad


                                
                                npj Quantum Information (2024)

                            
	
                            
                                
                                    
                                        Improved security bounds against the Trojan-horse attack in decoy-state quantum key distribution
                                    
                                

                            
                                
                                    	Zijian Li
	Bingbing Zheng
	Kejin Wei


                                
                                Quantum Information Processing (2024)

                            
	
                            
                                
                                    
                                        A dialogue protocol of quantum communication network based on cluster states
                                    
                                

                            
                                
                                    	Yaoyao Wang
	Tianhao Yang
	Xiaoguang Chen


                                
                                Quantum Information Processing (2024)

                            


                

            

        
    

            
                Comments
By submitting a comment you agree to abide by our Terms and Community Guidelines. If you find something abusive or that does not comply with our terms or guidelines please flag it as inappropriate.



                
                    
                    

                

            
        





    
        

        
            
                

    
        
            
                
                Access through your institution
            
        

        
            
                
                    Buy or subscribe
                
            

        
    



            

            
                

    
        
        

        
        
            
                
                Access through your institution
            
        

        
            
                Change institution
            
        

        
        
            
                Buy or subscribe
            
        

        
    



            

        
    


    
        Editorial Summary
Quantum security in orbit
The laws of quantum physics give rise to protocols for ultra-secure cryptography and quantum communications. However, to be useful in a global network, these protocols will have to function with satellites. Extending existing protocols to such long distances poses a tremendous experimental challenge. Researchers led by Jian-Wei Pan present a pair of papers in this issue that take steps toward a global quantum network, using the low-Earth-orbit satellite Micius. They demonstrate satellite-to-ground quantum key distribution, an integral part of quantum cryptosystems, at kilohertz rates over 1,200 kilometres, and report quantum teleportation of a single-photon qubit over 1,400 kilometres. Quantum teleportation is the transfer of the exact state of a quantum object from one place to another, without physical travelling of the object itself, and is a central process in many quantum communication protocols. These two experiments suggest that Micius could become the first component in a global quantum internet.
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