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            Abstract
The concept of randomness plays an important part in many disciplines. On the one hand, the question of whether random processes exist is fundamental for our understanding of nature. On the other, randomness is a resource for cryptography, algorithms and simulations. Standard methods for generating randomness rely on assumptions about the devices that are often not valid in practice. However, quantum technologies enable new methods for generating certified randomness, based on the violation of Bell inequalities. These methods are referred to as device-independent because they do not rely on any modelling of the devices. Here we review efforts to design device-independent randomness generators and the associated challenges.
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                    Figure 1: Schemes for randomness generation.


Figure 2: Structure of DIQRNG protocols.


Figure 3: Randomness as a function of the CHSH Bell inequality violation observed by the user.
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For centuries the question of whether the world is deterministic—where every existing state of affairs is the inevitable consequence of previous states of affairs—or random was a matter for philosophers and priests. The advent of the inherently random quantum theory brought physicists into the equation. Physicists now recognize that quantum randomness is not only fundamentally fascinating but also a technological opportunity, since random numbers are the backbone of cryptography. Such technology, however, relies on the ability to certify that the quantum mechanically produced numbers are actually random, and that they haven't been manipulated by an adversary. In a Review in this issue, Antonio Acín and Lluis Masanes discuss the many and various ways that quantum mechanical theory can be used in the design of device-independent randomness generators.
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