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            Abstract
The verification of nuclear warheads for arms control involves a paradox: international inspectors will have to gain high confidence in the authenticity of submitted items while learning nothing about them. Proposed inspection systems featuring â€˜information barriersâ€™, designed to hide measurements stored in electronic systems, are at risk of tampering and snooping. Here we show the viability of a fundamentally new approach to nuclear warhead verification that incorporates a zero-knowledge protocol, which is designed in such a way that sensitive information is never measured and so does not need to be hidden. We interrogate submitted items with energetic neutrons, making, in effect, differential measurements of both neutron transmission and emission. Calculations for scenarios in which material is diverted from a test object show that a high degree of discrimination can be achieved while revealing zero information. Our ideas for a physical zero-knowledge system could have applications beyond the context of nuclear disarmament. The proposed technique suggests a way to perform comparisons or computations on personal or confidential data without measuring the data in the first place.
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                    Figure 1: A zero-knowledge protocol to prove that two cups contain the same number of marbles.[image: ]


Figure 2: Experimental set-up with neutron source, neutron collimator, British Test Object in container, and detector array.[image: ]


Figure 3: Results of MCNP5 simulations for interrogations of the British Test Object in two different orientations.[image: ]


Figure 4: Results of MCNP5 simulations for two notional diversion scenarios.[image: ]
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        Editorial Summary
Nuclear security with zero knowledge
Future rounds of nuclear arms control will ideally involve direct inspection of nuclear warheads, but this process requires procedures that give inspectors high confidence about the authenticity of submitted nuclear items yet give no information about their design. This challenge has so far been addressed only partly, by using complex automated information barriers that rely on a large amount of trust from both parties.
Alexander Glaser, Boaz Barak and Robert Goldston have now developed a 'zero-knowledge' neutron-imaging technique to determine the authenticity of nuclear warheads. Neutron radiographic images of warheads would contain highly classified information, but in this new protocol, data are not processed in the normal way but are recorded using detectors preloaded with a 'negative' of the radiograph of the target device as declared. The resulting comparison provides differential measurements of neutron transmission and emission that can detect small diversions of heavy metal from a representative test object.
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