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Abstract As the number of the genetic studies has rap-
idly increased in recent years, there has been growing
concern that the privacy of the participants in such
studies can be invaded unless effective measures are
adopted to protect confidentiality. It is crucial for the
scientific community to establish a method to anonymize
DNA samples so that the public will trust genetic
researchers. Here, we present a reliable and practical
method of making DNA samples used in the genetic
research anonymous. It assures complete anonymity by
coding samples and personal information twice. Since it
does not require equipment, such as bar-code readers or
a software package, its cost is nominal compared with
the laboratory costs. All institutions engaged in genetic
research may wish to take measures such as the one
described here to ensure the privacy and confidentiality
of the participants in their genetic studies.

Introduction

Recent developments in analytical technology have en-
abled even small laboratories to engage in genetic re-
search, and as a result the number of genetic studies has
been increasing year by year (Kawamoto et al. 2001;
Nishio et al. 2001; Watanabe et al. 2002; Yamada et al.
2002). At the same time, society has been paying more
and more attention to protecting the privacy of indi-
viduals who participate in genetic investigations out of
fears that governments, insurance companies, or
employers might use or abuse genetic information ob-
tained during the course of such studies (Pokorski 1998;
The Japanese Society of Human Genetics, Council
Committee of Ethics 2001; Wertz 2002). Another
important issue to be aware of is that genetic informa-
tion gathered from participants in such studies may
provide genetic information about their relatives and
even offspring. Since such concerns may hamper the
progress of genetic research by discouraging individuals
from participating in the investigations, establishing a
framework for protecting the privacy of participants in
the genetic study, namely anonymization, is crucial
(Fuller et al. 1999). To address ethical issues in this field,
a guideline for research on the human genome (‘‘the
guideline’’) drafted by collaboration among the Japa-
nese Ministry of Education, Culture, Sports, Science
and Technology, Ministry of Health, Labor and Wel-
fare, and Ministry of Economy, Trade and Industry was
released, on March 29, 2001 (http://www2.ncc.go.jp/elsi/
index.htm, in Japanese). All investigators engaged in
genetic research in Japan are now subject to the guide-
line. It recommends that researchers anonymize DNA
specimens obtained from the participants and remove
any individual identifying information from their clini-
cal records before starting the research. Although the
necessity of anonymity is widely accepted, the method-
ology for accomplishing it has not been clearly de-
scribed. We describe a reliable and practical method for
making specimens and clinical data retrieved from
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participants in genetic studies in our institution anony-
mous.

Materials and methods

Coding specimens, clinical data documents,
and informed consent documents

After obtaining permission from the IRB (Institutional Review
Board) to proceed with a genetic study, researchers request the
administrator of personal information (‘‘the administrator’’), who
is appointed by the Dean of the Graduate School of Medicine of
the University of Tokyo, to carry out the series of procedures de-
scribed below. According to the guideline, the administrator is not
allowed to be involved in any genetic research performed in our
institution. First, the administrator creates sets of code numbers
comprising an ‘‘S-number’’ to code the sample, a ‘‘C-number’’ to
code the informed consent document, and a ‘‘W-number’’ to the
code clinical data document (work sheet) on which the researcher
fills personal identifying information (such as name and date of
birth) and non-identifying information (such as body weight, body
height, blood levels of some hormones) (Fig. 1a). The number is
printed on an adhesive label (S-, W-, and C-label) covered with a
seal that prevents the printed number from being read unless the
seal is torn off (Fig. 1b). The seal is manufactured in such a manner
that it cannot be used to cover the label again once it has been
detached from it. In addition, the S-, W-, and C-labels are different
so that the specimen cannot be easily linked to the clinical data or
the name signed on the informed consent document. This guar-
antees the confidentiality of the temporary code numbers. Since
these numbers are replaced by permanent numbers in a later pro-
cedure, we call them ‘‘temporary code numbers’’. The administra-
tor issues an individual set of the temporary code labels with a
protective seal to the researcher (procedure 1, Fig. 2), and the re-
searcher attaches ‘‘S-labels’’ to specimens such as blood samples,
‘‘W-labels’’ to clinical data forms, and ‘‘C-labels’’ to informed
consent forms (procedure 2). The researcher then submits sets of
samples, clinical data documents and informed consent documents
to the administrator when a large number of sets (typically 20 sets)
has accumulated (procedure 3). Through all these procedures, the
researchers cannot know the temporary code numbers.

Replacement of temporary code numbers
by anonymous numbers

The administrator takes off the protect seal and reads the tempo-
rary code numbers that accompany the clinical data documents and
informed consent documents and creates a data file in which the
personal identifying and non-identifying information are linked to
the temporary code numbers (procedure 4). The administrator then
assigns a permanent number (‘‘anonymous number’’) to the tem-
porary code numbers (procedure 5). The anonymous number is a
unique six-digit number created by using a random number gen-
erator. The generated database is encrypted and stored in a stand-
alone computer that only the administrator is allowed to access
(procedure 6a). The administrator then creates another data file
(anonymous data file) that links the anonymous number only to the
clinical parameters (non-identifying information) by removing all
the personal identifying information from the linking data file
(procedure 6b). The S-labels accompanying the samples are then
replaced by their related anonymous number under the supervision
of the administrator in a room exclusively used for this procedure
(procedure 7). The S-label on which the temporary code number
was printed is discarded. The administrator delivers the anonymous
data file and specimens coded with the anonymous number to the
researcher (procedure 8).

Genetic analysis using anonymously coded specimens
and clinical data

DNA is extracted from anonymous specimens in the laboratory of
the researcher. The researcher can investigate the effect of genetic
variations on clinical parameters by using the anonymous data file,
but cannot trace the specimen back to the subject from whom it
was obtained. If the researcher needs to identify the specimen for
some reason, the researcher can request the IRB to permit linking
of the specimen to personal identifying information.

Results and discussion

After discussing how to anonymize samples and clinical
data obtained from participants in the genetic research
for a whole year, we concluded that we should adopt the
procedure described in this paper. We believe that the
researchers in our institution can fulfill their duty to
protect the privacy of participants by using our proce-
dure. It is characterized by complete anonymity being
achieved in two steps (procedure 2 and 7). The specimen
and clinical data are first anonymized with a temporary
code number issued by the administrator (procedure 2),
but since this procedure alone fails to guarantee full
protection of privacy, because it is possible for a mali-
cious researcher to link temporary code numbers to
personal identifying information, the temporary code
number must be replaced by the second, permanent
number (procedure 7). Once this procedure is carried out
under the supervision of the administrator, no one but
the administrator can link the specimen to the identify-
ing information.

The Japanese guideline for the genetic research rec-
ommends that researchers anonymize DNA specimens
obtained from the participants and remove individual
identifying information from their clinical records before
starting their research. According to the guideline, ano-
nymity status is classified into two categories, ‘‘linked’’

Fig. 1 The temporary code numbers and labels to protect
confidentiality in genetic research
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and ‘‘unlinked’’. The former means coding a specimen
with a random number with a key that links that number
to personal identifying information preserved by the
administrator. The latter means removing all the per-
sonal identifying information from a specimen without
retaining any key. Consequently, there is no way the
specimen can be traced back to the person from whom it
was obtained. Control samples obtained from healthy
subjects should be treated with unlinked anonymity,
whereas samples from patients can be treated with linked
anonymity. Unlinked anonymity is likely to be more
secure than linked anonymity, but potential benefits may
be lost. If unlinked, measurements of the levels of a
protein encoded by a newly discovered susceptibility gene
or collection of related medical information from par-
ticipants is impossible, and that may reduce the long-
term value of the research. Another possibility is that a
serious genetic disease may be unexpectedly found in
subjects enrolled even in genetic research on multi-
factorial disorders. If a treatment or prophylaxis of the
genetic disease has been established, carriers among
family members of participants would obtain enormous
benefit from such genetic information. Therefore,
protection of privacy and confidentiality must be
weighed against the need to perform genetic research to
develop novel and etiology-based methods of treatment
of diseases in which genetic factors are involved.

There is a report of DNA sample anonymization by
using an encryption software package manufactured by
a third party (Gulcher et al. 2000), but that allows
malicious personnel in the clinic and the laboratory to
cooperate in generating a key table linking temporary
code numbers to anonymous numbers, which would
destroy the anonymization system. Our system prevents
researchers from generating such keys and makes the
system more secure. Moreover, the cost of anonymizing
a specimen (approximately 40 cents per specimen) by
our procedure is nominal compared with the laboratory
costs and is smaller than the cost of using encryption
software manufactured by a third party. In any event, it
is no exaggeration to say that the security of privacy
depends not just on the anonymizing procedure but also
on the ethics of researchers and how carefully they
handle specimens and genetic data.
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