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Linking microbial community composition with the corresponding ecosystem functions remains
challenging. Because microbial communities can differ in their functional responses, this knowledge
gap limits ecosystem assessment, design and management. To develop models that explicitly
incorporate microbial populations and guide efforts to characterize their functional differences, we
propose a novel approach derived from reliability engineering. This reliability modeling approach is
illustrated here using a microbial ecology dataset from denitrifying bioreactors. Reliability modeling
is well-suited for analyzing the stability of complex networks composed of many microbial
populations. It could also be applied to evaluate the redundancy within a particular biochemical
pathway in a microbial community. Reliability modeling allows characterization of the system’s
resilience and identification of failure-prone functional groups or biochemical steps, which can then
be targeted for monitoring or enhancement. The reliability engineering approach provides a new
perspective for unraveling the interactions between microbial community diversity, functional
redundancy and ecosystem services, as well as practical tools for the design and management of
engineered ecosystems.
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Introduction

Understanding the relationships between commu-
nity composition, community structure and
ecosystem function is challenging, particularly for
microbially-mediated processes. The small size of
microorganisms, the unparalleled diversity of micro-
bial communities and the often uncertain linkages
between microbial phylogeny and function hinder
our ability to predict ecosystem processes based on
microbial community structure. Because microor-
ganisms play critical nutrient cycling roles in all
ecosystems, models that explicitly incorporate
microbial populations and their functional differ-
ences could improve ecosystem assessment, design
and management.

Despite the common, and likely valid, assumption
that microbial communities have high levels
of functional redundancy, microbial community
composition and structure can sometimes
have important effects on ecosystem functions

(Schimel, 2001; Reed and Martiny, 2007; Allison and
Martiny, 2008; Bell et al., 2009; Strickland et al.,
2009). For example, different soils show distinct
temperature optima for nitrite oxidation and deni-
trification, suggesting that their microbial commu-
nities have functional differences (Saad and Conrad,
1993). While process-based biogeochemical models
play an important role in understanding ecosystem
functions, they typically do not capture the adaptive
potential of biological systems and therefore often
require calibration for each location.

The ability to model microbial ecosystems and
their associated functions is hampered by the limited
understanding of fundamental relationships in
microbial ecology, including those between com-
monly measured characteristics (such as microbial
diversity and community composition) and the
resulting ecosystem function. These relationships
appear to be complex, based on the varied results
obtained to date (reviewed in Griffin et al., 2009). For
instance, overall functional and taxonomic richness
were positively associated with each other in
complex wastewater treatment plant microbial com-
munities (Johnson et al., 2015). Similarly, as diver-
sity was decreased in another study, specialized
functions such as nitrification and denitrification
also decreased (Griffiths et al., 2000). However, in
the same study, general functions such as
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decomposition had the opposite response; they
increased as diversity decreased. These results are
consistent with the idea that the reliability of
narrowly distributed functions will be most sensitive
to changes in microbial community composition
(Schimel and Gulledge, 1998). In contrast, reduced
diversity did not reduce the rate of the specialized
functions of denitrification or ammonia oxidation in
soil microcosms, where the inocula had been diluted
to vary the diversity, provided the inoculum was
sufficient to allow regrowth to the original abun-
dance of the functional group (Wertz et al., 2006).
Without an understanding of these fundamental
relationships between community structure and
function, microbial ecology is lacking a foundation,
and researchers may pursue increasingly detailed
molecular analyses of microbial communities with-
out a basis for understanding when or if that
information is of functional relevance.

In ecosystem models, microbial activity is often
approached as a ‘black box’ (for example, a single
rate for decomposition), despite continuing evidence
supporting the need for more detail (for example,
Schimel, 2001; Allison and Martiny, 2008; Treseder
et al., 2012). The range of scales (micrometer to
global) and the magnitude of microbial diversity
present challenges to the development of more
detailed models, but the evidence for differences in
microorganisms’ responses to disturbances suggest
that these challenges must be met. To incorporate
microbial diversity into ecosystem models in a way
that improves their predictive power and yet remains
agile and computationally feasible will require us to
identify those functions and situations where micro-
bial community composition is critical to predicting
function.

Here, we propose the application of reliability
theory to microbial ecosystem data, and we assert
that doing so will be useful for linking community
structure, adaptability and performance, thereby
improving our ability to predict and increase
stability of ecosystem services provided by natural
and engineered ecosystems. Reliability theory is a
field of engineering using probability and informa-
tion on the performance and lifespan or time-to-
failure of individual components to model and
predict the stability of complex systems (Elsayed,
1996; Crowder et al., 2000). It can be used to
identify, for example, which equipment in a factory
should be replicated to have the largest reduction in
downtime. When applied to microbial ecosystem
data, reliability modeling can identify microbial
populations or groups of populations associated
with good or poor performance, identify the popula-
tions least resistant or resilient to disturbance, and
assist in predicting performance. These results could
then inform ecosystem models, for example, through
inputs of specific failure frequency distributions or
through modifications of controlling equations
based on key parameters affecting microbial commu-
nities and their associated functions. The reliability

engineering approach to modeling ecosystem func-
tion is described here and then briefly illustrated
with a case study of denitrifying bioreactors.

Approach

The basic approach to reliability modeling of an
ecosystem is described here and illustrated in
Figure 1. Whereas in traditional applications of
reliability modeling the components might be stages
within a manufacturing process, here the compo-
nents are biological. Depending on the question at
hand, the biological components could be general
groupings of organisms (for example, trophic levels),
more specific groupings of organisms (for example,
functional groups, individual populations or groups
of populations within the ecosystem), or enzymes
(for example, each individual step in a biochemical
pathway). For simplicity, the approach is described
here at the middle level of resolution, where the
components are microbial populations within an
ecosystem.

To apply the reliability approach, one needs time-
series data of a desired function or performance
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Figure 1 Ecosystem reliability analysis method flow chart. The
system performance reliability is determined as described in the
left column, while the reliability of the microbial community is
modeled as depicted in the right column.
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metric (system performance) and corresponding data
on the microbial populations (component abun-
dance). Reliability is then defined by setting a
threshold below which the system or component is
defined to have failed (Step 3, Figure 1). For an
engineered ecosystem, the threshold might corre-
spond to a regulatory limit or a minimum acceptable
level of performance. For a natural ecosystem, the
objective might be to capture periods of unusually
low activity, in which case the threshold could be set
at some fraction of the average activity of the
population or performance factor of interest. For
microbial population data, this approach assumes
that a substantial drop in abundance results in a
similar decrease in that population’s contribution to
ecosystem function.

As compared to industrial applications of relia-
bility modeling, microbial communities are likely to
contain many more components. To make the
analysis more tractable, microbial populations that
show correlated dynamics can be grouped (Step 2,
Figure 1). Grouping assumes that there are functional
relationships among microbial populations showing
correlated dynamics. One way to identify groups of
populations is through Local Similarity Analysis
(LSA) (Ruan et al., 2006). LSA compares each
microbial population curve to the system perfor-
mance, providing a test statistic (LS score) and
P-value. In contrast to the original algorithm, which
was designed to identify the period of maximum
similarity for a particular population, the LSA
code was modified here to allow negative scores,
accounting for periods of high dissimilarity in
computing similarity over the entire set of observa-
tions. Microbial populations with either positive
(Group P) or negative (Group N) correlations with
good system performance can be identified with this
approach.

Mathematical reliability functions describing
the system performance and the populations are
determined independently (Steps 4–7, Figure 1).
Applying the thresholds to the system performance
and component abundance data for a particular
population or group results in determination of
times-to-failure. When a time-to-failure extends out-
side the monitoring period, this is called censored
data. Censored data can either be excluded or
methods appropriate for handling censored data
may be applied (Crowder et al., 2000). Inclusion of
censored data is a conservative approach, as it will
result in a shorter time-to-failure and thus a potential
underestimation of reliability. For Group P, the
times-to-failure were determined from spans of
presence (time periods where the abundance was
above the threshold). In contrast, for Group N, times-
to-failure were determined from spans of absence
(time periods where the abundance was below the
threshold). The times-to-failure are then used to
generate a population or system reliability function,
for example, by empirically fitting with the
Weibull probability distribution function, which

accommodates distributions of varied shapes.
A w2 goodness of fit test is applied in each case to
ensure that the Weibull function was indeed suitable
to model the observed data.

The reliability functions for various populations
are then combined to develop an overall reliability
function for the biological system. Existing biological
knowledge can guide the model configuration,
suggesting arrangement of the components in paral-
lel and series relationships to simulate ecosystem
structures (Step 8, Figure 1). Parallel relationships
could reflect functional redundancy, whereas
trophic groups would likely be placed in series
based on their known relationships. As a specific
example, if the objective was to model the reliability
of the denitrification pathway, enzymes catalyzing
the same reaction would be placed in parallel, while
the different steps in the pathway would be arranged
in series (Figure 2). A k-out-of-n structure, where a
specified number (k) of the components in that group
(n) must be functioning (without regard to which
ones they are), can also be used to account for
redundancy, particularly in instances where total
throughput (or processing capacity) may be limited.
To incorporate the effects of Groups P and N, one
might employ a series structure, where presence of
Group P and absence of Group N are both required
for system function. If there is no known biological
basis for suggesting a configuration, multiple config-
urations should be evaluated.

For each configuration, the component reliability
functions are mathematically combined to calculate
system-level reliability (Step 9, Figure 1). Finally, the
resulting ecosystem-level models are compared to
the reliability of the desired ecosystem function
(Step 10, Figure 1). Goodness of fit can be evaluated
by using the sum of squared error tests. A detailed
description of these methods and the EcoReliAnT
software that implements them is available
(Bartolerio 2011), along with their application
to a simple test dataset from laboratory reactors.
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Figure 2 Reliability analysis of a biological system of known
structure is illustrated here for denitrification. The biological
denitrification pathway, with redundant enzymes indicated by the
ovals for each step, results in a reliability configuration with
redundant enzymes arranged in parallel and the distinct steps
arranged in series.
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The software is available at http://hdl.handle.net/
2142/88445.

Case study

To illustrate the application of reliability modeling to
a complex microbial community, a dataset from a
denitrifying bioreactor treating subsurface drainage
from fields in Decatur, Illinois (FP07) was used
(Porter et al., 2015). The data analyzed here were
collected between 5 January 2009 and 19 May 2009
and include nitrate removal as a performance metric.
Dynamics of the denitrifying bacterial populations
were monitored using terminal restriction fragment
length polymorphism of the functional gene nosZ
(last step in Figure 2) (Rich et al., 2003). For
reliability analysis, the relative abundance values
for each fragment length (used to define microbial
operational taxonomic units–OTUs) were averaged
across five sampling ports in the bioreactor for each
time point prior to input into the EcoReliAnT
software. In this case study, the OTUs were assumed
to represent populations.

Both for nitrate removal and for individual micro-
bial OTUs, the thresholds were set to the average
value minus two-fifths of the standard deviation.
Because of the limited data, censored data were
retained and accounted for, and LSA over the
entire dataset was used to group microbial OTUs
with correlated dynamics. LS score and P-value
thresholds of 0.2 and 0.1, respectively, were applied.
Despite these actions, the available data were
still extremely limited. The system performance
reliability function was determined based on three
times-to-failure, while the Group P function was
based on six, and the Group N function was based
on 15. Ideally, a longer dataset with more failures
would be used, but for the purposes of illustrating
the approach this is sufficient.

In this case study, there was no pre-existing
knowledge of how to structure the components, so
several common approaches were tested. Two are

presented here to illustrate the process. In the first
case, the Groups P and N reliability functions were
compared directly with the system reliability func-
tion (Figure 3a). In the second case, Group P was
placed in series with Group N. In combination with
the ways these groups were defined, this configura-
tion requires that Group P must be present and
Group N must be absent for good function
(Figure 3b). For both groups, a k-out-of-n structure
was applied, with the n values were fixed at the
number of OTUs in each group. Any number of
Group P OTUs could actually be performing the
desired function (or interfering with it in the case of
Group N), but the numbers derived from LSA
analysis (using the same thresholds for both groups)
provided a reasonable starting place.

Reliability functions represent a probability dis-
tribution, with increasing likelihood of performance
failure (or decreasing reliability) over time. Compar-
ing the two groups directly to system performance,
Group P has a very similar reliability function, while
the shape of the reliability function for Group N is
much different than that of system performance
(Figure 3a). The better match between Group P and
system performance is also reflected in the lower
sum of squared errors for Group P versus Group N
when comparing the microbial group reliability
functions and the system reliability functions (1.28
and 24.13, respectively). When a Group P k-out-of-2
structure was arranged in series with a Group N
k-out-of-6 structure (Figure 3c), the best fit k values
were determined to be 1 and 2, respectively, and the
sum of squared errors was 0.70. Therefore, the
reliability of this model best matches the reliability
of the system performance when one of the OTUs
from Group P is present and two of the OTUs from
Group N are absent. This system configuration then
defines failure as either both OTUs from Group P no
longer being present or five of the six OTUs from
Group N being present.

The dataset used in this case study was too small
to provide a clear determination of an appropriate
model configuration. To further develop a reliability
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model for these denitrifying bioreactors, it would be
necessary to apply these configurations to more data,
whether from a longer timescale or from additional
bioreactors.

Discussion

Ecosystem reliability models have the potential to
provide a critical connection between microbial
community surveys and microbially-mediated func-
tions, providing direction for microbial ecology
studies that have functional aims and improving
our ability to construct design models for
microbially-mediated ecosystem functions. The case
study presented here illustrates the process of
developing ecosystem reliability models, which can
be used to identify populations suitable for predict-
ing performance and potentially contributing
strongly to the activity of interest. In addition to
the form presented here, reliability functions can
be used to calculate a mean residual reliability,
allowing predictions of how much longer a compo-
nent of a specified age is likely to continue to
function. The beneficial and nuisance populations
that have the greatest effect on system reliability can
also be identified through importance analysis of
reliability models (Elsayed, 1996; Crowder et al.,
2000); these populations are logical targets for
research aimed at providing more reliable and
resilient ecosystem services. Furthermore, there is
the potential to integrate reliability models with
models of environmental parameters, such as hydrol-
ogy or temperature, that have rapid effects on
ecosystem services, to provide models that can
predict both transient fluctuations in performance
and catastrophic ecosystem failures.

Ecosystem reliability modeling requires datasets
that include both microbial community data and
functional measurements at a timescale that captures
their fluctuations. Although the tools for collecting
both types of data are widely available, such datasets
are surprisingly rare. In the microbial literature, the
relative lack of functional measurements or activity
assays in microbial ecology monitoring projects is
striking and emblematic of the current disconnect
between microbial community composition and
microbially-mediated functionality. Conversely, in
engineered ecosystems, where detailed performance
data is typically collected, the coverage of microbial
community dynamics is generally coarse. Regardless
of the type of modeling applied, more consistent
collection of both types of data would provide a
better foundation for linking structure and function.

Reliability models are empirical in nature and
therefore not necessarily representative of under-
lying mechanisms. For example, in the case study
presented here, they cannot distinguish whether the
Group N populations are actively affecting perfor-
mance or simply tend to increase in abundance in
the absence of those microorganisms associated with

good performance. However, the fact that their
inclusion improved the fit with system reliability
supports further investigation. If these nuisance
populations were shown to directly affect perfor-
mance, understanding the mechanism(s) involved is
also likely to be important.

Conclusions and implications

The dearth of models connecting microbial commu-
nity composition and function presents a critical
problem, because microbial activity is the basis for
the nutrient cycles that support life on our planet.
There are also opportunities for more sustainable
processes for pollutant remediation and water treat-
ment that rely on microbial activity and ecosystem
engineering; a better understanding of microbial
ecology would improve the design of these systems.
Applying reliability engineering to ecosystem analy-
sis provides a way to connect the dynamics of a
particular function with the community structure.
This approach is well-suited to investigating tem-
poral stability and adaptive response to disturbances
or failures, which are critical considerations as we
face increasing environmental variation and rates of
change.
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