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Adoption of whole-genome sequencing as a routine biomedical tool 
is dependent not only on the availability of new high-throughput se-
quencing technologies, but also on the concomitant development of 
methods and tools for data collection, analysis, and interpretation. 
It would also be enormously facilitated by the development of deci-
sion support systems for clinicians and consideration of how such 
information can best be incorporated into care pathways. Here we 

present an overview of the data analysis and interpretation pipeline, 
the wider informatics needs, and some of the relevant ethical and 
legal issues.

Genet Med 2013:15(3):165–171

Key Words: bioinformatics; data analysis; massively parallel; 
 next-generation sequencing

INTRODUCTION
Technological advances have resulted in a dramatic fall in the 
cost of human genome sequencing. However, the sequencing 
assay is only the beginning of the process of converting a sample 
of DNA into meaningful genetic information. The next step of 
data collection and analysis involves extensive use of various 
computational methods for converting raw data into sequence 
information, and the application of bioinformatics techniques 
for the interpretation of that sequence. The enormous amount 
of data generated by massively parallel next-generation sequenc-
ing (NGS) technologies has shifted the workload away from 
upstream sample preparation and toward downstream analy-
sis processes. This means that, along with the development of 
sequencing technologies, concurrent development of appropri-
ate informatics solutions is urgently needed to make clinical 
interpretation of individual genomic variation a realistic goal.1,2

THE DATA ANALYSIS PIPELINE
The data analysis process can be broadly divided into the 
 following three stages (Figure 1).

Primary analysis: base calling
That is, converting raw data, based on changes in light intensity 
or electrical current, into short sequences of nucleotides.3

Secondary analysis: alignment and variant calling
That is, mapping individual short sequences of nucleotides, or 
reads, to a reference sequence and determining variation from 
that reference.4

Tertiary analysis: interpretation
That is, analyzing variants to assess their origin, uniqueness, 
and functional impact.5

Each of these steps requires purpose-built databases, algo-
rithms, software, and expertise to perform. By and large, issues 
related to primary analysis have been solved and are becom-
ing increasingly automated, and are therefore not discussed 
further here. Secondary analysis is also becoming increasingly 
automated for human genome resequencing, and methods of 
mapping reads to the most recent human genome reference 
sequence (GRCh37), and calling variants from it, are becom-
ing standardized. The major bottleneck for wider clinical appli-
cation of NGS is the interpretation of sequence data, which is 
still a nascent field in terms of developing algorithms, appro-
priate analytical tools and effective evidence bases of human 
genotype–phenotype associations. Although the steps involved 
in interpretation and application of results will vary depending 
on the specific clinical setting, the purpose of the testing, and 
the clinical question, it is likely that there will be commonali-
ties in both the basic analysis pipeline and tools used. Similarly, 
although some of the details may change with the introduction 
of third-generation sequencing technologies, such as those that 
involve real-time detection of single molecules, the data analysis 
challenge posed by massively parallel sequencing technologies 
will remain essentially the same. Below, we provide an overview 
of the secondary and tertiary steps involved in analyzing raw 
sequence reads from NGS technologies.

SECONDARY ANALYSIS: VARIANT CALLING 
AND ANNOTATION

Following initial base calling, the next step toward generating 
useful genetic information from sequencing reads (i.e., short 
sequences of nucleotides) involves assembly of the reads into 
a complete genome sequence by comparison of multiple over-
lapping reads and the reference sequence. Longer read lengths 
would make this process much simpler, as each read would be 
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much more likely to map uniquely to a single position in the 
genome. The process is complicated by the extent of variation in 
the sample sequence from the reference sequence, and generat-
ing a list of true variants is made challenging because there are 
several possible explanations for differences between the refer-
ence and sample genome:

•	 Inaccuracies in the reference genome, which does not 
represent any single individual and is still incomplete due 
to highly repetitive regions that have yet to be sequenced. 
Furthermore, to date, the reference sequence has been 
regularly updated, which has caused specific regions to 
map to different locations between versions.

•	 Incorrect base calls in the sample sequence due to 
sequencing or amplification errors.6–8 However, this can 
be mitigated through read-depth analysis (i.e., evaluat-
ing the number of times an individual base is sequenced 
in independent reads) to assess the reliability of each 
base call.

•	 Incorrect alignment between the reference and sample 
may arise due to the highly repetitive nature of substan-
tial portions of the genome and (in the case of NGS plat-
forms) short read lengths. This can result in individual 
reads mapping to multiple locations. The likelihood that 
a read is mapped correctly can be indicated by a mapping 
score, and the mapping reliability can be substantially 
improved by using paired-end reads (i.e., sequencing two 
ends of the same DNA molecule) to assess the presence 
of insertions and deletions.8,9

•	 Variation may represent true genetic variation in the sam-
ple. As each human genome is estimated to differ from the 
reference sequence in ~3–4 million sites,9,10 including sin-
gle-nucleotide changes and structural variants, mapping 
these variants is a challenge. Determining which variants 
are derived from the same physical chromosome can also 
be difficult from short reads, and haplotypes must either 
be assembled11 or imputed.12 Using paired-end  reads 
for mapping is particularly important for identifying 
structural variation, and is critical for cancer genome 
sequencing due to the presence of extensive large struc-
tural rearrangements relative to the matched germline 
genome, including both intra- and interchromosomal 
rearrangements.13

The addition of biological information to sequence data is 
an important step toward making it possible to interpret the 
potential effects of variants, and involves a mixture of automatic 
annotation by computational prediction and manual annotation 
(curation) by expert interpretation of experimental data. The 
main steps relate to structural information (e.g., gene location, 
structure, coding, splice sites, and regulatory motifs) and func-
tional information (e.g., protein structure, function, interac-
tions, and expression).14 A fully annotated sequence can include 
an enormous amount of information, including common and 
rare variants, comparisons with other species,15 known genetic 
and epigenetic variants, regulatory features, transcript, and 
expression data, as well as links to protein databases. However, 
annotation is currently both incomplete and imperfect in the 
human genome. Projects such as ENCODE, the Encyclopedia 
of DNA Elements,16,17 and the related GENCODE, encyclope-
dia of genes and gene variants,18,19 aim to identify all functional 
elements in the human genome sequence and will ultimately be 
used to annotate all evidence-based gene features in the entire 
human genome at a high accuracy.

Numerous programs have been developed specifically for 
genome assembly, alignment, and variant calling based on 
DNA sequence reads from high-throughput next-generation 
sequencing platforms2,4,20,21 (Table 1). These include software 
developed for use with a particular sequencing platform, open 
access academic software with a variety of functionalities and 
platform compatibilities, and proprietary software designed for 
specific purposes such as diagnostics (Table 2). A major issue 
for standard alignment programs is the interpretation of small 
insertions and deletions, which has been partly addressed by the 
development of new programs specifically for this purpose22; 
however, current technology does not yet allow for confident 
analysis of interpretation of small insertions and deletions as 
long as several hundred base pairs, especially repeat sequences. 
Various dedicated software packages have also been developed 
specifically for cancer genome assembly and variant calling, 
which take into account factors such as genetic heterogeneity 
within the sample.23

Sequence information can be visualized through a graphical 
interface or genome browser such as Ensembl24 and the UCSC 
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Figure 1 Outline of informatics pipeline for processing and analyzing 
data from massively parallel sequencing platforms.
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Genome browser,25 which are extensively used for research 
purposes and provide the most recently assembled build of the 
human genome, with information on gene location, intron/exon 
boundaries, data on RNA expression, common single- nucleotide 
polymorphisms and copy number variants, mutations, and 
alignments with other species. They are extensively hyperlinked 
to external databases, are actively curated and regularly updated, 
and essentially act as portals for accessing and exploring anno-
tated reference genomes and databases. Numerous companies 
have developed proprietary genome browsers that enable a 
sample genome to be viewed, annotated, and compared directly 
against the reference genome; some  proprietary browsers 
accompany particular sequencing  platforms, others have been 
developed for specific markets (such as the medical diagnostics 

industry), and some are freely available and can be adapted by 
the user to fit various purposes.

TERTIARY ANALYSIS: INTERPRETING THE DATA 
IN THE CONTEXT OF AN INDIVIDUAL

Interpreting genomic data involves analyzing variants to 
assess their origin, uniqueness, and likely functional impact. 
This is aided by tools such as databases of genomic variation 
(both normal and pathogenic), algorithms for evaluating 
likely pathogenicity of particular mutations and tools such 
as the Variant Effect Predictor (VEP) available via Ensembl. 
Genomic analysis for clinical purposes usually attempts to 
identify likely pathogenic mutation(s) that account for a spe-
cific phenotype. Although clinical interpretation of whole-
genome sequence data is still in its infancy, clinical inter-
pretation of very large structural variants identified through 
karyotyping or DNA microarrays is now standard practice.26 
Structural variants uncovered through these older genome-
wide technologies are a priori more likely to be pathogenic 
due to the relatively low resolution of these technologies and 
the limited number of large structural variants in the nor-
mal population.27 Clinical interpretation of rare structural 
variation is already substantially aided by databases such as 
DECIPHER,28 which allows the phenotypic consequences of 
overlapping duplications and deletions in different patients 
from around the world to be compared.

In contrast, determining the most likely causal variant(s) 
among a plethora of sequence-level variants of unknown clini-
cal significance—which include both normal and pathogenic 
variation—is extremely difficult. The first step in such an analy-
sis is to filter out known (or suspected) nonpathogenic varia-
tion. Initially, genetic and functional filters can be applied to 
exclude common, nonpathogenic, or irrelevant variants and 
those that are not expected to have a functional effect.5,29

Genetic filter
Comparison with databases of genomic variation30 (Table 3), 
unrelated individuals with the same phenotype, the individu-
al’s germline genome in the case of somatic sequencing, and 

Table 1 Selected examples of open access bioinformatics 
software for alignment, viewing, and interpretation of 
NGS data

Software Function

MAQ, Bowtie, SSAHA2, GATK, 

BWA, SOAP2, MOSAIK, and 

SAMtools

Analysis, short-read alignment, and 

SNP calling

BreakDancer, Pindel, Dindel, 

PEMer, and VariationHunter,

Structural variant (INDELS and 

CNVs) calling

SNVmix, VarScan, 

SomaticSniper, TIGRA

Cancer-specific genome assembly 

and variant calling

SAMtools, EagleView, MaqView, 

Tablet, MapView, and IGV

Alignment viewers

Pairoscope Visualization of paired-end data

BLAST, BLAT, phyloP, and PHAST Analysis of evolutionary 

conservation

SIFT, PolyPhen-2, SNPs3D, PMUT, 

TopoSNP, PANTHER, Align GVGD, 

MAPP, PhDSNP, nsSNPA, and 

Parepro

Prediction of the effect of amino 

acid substitution

CNVs, copy number variants; INDELS, interpretation of small insertions 

and deletions; NGS, next-generation sequencing; SNP, single-nucleotide 

polymorphism.

Table 2 Selected examples of companies developing dedicated bioinformatics packages for alignment, browsing, 
and clinical interpretation of NGS data

Company  Software Comment

Cartagenia BENCHlab and BENCHclinic Analysis tools

CLC Bio CLC Genomics Workbench Various tools and integrated software packages

GATC Biotech DNASTAR Service provider

GenoLogics Geneus Laboratory information management systems

Illumina CASAVA and ELAND Platform specific

Life Technologies/Applied Biosystems BioScope Platform specific

Real Time Genomics RTG mapx and RTG cgmap Various tools and integrated software packages

Roche/454 Newbler and GS Reference Mapper Platform specific

SoftGenetics Mutation Surveyor and NextGENe Specific analysis tools

NGS, next-generation sequencing.
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additional analysis of family members to determine inheritance 
can lead to the identification of candidate variants.

Functional filter
Analysis of the genomic or exonic location of the variant, evolu-
tionary conservation, and predicted effect on protein structure, 
function, or interactions allows the exclusion of variants that are 
expected to have no known functional effect. This could include: 
evaluation of evolutionary conservation31; prediction of the 
effect of splice site disruptions; prediction of haploinsufficiency 
status of genes32; investigation of the expression of RNA or pro-
tein in the relevant tissue; use of functional models to investigate 
the phenotypic effect of gene knockouts; assessment of the role 
of the protein in relevant biochemical networks and pathways; 

and prediction of the effect of amino acid substitutions caused 
by nonsynonymous changes on protein stability, structure, and 
function based on physical and comparative methods.33–35

Various sequence analysis platforms have been developed 
that integrate and automate many of these processes, including 
those for use in medical diagnostics. However, most will result 
in numerous candidate variants, and a final interpretation by 
a clinician and/or clinical scientist must integrate biological 
knowledge with relevant phenotypic and clinical information 
to assess the relevance of any candidate variant(s) to deci-
sions regarding appropriate interventions. This might include 
the inheritance, heritability, penetrance, and expressivity of 
the variant, as well as implications for therapeutic options and 
treatment regimes.

Table 3 Categories of databases of human genomic variation
Category Examples

Databases of genomic variation 1000 Genomes

HapMap

dbSNP (Database of Single-Nucleotide Polymorphisms)

dbVar/DGVa (peer databases of large-scale genomic variants)

DGV (Database of Genomic Variants)

Databases containing potentially identifiable human 

subject data

dbGaP (Database of Genotypes and Phenotypes)

EGA (European Genome–Phenome Archive)

Databases containing variant–disease associations across 

the genome

OMIM (Online Mendelian Inheritance in Man)

HGMD (Human Gene Mutation Database)

DMuDB (Diagnostic Mutation Database)

CDC HuGENavigator

NHGRI catalog of genome-wide association studies

DECIPHER (Database of Chromosomal Imbalance and Phenotype in Humans Using  

Ensembl Resources)

ECARUCA (European Cytogeneticists Association Register of Unbalanced  

Chromosome Aberrations)

ISCA (International Standards for Cytogenomic Arrays)

HGVbaseG2P (Human Genome Variation Genotype-to-Phenotype database)

Locus-specific databases Cystic Fibrosis Mutation Database

TP53 database

LDLR Familial Hypercholesterolemia database

IMGT/HLA database

Many locus-specific databases are available in the LOVD (Leiden Open Variation Database)

KinMutBase (disease-causing mutations in protein kinase domains)

Disease-specific databases AlzGene (Alzheimer disease)

PDGene (Parkinson disease)

T1DBase (type 1 diabetes)

IDbases (database of immunodeficiency-causing mutations)

Databases of somatic cancer genome variation COSMIC (Catalogue of Somatic Mutations in Cancer)

ICGC (International Cancer Consortium)

TCGA (The Cancer Genome Atlas)

HGMD (Human Gene Mutation Database)

Databases of pharmacogenetic associations PharmKB (Pharmacogenomics Knowledge Base)

Databases of existing clinical genetic tests EuroGenTest

GTR (NIH Genetic Test Registry)

UKGTN (UK Genetic Testing Network) gene dossiers

Orphanet

This table illustrates the range of databases available and is not an exhaustive list. The Human Genome Variation Society maintains a comprehensive list of databases.
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DECISION SUPPORT FOR CLINICIANS
Most existing informatics and database resources have been 
developed for research purposes and are used in limited 
clinical settings such as specialist clinical genetics services. 
Implementing NGS technologies and whole-genome sequenc-
ing for routine diagnostics requires a stable, clinical-grade sam-
ple tracking and analysis pipeline, equivalent to the laboratory 
accreditation system, to ensure reliable performance and accu-
racy. Key to this is the existence of extensive databases of both 
normal and pathogenic variation, to allow partially automated 
interpretation of individual variants.

Ensuring interoperability between the plethora of sequenc-
ing platforms, databases, and analysis tools presents a major 
hurdle that must be overcome. This is partly being addressed 
by the development of standardized ontologies by organiza-
tions such as the Human Genome Organization nomenclature 
committee,36 the Human Genome Variation Society, the US 
National Center for Biomedical Ontology, the Genome Ontology 
consortium,37 and the Human Phenotype Ontology project.38 In 
addition, initiatives such as the international Human Variome 
Project,39 ELIXIR at the European Bioinformatics Institute, and 
the EU-FP7 Gen2Phen project are working on models and 
standards in data description, storage, and integration for life 
science and biomedical databases, although, in general such 
attempts at standardization are still lacking in cancer genom-
ics. However, the International Society for Gastrointestinal 
Hereditary Tumours Incorporated (InSiGHT) and Evidence-
Based Network for the Interpretation of Germline Mutant 
Alleles (ENIGMA) are aiming to address this gap with regard 
to gastrointestinal tumors and breast cancer, respectively.

The routine use of genomic information in a clinical set-
ting also requires integration with other initiatives such as the 
Unified Medical Language System, Systematized Nomenclature 
of Medicine—Clinical Terms (SNOMED CT), Logical 
Observation Identifiers Names and Codes (LOINC), and Health 
Level 7 initiatives, which have been integral in the development 
of a common language for electronic health records to allow the 
appropriate retention, integration, processing, and exchange of 
unambiguous medical data.

Together with the creation of interoperable systems, it is 
likely that widespread use of genomics in the clinical setting 
will require appropriate decision support systems to help clini-
cians interpret plausibly pathogenic genomic variants, integrate 
genomic information into the patient pathway, and guide pre-
ventative and therapeutic options, both for diagnosis and per-
sonalized/stratified treatments. Most clinical decision support 
systems consist of three parts: a dynamic knowledge base, an 
inference engine based on an agreed set of rules, and an appro-
priate mechanism for communication with the health-care pro-
fessional (or patient).40 In genomic terms, this might equate to: 
a database (or databases) of genotype–phenotype associations, 
an analysis pipeline to prioritize a list of candidate variants of 
interest in a particular patient, and a user-friendly portal for 
inputting, accessing, and visualizing patient data. Standardized 
representation of genomic and nongenomic patient data is 

essential to ensure reliable computer-based interpretation and 
processing,41 and robust epidemiological data and statistical 
methods are required to ensure evidence-based analysis.

Ultimately, the value of any clinical decision support system is 
heavily dependent on the robustness of the knowledge base, which 
must be regularly updated and maintained. Given the enormous 
number of variants in every genome, most of which are common, 
most variants (including most private mutations) are likely to be 
benign. Genetic variants are likely to fall into three broad cat-
egories: those with a clear clinical interpretation (mostly relating 
to well-characterized variants associated with monogenic disor-
ders), those plausibly associated with disease but with unknown 
or insufficiently proven clinical significance, and those with no 
known association with disease. There will be regular movement 
of variants between these categories as new discoveries are made 
and genotype–phenotype associations cataloged. Although 
attempts are being made to develop standardized categorization, 
variant repositories, and evidence bases as described above, there 
is currently no standardized process or system for assigning and 
annotating this categorization, no centralized curated reposi-
tory for genes or variants associated with specific diseases, and 
frequently a lack of data on which to make an evidence-based 
assessment of the clinical validity and utility of any individual test 
or analysis. Thus, current practice remains heavily dependent on 
the knowledge and skill of individual practitioners.

DATA SHARING AND PRIVACY
The widespread application of sequencing in a clinical setting 
is dependent on robust, extensive, and transparent databases 
of population genome variation and genotype–phenotype cor-
relations containing anonymized information. However, many 
applications also depend on the storage of individual linked 
genomic data of relevance to diagnosis, prognosis, and man-
agement of disease(s) in an individual. In practice, harnessing 
genomic data for health benefit is likely to involve data sharing to 
different extents between multiple parties (including laboratory 
staff, informaticians, researchers, clinicians, patients, and their 
family members) across multiple jurisdictions. This complexity 
reflects fluidity of the boundaries between research and clini-
cal implementation, as technologies are developed, and genetic 
variants are analyzed, annotated, interpreted, and validated for 
clinical use.

Concerns about the use of automated pipelines to facilitate 
data management, processing, and interpretation arise partly 
as a consequence of the distinctive characteristics of genomic 
data. These include the potential identifiability of genomic 
(and often associated phenotypic) data, the immutability of the 
data throughout an individual’s lifetime, the potential predic-
tive capability of the data, and the wider possible impact of the 
data on the family of the individual undergoing testing.42 These 
features raise questions about the proportionate safeguards and 
governance that should be put in place to limit data access and 
security while respecting patient privacy and confidentiality.42 
These issues are not unique to genomic data, but apply equally 
to predictive health data of all types.43
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Nevertheless, the degree of protection that should be afforded 
to genomic data is a continuing challenge, particularly because 
data protection legislation within Europe places limits on pro-
cessing data that are personally identifiable but allows more 
liberal access to data that are anonymous. Thus the extent to 
which genomic data, including whole-genome sequence data, 
are capable of being anonymized has profound implications 
because these technologies are translated into clinical settings. 
Methods applied for de-identification in a research context, 
such as the limited release of results and reducing identifiers 
through key coding, have limited applicability in the clinic.44

In a clinical setting, there may be a tension between the goal 
of providing good health care to the patient and their family 
over a patient’s lifetime, and the need to protect individual 
privacy and confidentiality. A patient might become identifi-
able through whole-genome sequencing in which individuals 
and families with rare genomic disorders are cross-referenced 
between databases with different levels of access; genomic data 
generated from sequencing may be linked with nongenetic data 
allowing inferences to be made as to the data source and by 
directly linking genome sequences or variants to individual 
patient records for direct access.

Developing systems and processes that take into consider-
ation individual confidentiality and minimize the risks of unan-
ticipated data disclosure is important and there are a number of 
ways this can be achieved. These include restricting user access 
on grounds of necessity and proportionality (role-based access) 
or through data-access committees.44 However, the evolv-
ing role and responsibilities of bioinformaticians who process 
identifiable sequencing data need to be addressed, and ques-
tions remain about the scope and duty of health professionals 
to share relevant data with other at-risk family members. The 
extent and nature of data that can be accessed by and disclosed 
to different parties are subjects that are much debated, par-
ticularly in relation to variants that are unrelated to a patient’s 
clinical condition, phenotype, or known family history (often 
described as incidental findings).45,46

Concerns about the potentially harmful consequences of 
identification raise the issue of whether special protection 
should be placed on the storage of genomic data, especially 
whole-genome sequences,42 particularly as regulatory and 
professional responsibilities arise if sequence data is viewed 
as personal sensitive data under data-protection legislation. 
There are also strong arguments against this type of “genetic 
exceptionalism,”47,48 whereby clinical genomic data is given no 
additional special treatment above and beyond other forms of 
sensitive medical data created and held by health services.

The release of genome sequences to consumers who have 
purchased genome sequencing on a direct-to-consumer basis 
has generated debates about whether patients should be able to 
access to their own clinical data, including whole-genome data. 
There are also calls for the technological infrastructure to be put 
in place to enable patients to play a more active role in manag-
ing access to their own clinical data; indeed, participant-centric 
initiatives are becoming increasingly widespread in biomedical 

research.49 This was a recommendation of the US President’s 
Council of Advisors on Science and Technology in their report 
on health information technology50 and in the European 
Guidance on Data Protection.51 The use of these participant-
centric initiatives in the research arena may be a precursor to 
wider clinical adoption.

The central role of informatics in clinical genome sequenc-
ing highlights the ambiguous regulatory position of algorithms 
within the current EU framework, since they are neither prod-
ucts nor medical devices and do not fall clearly under existing 
EU directives.52 Also unresolved is the extent to which increasing 
reliance on automation within the diagnostic process might influ-
ence professional liability for wrongful diagnosis and treatment, 
as well as missed diagnoses resulting in preventable conditions.

CONCLUSION
NGS technologies are already being used to aid the diagnosis 
of many inherited diseases, and the utility of whole-exome 
sequencing for clinical applications has been demonstrated.53–56 
However, analysis and interpretation of genome data are com-
plex processes and give rise to a number of issues and chal-
lenges that have to be overcome.57–59 Clinical implementation of 
NGS technologies will require standardization and integration 
of analysis pipelines and databases, and appropriate informat-
ics support to facilitate medical decision making. These will 
require investment in information technology, informatics 
infrastructure, personnel, and training within health services, 
policy development regarding data sharing and privacy, and 
the establishment of a robust and centrally managed evidence 
base for clinical interpretation of genomic variants. Although 
there is no doubt that high-throughput genome sequencing 
technologies have the potential to benefit health, the develop-
ment of informatics pipelines within an appropriate framework 
is essential for their responsible and effective translation into 
clinical practice.
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