
COSMOLOGY Crunch time  
for leading theory of  
dark matter p.422

SYNTHETIC BIOLOGY Genetically 
modified microbes that can’t 
escape the lab p.423

METEOROLOGY Push  
to understand  
atmospheric rivers p.424

AGEING Can young  
blood rejuvenate  

old animals? p.426

B Y  Q U I R I N  S C H I E R M E I E R

From France to Nigeria, the world is 
reeling from a wave of deadly terrorist 
attacks. As governments scramble to 

respond, researchers and analysts are attempt
ing to calculate what the terrorism risk is and 
how it is changing. Such insights are crucial for 
those trying to foil attacks and for companies 
that offer insurance against terrorism, but it is 
neither an easy nor an exact science. 

To calculate the risk of attacks, analysts must 
have access to a system for tracking events that 
have already happened. That is not straight
forward, in part because terrorism is hard to 
define — the boundary between crude acts of 
terrorism and violent insurgencies is blurry. 

At the University of Maryland in College 

Park, Erin Miller oversees an effort to record 
terrorist events and make the data available to 
researchers. The group has settled on a defi
nition of terrorism: “the threatened or actual 
use of illegal force and violence by a nonstate 
actor to attain a political, economic, reli
gious, or social goal through fear, coercion, or 
intimidation”. The resulting Global Terrorism 
Database (GTD) provides insights into how 
terrorism has changed over the past few dec
ades (see ‘The changing nature of terrorism’).

Overall, it shows that the number of reported 
events — from targeted assassinations to hijack
ings and suicide bombings — has sharply 
increased globally since the turn of the millen
nium, mostly driven by attacks in the Middle 
East, Africa and south Asia. In the past ten years, 
half of all global terrorist attacks, and 60% of 

all fatalities, occurred in just three countries — 
Iraq, Afghanistan and Pakistan. By contrast, 
after the attacks in the United States on 11 Sep
tember 2001, Europe and North America suf
fered relatively few successful attacks. 

Counterterrorism measures vary between 
regions. In areas widely controlled by militant 
organizations such as the Afghan Taliban, ISIS 
or Boko Haram — responsible for an attack 
in Baga, Nigeria, this month that killed an 
estimated 150 people, among other events — 
counter terrorism forces are ineffective, corrupt 
or simply absent. However, many Western 
countries stepped up prevention measures in 
the wake of 9/11. 

Plots in the West that were not foiled — 
including fatal attacks in Madrid in 2004, 
London in 2005, Norway in 2011 and 

T E R R O R I S M

Terror prediction hits limits
Erratic human behaviour and incomplete information plague efforts to model risk.

Police in Verviers, Belgium investigate after anti-terrorism operations on 15 January that left two suspects dead.
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most recently against the magazine Charlie 
Hebdo and in a supermarket in Paris — may 
be due to terrorist organizations switching 
to using fewer operatives, relying instead on 
small cells and lone actors, says Miller. This 
makes it less likely that details of a planned 
attack will leak out. “AlQaeda propaganda 
is clearly encouraging individuals to take up 
small attacks on their own,” she says. 

As well as tracking attacks, the GTD is also 
being used to make predictions. Relying in 
part on the database, Aaron Clauset, a com
puter scientist at the University of Colorado 
Boulder, found in 2013 that the likelihood and 
magnitude of terrorist attacks are related by a 
phenomenon known as a power law. Smaller 

strikes with relatively few fatalities, such as in 
Paris, are sooner or later followed by a rare 
event with extremely high severity, such as 
9/11 (A. Clauset and R. Woodard Ann. Appl. 
Stat. 7, 1838–1865; 2013).

Power laws are a source of mathematical 
fascination because they describe a wide range 
of phenomena, including earthquakes and 
stockmarket collapses. But Clauset used the 
relationship to predict that, given the historic 
rate of smallscale attacks, there is at least a 30% 
chance of another attack on the scale of 9/11 in 
the next decade somewhere in the world. He 
also points out that very large events are more 
likely under a power law than they would be 
under a bellshaped distribution — something 

that counterterrorism authorities should 
consider.

His predictions are relevant on a global 
scale, but they do not help to assess the risk 
to specific cities or companies, or the absolute 
magnitude of attacks. Besides counterterror
ism agencies, one group tasked with address
ing those issues is insurance underwriters, who 
must assess the terrorism cover that is manda
tory for large businesses in the United States 
and a number of European countries. 

The 9/11 attacks caused insured losses 
exceeding US$40 billion; a nuclear detonation 
over Chicago, Illinois, or Los Angeles, Cali
fornia, would cause hundreds of thousands of  
fatalities and financial losses far in excess of 
$100 billion, according to Risk Management 
Solutions in Newark, California, which devel
ops terrorism risk models for insurers. 

However, such estimates are uncertain. The 
modelling resembles a game of poker in that 
it depends on erratic human behaviour and 
incomplete information.“You cannot reli
ably track terrorism risk without access to 
classified information,” says Erwann Michel
Kerjan, executive director of the Wharton 
Risk Center at the University of Pennsylvania 
in Philadelphia. 

Because insurance companies have not had 
to pay out substantial claims since 9/11, terror 
premiums have steadily decreased. However, 
the terrorism landscape is in flux, and Michel
Kerjan says that governments, scientists and 
insurance companies are “pretty lost” when 
it comes to quantifying such a volatile risk. 
“Charlie Hebdo could have happened any
where, any time,” he says. “We may not need 
to raise insurance premiums right away — but 
we will all need to pay more attention to what 
is happening in the Middle East, connect the 
dots, and do the science.” ■ SEE WORLD VIEW P.413

B Y  S A R A  R E A R D O N

Anthropologist Scott Atran studies 
terrorists, seeking to understand what 
drives people to join groups such as 

the Islamist terrorist organization ISIS. The 
answers are sometimes surprising. One French 
Muslim extremist who sought to blow up an 
embassy traced his radicalization to a child
hood incident: his sister bumped into a man on 
a Paris street and the man spat on the ground 
and called her a “dirty Arab”. “That’s when I 
knew what I was going to become,” the terrorist 

told Atran, a researcher at the University of 
Michigan in Ann Arbor.

Social scientists and lawenforcement 
agencies have long sought to understand the 
roots of terrorism, regardless of the ideology 
behind it. But interest has heightened in recent 
years, mostly over concerns about the rise of 
Islamic extremism. Common themes are 
beginning to emerge from such studies, giving 
researchers and policymakers hope of devel
oping effective methods to intervene in the 
radicalization process — and perhaps even to 
rehabilitate convicted or wouldbe terrorists. 

Most budding extremists are motivated by 
disillusionment with society or a set of beliefs, 
and a desire to find others who share their val
ues. But whether a disaffected person turns to 
a cult, gang or extreme ideology such as white 
supremacism or jihad depends on his or her 
environment and social networks. “On the sur
face, it may make no sense to compare a group 
like the IRA with alQaeda,” says psychologist 
John Horgan of the University of Massachusetts 
Lowell. “Only when we sit down do we find they 
have far more in common.” 

With this in mind, a team led by Noemie 
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Science seeks roots of terror
Psychological studies raise prospect of intervention in the radicalization process.
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Unusually high 
level of terrorism 
by the Nicaraguan 
Democratic Force.

Increased terrorism in 
DR Congo, Chad and India.

The deadliest single attack in 2013 took place in 
September, when members of Boko Haram set up 
illegal checkpoints in Nigeria and killed 142 civilians.

Incomplete data
Attacks of 11 
September 2001

Total worldwide 
terrorist attacks

Total worldwide 
terrorism fatalities

THE CHANGING NATURE OF TERRORISM
Globally, the number of terrorist attacks is rising, as is the number of deaths that they cause. 
In the past decade, the increase has been driven by attacks in the Middle East, Africa and south Asia.
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