
William Triplett, Washington
The terrorist attacks of 11
September have thrown
into sharp focus a set of
problems that have been
afflicting the research sec-
tions of US spy agencies
for years, close observers
say.

Agencies such as the Central Intelligence
Agency (CIA) and the National Security
Agency (NSA), which once led the world in
their use of such technologies as satellite 
surveillance and supercomputing, have seen
their technical edge dissipate since the end of
the Cold War, according to the observers. 

James Hirsch, who was deputy director 
of the CIA’s directorate of science and tech-
nology from 1990 to 1995, says that intelli-
gence-agency researchers “are in an identity
crisis. They don’t know who or what they 

are or what they want to do because there’s
no clear sense of mission.”

For half a century, spy technology was
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geared towards the Soviet Union and its
client states, entities that had vast military 
complexes and fixed lines of communication
to spy on. The terrorists who conducted the
11 September attacks had neither of these.
And despite signs during the past decade that
terrorism was becoming more of a threat 
to US interests, US intelligence failed to
identify and concentrate on terrorism — or
anything else — as its principal target. 

Instead, US spies and spycraft have sim-
ply become involved in several different
problems in turn: crises in North Korea,
Somalia, Haiti and the former Yugoslavia,
for example. Lacking a clear mission focus,
the agencies have been unsure what their
research programmes are needed to prepare
for, and these programmes have been
shrinking as a result.

Although detailed figures are classified,
the intelligence agencies are known to have
an annual budget of approximately $27 
billion, of which an estimated $3.3 billion
goes to the CIA. Jeffrey Richelson, author 
of a recently published book, The Wizards 
of Langley: Inside the CIA’s Directorate of Sci-
ence & Technology, says that about two or
three per cent of the agency’s operating bud-
get — $80 million — was devoted to research
and development. That’s a low figure, by the
standard of either corporations or govern-
ment agencies with strong technical require-
ments. “There were plans to push it to 5%,”
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Rex Dalton, San Diego
Environmental-health experts moved
swiftly but sensitively to collect early
exposure data on the possible fallout from
the collapse of the World Trade Center in
New York. They say such data will be vital in
assessing any long-term health risks to tens
of thousands of rescuers and survivors.

Immediately after the attack, officials at
the National Institute of Environmental
Health Sciences (NIEHS) moved to execute 
a research plan. Under NIEHS direction,
researchers from at least four universities
began collecting data on 12 September. They
took samples from near the attack site,
installed automated monitoring machines
to collect air samples across New York City
and beyond, and began preparations for
long-term health surveillance.

Christopher Portier, director of
toxicology at the NIEHS, says that after
previous disasters, including fires, volcanic
eruptions and industrial explosions, there
has been too little early data collection.

“People were always a little too late getting
started,” says Portier, whose agency
supports 30 environmental-health research
centres at US universities.

Centres at Columbia University, Mount
Sinai School of Medicine, New York
University and Johns Hopkins University in
Baltimore, Maryland, are participating.
Researchers from the Environmental
Protection Agency (EPA) and the Centers 
for Disease Control and Prevention were
also collecting data after the attack.

Officials say that arsenic, mercury, lead,
chromium, beryllium and titanium are
among the problem substances to which
rescuers and others may have been exposed.
There was also some asbestos in one of the
towers, although the EPA has said that the
risk it poses is small.

With emergency personnel
concentrating on saving lives, researchers
faced immediate problems gaining access to
the site, and at least one team decided to
withdraw a week after the attack. n

Swift move to collect fallout data

CIA director George Tenet and President Bush urgently need results from the troubled spy agency.
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Matthew Davis, Washington
Faced with the terrorist
attacks on New York and
Washington, lawmakers
have put aside disagree-
ments over the dwindling
budget surplus and agreed
a bipartisan funding pack-
age that should increase

spending on most science programmes.
The package would allow Congress to

proceed with previously stalled funding bills
for the 2002 fiscal year, starting on 1 October.
If the deal is approved by the White House, 
it will provide, among other things, $2.8 
billion in further spending for the National
Institutes of Health (NIH), and a boost of 
as much as $400 million for the National 
Science Foundation. 

The intensive effort to wrap up the bills
next month is being assisted by a modest
infusion of extra money. “The sense is that
we have more money than we thought we
would have just a few weeks ago,” says one
congressional aide, “but perhaps not as
much as some ultimately would have hoped
for at the end of the process.”

Congress is already reviewing research
and development programmes that could
aid the US response to the terrorist attacks. It
may choose to bolster them with a portion 
of the $40 billion in emergency spending
approved by Congress last week to deal
directly with the attacks — or from further
supplementary spending. Some have stated
privately that the total bill for America’s
response to the attacks could come to several
hundred billion dollars  over an unspecified
period of time.

President George W. Bush’s administra-
tion was well on its way to finalizing the 2003
budget — which Bush will present next Feb-
ruary — at the time of the attacks, but this
will now be subject to drastic revision.

A House of Representatives panel that
handles budgets for the NIH and the Centers
for Disease Control and Prevention (CDC)
met just three days after the attacks to review
spending on programmes related to bio-
terrorism. The chair of the panel, Ralph Reg-
ula (Republican, Ohio), says that he expects
Bush to allocate some of the emergency
money to the CDC’s civilian anti-bioterror-
ism activities, which involve both research
and public-health initiatives. Regula thinks
the Bush administration’s plan to spend $181
million on CDC measures to combat bio-
terrorism in 2002 may be inadequate. 

It is unclear whether the NIH might
obtain more funding for bioterrorism pro-
jects. The government was already set to

increase its budget from $49 million to $93
million next year. The work, which includes
sequencing the genomes of potential bio-
terror agents, is aimed largely at developing
better vaccines and diagnostic tests.

According to government officials, other
candidates for emergency funding include
secret military and security-related research
programmes (‘black-box’ programmes) at
Department of Energy laboratories. 

A congressional aide who works with 
science programmes notes that as Congress
reviews research, there will be a strong temp-
tation to portray programmes as being rele-
vant to counter-terrorism. “Everyone will
recast what they’re doing so it looks indirect-
ly or directly related to this,” he says.

Before the attack, Mitch Daniels, director
of the White House Office of Management
and Budget, had been asking agencies to cut
their budgets by 5% in 2003. But he had indi-
cated that the White House would consider
boosting non-biomedical research funding. 

That will now have to be weighed against
the requirements of a global military cam-
paign, rebuilding in New York and Washing-
ton, and coping with the growing demands
for social spending and revenue losses related
to the ensuing economic downturn. 

“The outlook for 2003 spending has been
completely scrambled,” said one of the 
congressional aides. “All bets are off.” n

he says, “but it was one of those things
that eventually requirements [elsewhere
in the agency] ate up.”

Last October the CIA, at least partially
aware of the problem, overhauled the
directorate and established a new Office
of Advanced Technologies and Pro-
grams, according to agency documents.
In 1999 it had set up In-Q-Tel, a non-
profit organization designed to improve
agency ties with start-up companies,
where expertise in information technol-
ogy is increasingly concentrated. 

“The idea was to try and identify new,
innovative information technologies
that could be incubated with seed money
from this organization,” explains Hirsch.

In-Q-Tel was part of an effort by the
CIA, which has no research laboratories
of its own, to break its technical reliance
on a small circle of contractors who know
its way of working and conform with its
secrecy requirements. The early results of
the concept were “quite impressive”,
Richelson claims. 

Far more rapid progress will now be
expected, to get the CIA and other spy
agencies abreast of terrorists’ means of
communication. Hirsch says that one
typical requirement is for something
similar to a web-browser, that would scour
the US government’s vast but fragmented
and closely-held intelligence databases. 

Security agencies have been tight-
lipped about their ability to monitor the
Internet, but outside experts say that
blanket monitoring of all the traffic on it
is out of the question. There are “just way
too much data to handle,” says Richard
Clayton, a computer scientist with the
Computer Security Group at Cambridge
University.

The monitoring of traffic to and from
certain e-mail addresses and geographi-
cal locations is more feasible, and is
already undertaken by systems such as
the FBI’s Carnivore programme, which
picks up messages by physically tapping
Internet nodes and surveys them for 
keywords or phrases of interest.  

One of the most powerful approaches
to monitoring e-mail, however, is to
locate one of the computers that sent 
or received it. Documents and even
decrypted and deleted e-mail messages
can then be retrieved fairly easily, says 
Jim Bates, managing director of UK-
based Computer Forensics. 

Bates says that even supposed com-
puter experts would be unable to cover
their cyber-tracks completely. He recalls
one case when 98% of the e-mail messages
relating to a banking fraud case were
found on the computers that had sent 
or received them, even though the hard
drives had been reformatted. n

Additional reporting by David Adam
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Support for science is firm as
emergency raises budget

High security: bioterrorism work at the Centers
for Disease Control is set to gain impetus.
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