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Using Quantum Confinement to 
Uniquely Identify Devices
J. Roberts1, I. E. Bagci2, M. A. M. Zawawi3, J. Sexton3, N. Hulbert1, Y. J. Noori1, 
M. P. Young1, C. S. Woodhead1, M. Missous3, M. A. Migliorato3, U. Roedig2 & R. J. Young1

Modern technology unintentionally provides resources that enable the trust of everyday interactions 
to be undermined. Some authentication schemes address this issue using devices that give a 
unique output in response to a challenge. These signatures are generated by hard-to-predict 
physical responses derived from structural characteristics, which lend themselves to two different 
architectures, known as unique objects (UNOs) and physically unclonable functions (PUFs). The 
classical design of UNOs and PUFs limits their size and, in some cases, their security. Here we show 
that quantum confinement lends itself to the provision of unique identities at the nanoscale, by 
using fluctuations in tunnelling measurements through quantum wells in resonant tunnelling diodes 
(RTDs). This provides an uncomplicated measurement of identity without conventional resource 
limitations whilst providing robust security. The confined energy levels are highly sensitive to the 
specific nanostructure within each RTD, resulting in a distinct tunnelling spectrum for every device, 
as they contain a unique and unpredictable structure that is presently impossible to clone. This new 
class of authentication device operates with minimal resources in simple electronic structures above 
room temperature.

The rapid advance of manufacturing processes has provoked an accidental pathway to the creation of 
complex counterfeit components1. In tandem with this, there is an increasing menace from the pro-
cessing power of modern computers, which can be utilised to mimic digital identities. Authenticating a 
device with a scheme such as certification2 requires the use of a secret key acting as an identity, which is 
typically stored on an integrated circuit (IC). However, it has been shown that invasive and non-invasive 
attacks have the capability of learning this key, as it must exist in a digital form on the chip, and once 
compromised, an attacker can authenticate themselves as a legitimate device3. The IC can be protected 
by making it tamper-resistant, but this is expensive and difficult. Devices comprising randomness intrin-
sic to their fabrication can form the basis of solutions to the threat of hardware and software cloning, 
namely unique objects (UNOs) and physically unclonable functions (PUFs)4–6. These devices form an 
inseparable link between their physical structure and an identity, providing a robust building block from 
which a secure system can be built. UNO’s contain a unique fingerprint, with their security resting upon 
the impossibility of re-fabrication, with no restrictions on what an attacker may know about the internal 
structure or the fingerprint itself. Typical applications of UNOs include placing them on highly confiden-
tial documents such as bank notes, passports and access cards, where an attacker must be able to clone 
the subject to break their security. However, UNOs require a trusted external measurement apparatus 
every time fingerprint extraction is needed, which is undesirable.

PUFs are somewhat different, using disordered systems to derive a range of unique responses when 
challenged, which do not require digital storage. In addition to being used for low cost device authen-
tication and identification, PUFs have several other uses, including secure key generation and binding 
software to hardware platforms. A method for using PUFs is demonstrated in Fig. 1a. A series of unique 
responses are generated by applying a variety of challenges to the PUF; these challenge-response pairs 
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(CRPs) are used to authenticate the device7. Each CRP must be unique, unpredictable and repeatable 
whilst another device containing identical CRPs should be impossible to fabricate, even by the manufac-
turer. This approach requires a database where CRPs are recorded and used prior to each communica-
tion. Once used, a CRP is erased from the database; each pair being used just once. Moreover, a multiple 
CRP based authentication system requires a database that is large enough to meet security considera-
tions. An alternative scheme, proposed by Koeberl et al., uses a single CRP to authenticate a device8. In 
this system the manufacturer stores a certificate which contains the sole response from the PUF within a 
signature signed with the manufacturer’s private key. When authentication is required, the PUFs response 
is re-measured, whilst the signature is verified with the manufacturer’s public key to extract the stored 
response. A check is then performed to determine whether the two values agree.

PUFs can be separated into two main types, weak PUFs (also known as physically obfuscated keys—
POKs) and strong PUFs. Weak PUFs generate keys from a small set of CRPs, with the total set available 
scaling polynomially with size and complexity. In this architecture, the derived key normally remains 
secret through an internal measurement in the embedding hardware. In an ideal scenario the device is 
made tamper-proof to prevent knowledge of the stored key being determined by external and invasive 
attacks. Strong PUFs have a highly complex input-output behaviour, with the available set of CRPs scal-
ing exponentially; their security relies upon an attacker not being able to determine this behaviour. On 
the contrary to weak PUFs, an entity is free to access a strong PUF and query its input-output behaviour 
whilst remaining unable to predict the response of a random challenge even if they have measured a 
large subset of CRPs. In both PUF systems, the CRPs should be stable under repeated measurements 
and changing environmental conditions. A number of methods have been proposed to construct both 
UNOs and PUFs, including; scattering from an optical medium (illustrated in Fig. 1b)4 , modes in silicon 
ring oscillators5, statistical delay variations between nominally identical paths9,10 and the state of static 
random access memories (SRAM) cells11,12. However, some constructions are vulnerable to simulation 
and cloning amongst other attacks. For example, an SRAM PUF was successfully cloned within a period 

Figure 1. Schematic, working principle and quantum analogue of a physically unclonable function 
(PUF). (a) An example operating protocol for a PUF. A database of challenge (Cn)-response (Rn) pairs is 
created by the manufacturer and stored online, the user can take a single entry from the database when 
required to check a device’s authenticity. (b) An optical PUF. The laser is dispersed by a three-dimensional 
object containing light scattering particles, this causes a two-dimensional speckled image to form, and this 
pattern can be transformed into a one-dimensional key using hash functions. (c) Graphic of a conceptual 
UNO/PUF that relies on quantum-mechanical tunnelling through a quantum well containing imperfections 
(blue region).
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of 20 hours by Helfmeier et al.13, arbiter PUFs and their evolutions have been shown to be susceptible 
to machine learning14 and a number of other PUFs have demonstrated vulnerabilities to side-channel 
attacks15.

As the size of a system reduces, a limit is reached at which quantum confinement starts to govern 
the properties of the system and here the nanostructure of the atomic layers can become crucial to its 
properties16. As the confined energy levels are extremely sensitive to these layers that contain millions of 
atoms, the probability of creating a unique device is extremely high due to the inherently random nature 
of the atomic positions and imperfections, as illustrated in the quantum well in Fig. 1c. Simulating these 
structures requires vast computing power and is not achievable on a reasonable timescale, even with a 
modest quantum computer17,18. When coupled with the fact that the underlying structure is unknown, 
unless dismantled atom-by-atom, this makes simulation extremely difficult. Given the impracticality of 
copying the device at the atomic level, such technology would provide near guaranteed unclonability. A 
quantum well represents the ‘least-unique’ quantum structure, with one dimension of confinement, but 
it enables us to demonstrate the proof-of-principle. The application of quantum phenomena in UNO/
PUF-like architectures provides a means of harbouring a secret identity on the nanoscale in devices that 
can be incorporated in current microelectronic processes. This enables simple system integration whilst 
having lower size, weight and power footprints than current systems.

To realise a quantum mechanical UNO/PUF we use a simple device that can measure phenomeno-
logical properties arising from quantum confinement. The implementation of quantum tunnelling can 
be readily achieved by using a resonant tunnelling diode (RTD) containing a quantum well. These are 
double-barrier structures that allow electrons to tunnel through directly at voltages where the energy 
level within the quantum well lines up with the conduction band minimum. The confined energy level 
is exponentially sensitive to the width and height of the well and the barriers and as such on the atomic 
uniformity predominantly at the interfaces between layers19–21,23. A measurement to find currents corre-
sponding to these energies can be made by sweeping the voltage through a range. As shown in Fig. 2c, 
the Stark shift that results from the application of a voltage across the diode causes the energy levels 
within the well to lower, moving into resonance with the conduction band minimum and resulting in a 

Figure 2. Structure, I-V characteristic and band diagram of a resonant tunnelling diode (RTD). 
(a) Scanning electron microscopy image of a typical device (top) and a rendered counterpart of the cross-
section through the red dashed line (bottom) with an inset showing the active region to highlight the 
important features of the sample; an InGaAs quantum well and barriers made of AlAs. (b) A representative 
I-V (red) and dI/dV (blue) spectrum from an RTD; the peak in current arises due to the resonance of the 
confined energy level with the conduction band minimum of the system (c) Schematic of the E-k structure 
of the quantum well as the voltage is increased, demonstrating the nature of resonant tunnelling.
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peak in current. This subsequently diminishes as the bias is increased. The resultant room-temperature 
spectrum from a typical device is shown in Fig. 2b.

Typical tunnelling devices exhibit variations of 5% or more in their I-V characteristics22. However, 
considerable effort has been made to produce highly uniform I-V spectra from tunnel barriers. 
State-of-the-art manufactured devices have only a 0.02 monolayer variation over an 8” wafer and result 
in a variation of less than 1% in their I-V characteristics (about a pre-specified mean)23. However, the 
devices presented in that work used the most commonly studied single barrier binary-binary structure 
and thus only rely on the order of two interfaces. The RTDs we present here use 2 barriers so depends on 
four interfaces whilst also incorporating a ternary material into the quantum well. The result is a much 
larger interfacial roughness at the two binary-ternary interfaces resulting in fluctuations in the position 
and width of the confined energy level from device–to-device19,21,24.

In this work we explore the distinct I-V characteristics that arise due to the sensitivity of the confined 
energy levels within quantum wells contained in resonant tunnelling diodes (RTDs)17,25,26 and show 
they can provide robust measurements for unique device applications without typical size restraints. 
Furthermore, the nanostructure within an RTD is impossible to clone with current techniques27,28.

Results
For the measurements presented here, RTDs fabricated with mesa sizes of 2 ×  2 μ m2 were studied—the 
small area for this geometry of device was found to improve stability. An illustration of the structure 
used is shown in Fig.  2a, alongside an SEM micrograph; the gold region in the bottom-left represents 
the back contact whereas the RTD containing mesa is connected via an air bridge to the top contact in 
the top-right of the images. The important aspects of the structure lie in the region where resonant tun-
nelling takes place; an InGaAs quantum well between two AlAs barriers, shown in the inset to Fig. 2a. 
To justify quantum tunnelling as a measure of uniqueness, 26 devices were manufactured and tested 
with nominally identical features, namely a rounded mesa connected to a 3 μ m air bridge. Each device’s 
average current-voltage characteristic was measured and analysed with a Gaussian fit to find the peak 
current and voltages, as plotted in Fig. 3a. From this figure we note that there is a large scope of availa-
ble peak positions, ranging by approximately 70 mV in voltage and 4 mA in current. The exact position 
of devices within this region is unique and the apparent overlap in the highlighted area is an artefact 
of the symbol size. Fig. 3c,d investigate this area; the former shows the true precision of the calculated 
average using ellipses to represent confidence bounds. These were extracted from the spread of meas-
urements. Upon examination of Fig. 3c there is no overlap between devices with 99.997% certainty. The 
precision of the average to these confidence ellipses was found by using the standard errors in voltage 
as the semi-major axis and standard errors in current as semi-minor axis. The ellipses confidence limits 
of 95%, 99.9% and 99.997% correspond to using 1.96, 3.09 and 3.99 standard errors respectively. The 
variation in the height and width of these ellipses is a direct result of the varying interfacial roughness 
from device to device. These imperfect interfaces result in the energy level within the well broadening 
on a different scale for each device, and thus they lead to a device-dependent scattering in the current 
and voltage measurements.

Figure 3. Uniqueness and reproducibility performance of an RTD PUF. (a) Positions of associated peak 
voltages and currents for 26 devices manufactured to have identical characteristics. (b) I-V and dI/dV curve 
of a single device (left); 100 measurements of I-V (centre) and dI/dV (right) from the same device (offset 
for clarity). (c) Zoomed-in view of the highlighted section in a showing 95% (inner), 99.9% (middle) and 
99.997% (outer) confidence ellipses of the 5 devices tested that lie the closest together. (d) Probability of a 
device falling into another bin on x/y axis for the same area as in (c). (e) Photoluminescence spectrum from 
a sample containing quantum dots..
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The motivation behind re-plotting the data from Fig. 3c on axes represented by bin indices in Fig. 3d 
lies in the realistic implementation of a device. In practical execution, a unique number would be 
extracted depending on bin position. We have split both axes into 256 bins and considered the proba-
bility of a device changing its bin index when re-measured; this is 11.4% on the x-axis and 0.54% on the 
y-axis. These probabilities are largely dependent on the number of bins on a particular axis, with more 
bins the probability of shifting increases, but the total number of potential devices also increases.

Measurements need to be reproducible when considering implementation; the results shown in 
Fig. 3b were taken to test the stability of these devices. The left figure is the average I-V characteristic 
for an RTD and from this the peak in both the current (centre) and differential current, or gradient of 
the negative differential resistance region (right) vs. voltage is displayed in more detail. The two graphs 
show data from 100 repeated measurements of the device. The peak position of each measurement has 
been found to lie within two standard errors of the calculated average in both measurement axes, an 
indication of the high calibre of robustness expected from such devices.

Discussion
The RTD structures introduced in this work represent uniqueness on the quantum scale, providing 
unclonability with the smallest size, weight and power requirements. Although the mesoscopic properties 
of the devices certainly play a role (metal layer thickness, device geometry, contact interfaces etc), this 
does not detract from the fact that on the nanoscale, due to the disordered nature of the binary-ternary 
interfaces, each device is unique. The mesoscopic properties only add to this uniqueness, though these 
properties can be adjusted and controlled much more stringently. This is evidenced in ref. 22 where they 
reduced the variation in the I-V characteristics to less than 1% by solely refining the interfaces between 
layers and leaving the fabrication process unchanged. If one wanted to make this type of device even 
more unique, one could manipulate the MBE growth, by not rotating the sample stage during a certain 
stage for example. This will result in interfacial variations of the quantum well or barrier on the order 
of 1 monolayer, corresponding to changes in the I-V characteristics of approximately 270%23. Moreover, 
this system would display effective tamper-resistance as any effort to invade the device would largely 
distort the nanostructure and hence the produced results. However, this ‘nano-rearrangement’ could 
also be used by an honest party to ‘reset’ the device, by a controlled application of heat, for example; as 
in reconfigurable PUFs29. A requirement for PUF architectures is the simplicity of extracting the secret 
information harboured within the device. Devices must be both straightforward to manufacture and uti-
lise an easily obtainable measurement. We anticipate that both these features are readily achievable with 
the suggested RTD based device. The complexity and scalability of state-of-the-art epitaxy and lithog-
raphy techniques allows thousands of high-quality but unique devices to be fabricated with an identical 
process. Moreover, conventional CMOS circuitry can be adapted to integrate the devices into embedded 
systems that can evaluate the internal structure without difficulty. In its current form, the RTD based 
system is an example of a weak PUF, due to the linear growth in the number of CRPs as the number (or 
area) of devices is scaled. To create a strong PUF, a challenge-response database with exponential growth 
is needed. This could be achieved by coupling a number of RTDs together in series30–32, the challenge 
would correspond to which RTDs are linked and the response would be a multi-peak I-V spectrum that 
depends on the randomly linked RTDs. The number of CRPs should then increase exponentially with the 
number of devices that are coupled. A previous example of this idea is shown in the work by Rührmair 
et al. in which they suggest using crossbar structures to link a series of conventional diodes33. Another 
interesting concept is to exploit changes in the PUF response due to the local variations in temperature 
and magnetic field, as they are not known to an attacker. This would allow the production of a secret 
key in an offline system, in which a database check is not performed, even if an identical challenge was 
used, simply due to these local fluctuations.

Taking the current range spanned by the devices measured here, and the average uncertainty in the 
peak position, measured with high confidence, we can extrapolate that the PUF structure introduced 
here could provide around 103 unique identities. For practical applications, such a number would be 
easily increased, by combining multiple devices in an array.

The use of three-dimensional nanostructures would also significantly increase the uniqueness of a 
device. As an example of such nanostructures, quantum dots typically have many electron and hole con-
finement levels, as illustrated by the rich photoluminescence (PL) spectrum emitted from GaSb quantum 
dots shown in Fig. 3e. RTDs containing single, or a few, dots reflect this increase in the number of con-
fined states with an increased number of peaks in their dI/dV curves34–36. Each peak, when fitted indi-
vidually and combined, could form part of a unique key for the device. The benefit of applying quantum 
dots within a resonant tunnelling structure is the practicality of such an electronic room-temperature 
measurement (a necessity for PUFs). Moreover, as the number of dots in a device does not need to be 
reproducible, fabrication using self-assembly techniques are well suited here.

It could be argued that the devices presented here do not necessarily need to be cloned, and all that 
is needed is a similar device that can be modified, for example by a gated electric field, to produce a 
similar I-V peak position. However, this is only the case if we naïvely look at a single peak in the I-V 
characteristic, as in this proof-of-principle demonstration. In a true implementation there are many other 
degrees of freedom, including the position of the valley, the gradient of the NDR region and the FWHM 
of the peak. Furthermore, the device will exhibit an asymmetric peak in which different values of the 
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above can also be measured in reverse bias. If we assume all of the above can still be individually varied 
to replicate another device, then we can complicate the system further by coupling a number of these 
devices together (whilst incorporating quantum dots in the active region) as mentioned earlier in the 
discussion. Furthermore, if the application of the device is a UNO then this kind of attack is impossible, 
because the measurement device must be trusted and it could (visually) be checked that the device has 
not been tampered with externally (such as attaching a gate).

While inhomogeneity in the fabrication of nanostructures often leads to unpredictable behaviour 
of the final device, which is normally undesirable, we have proposed and demonstrated a potential use 
for the quantum behaviour of atomically irreproducible systems. The devices presented, based around 
1D quantum structures, afford a secure bit density of 2.5 bits/μ m2. This is twice the value of state of 
the art classical PUFs37, and will increase significantly for devices containing structures that provide 
three-dimensional quantum confinement. These devices can be seamlessly integrated into embedded 
electronic systems to provide robust unique identities requiring atom-level engineering to clone.

It should be noted that a security analysis of our PUF architecture has not been shown here for 
a number of reasons. One being that this letter first and foremost details a proof-of-principle of a 
new type of PUF that has a much lower overhead than existing architectures. Furthermore, the num-
ber of devices that were studied here was limited to 26; this being the amount that were ‘identical’ 
on chip. This is not enough for a formal statistical analysis of the security of this PUF system. We 
also realise that error-correction techniques would need to be applied to ensure the same output is 
achieved from each device, this has also been omitted here and will be included with the security 
analysis in future work.

Methods
The RTD devices were fabricated from an InGaAs/AlAs double-barrier structure grown by molecular 
beam epitaxy on an InP substrate. The details of this are given in ref. 38. To fabricate the RTDs, a top con-
tact was first defined using conventional i-line optical lithography. A non-alloyed ohmic contact method 
was employed, where titanium (50 nm) and gold (250 nm) were deposited onto the surface of the highly 
doped cap layer by thermal evaporation. The top metal itself acted as a hard mask for a subsequent mesa 
etch. A reactive-ion etching (RIE) process using a mixture of methane (CH4) and hydrogen (H2), with 
an etch rate of 21 nm/minute, was implemented in order to produce anisotropic side-walls to the bot-
tom contact layer, in preparation for the bottom metal contact deposition. Just before the bottom metal 
contact process took place, a non-selective orthophosphoric-based (H2O:H3PO4:H2O2 =  50:3:1) wet-etch 
with a etch rate of 90 nm/minute was used to etch away 200 nm of epilayers down to the surface of the 
InP to completely isolate neighbouring devices. The 5 minutes wet-etch also simultaneously provided 
the necessary undercut for the air-bridge formation. Finally, the bottom ohmic contact was formed by 
thermal evaporation of Ti/Au (50 nm/500 nm).

The devices measured were not precisely 2 ×  2μ m2, as the fabrication process tends to resulted in 
round-shaped mesas, however this is a minor detail as the measurements made are much more sen-
sitive to the variations in the 1D confinement potential of the well than its profile. All measurements 
were taken at 300 K using a Keithley 2400 source measure unit connected to a Wentworth Laboratories 
Ltd. SPM197 probe station using two 1.25” tungsten probes with 1 μ m tip radii. For each RTD, a 
voltage sweep between 0 and 1 V was performed with the current being measured in voltage steps 
of 10 mV; this measurement was repeated 100 times per device. The voltage sweep was performed as 
follows: the voltage source is initially set to a value of 0 V, a measurement delay of 80 ms is used to 
allow the source to settle to the given source value and subsequently the average current measurement 
corresponding to this voltage was taken over 60 ms, finally the source voltage is stepped up by 10 mV 
and this whole process is repeated for the next value. Because of the nature of two probe measure-
ments, the evaluated current-voltage characteristics showed oscillations in the peak values due to the 
probes making intermittent contact with the surface (causing changes in resistance), therefore the 
I-V curves were re-taken until a good contact was achieved. The voltage and current ranges were also 
key considerations; if probed above 1 V or allowed to rise above 10 mA the RTDs broke down and 
then showed uncharacteristic ohmic-like behaviour. Finally, it is important to note that during 100 
measurements, it was clear that some devices were reaching a critical temperature, which resulted in 
small chemical changes that seemed to cause a slight shift in the peak I-V. This particular aspect could 
be useful when considering a realistic implementation, as it would enable the device to be effectively 
‘reset’ so that it exhibited a distinct new signal.
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