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Artifact metrics is an information security technology that uses the intrinsic characteristics of a physical
object for authentication and clone resistance. Here, we demonstrate nano-artifact metrics based on silicon
nanostructures formed via an array of resist pillars that randomly collapse when exposed to electron-beam
lithography. The proposed technique uses conventional and scalable lithography processes, and because of
the random collapse of resist, the resultant structure has extremely fine-scale morphology with a minimum
dimension below 10 nm, which is less than the resolution of current lithography capabilities. By evaluating
false match, false non-match and clone-resistance rates, we clarify that the nanostructured patterns based on
resist collapse satisfy the requirements for high-performance security applications.

rtifact metrics' uses physical features unique to individual objects in terms of their physical properties or
combinations of these properties, including electromagnetic*’, mechanical and optical properties**. For
an artifact metric to function, it should satisfy several conditions, such as (1) the extracted characters
should vary between individual objects (individuality), (2) a given response should be consistently obtained for
each measurement (measurement stability), (3) they should be robust against degradation caused by common use
(durability) and (4) fabricated clones having an equivalent physical characteristic should be extremely difficult
(clone resistance). Examples of existing artifact metrics include ordinary paper®, paper containing magnetic
microfibers®, plastics and semiconductor chips. A physical unclonable function” is a type of artifact metrics that
is essentially equivalent to what Matsumoto ef al. examined under the name of ‘clone-resistant modules’ in 1997*.

The critical-security battlefield in which artifact metrics are used is analogous to a defender and attacker
relationship in which the former tries to produce patterns that are difficult copies, and the latter seeks to
counterfeit these patters. In view of recent technological advancements in microfabrication and its strong demand
in society and industry (e.g. optical document security®), new technology must go beyond that developed so far,
which has been limited to micrometre-scale precision, and be founded on the ultimate principles of physics. Here,
we propose and demonstrate a nano-artifact metrics that is robust against cloning attacks. The proposed metric
uses nanometre-scale structures obtained from the random collapse of resists induced by exposure to conven-
tional electron-beam (e-beam) lithography.

E-beam lithography is a mature and fundamental technology for prototyping fine structures. Minimum feature
size is an important metric for lithography to produce the designated structures. To quantify the achievable
minimum size, we use a two-dimensional array of pillars. The decrease in the minimum pitch of a pillar array over
the last few years is summarized in Fig. 1a. The circles denoted (1), (2) and (3) in Fig. 1a are based on Refs. 10, 11
and 12, respectively and the dotted line, which represents an estimated pitch-resolution limit, is based on Refs. 13
and 14. Figure la also suggests that these feature sizes may be fabricated by attackers who use the available
technology to make clones.

Meanwhile, we must also consider the extent to which we can precisely measure fine structures with the
available technology such as a scanning electron microscopy (SEM). Critical-dimension scanning electron
microscopy (CD-SEM), which is specialized in measuring length and offers precision in the sub-nanometre
scale, may be assumed'. For an artifact metrics to be made using silicon nanostructures fabricated based
on conventional e-beam lithography, the defender, who wants to prevent counterfeiting, must fabricate fine-
structured patterns such that the attacker, who wants to copy the authentic device, will not be able to intentionally
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Figure 1 | Nano-artifact metrics based on random collapse of resist in electron-beam lithography. (a) Roadmap showing the minimum size of pillars
formed by e-beam lithography. Using the phenomenon of randomly induced resist collapse, nano-artifact metrics contain length scales below the
minimum dimension available in conventional lithography methods. (b) Schematic of array of pillars. (c) SEM image of collapsed resist.

reproduce the pattern based on the information obtained by CD-
SEM. However, this condition imposes a paradoxical requirement
that fine structures which are smaller than the resolution limit of the
state-of-the-art e-beam lithography should be fabricated. Otherwise,
the authentic devices may be easily cloned.

To overcome this paradox, we exploit the well-known phenom-
enon of the random collapse of resist'®. Resist collapse may occur
during the rinse process of lithography and depends on the pattern
resolution, resist thickness and duration of e-beam exposure. The
end result is the collapse of the intended pattern'®. To produce a
desired pattern, resist collapse must be suppressed in e-beam litho-
graphy, which can be achieved by deployment of ‘anticollapse rinses’.
However, from the standpoint of nano-artifact metrics, resist col-
lapse occasionally provides structures finer than the original tech-
nological limitation. Furthermore, resist collapse occurs randomly.
Therefore, as shown in Fig. 1a, we can use resist collapse to benefit
from the uncertainty in position that is less than the resolution of
nanofabrication and achieve nano-artifact-metric functionalities.

To verify this notion, we fabricated an array of pillars from a layer
of resist. The pillars had cross section area of 60 nm X 60 nm, were
200 nm high and were positioned on a grid of 120 nm X 120 nm
squares that filled a 2 pm X 2 pum square, as shown in Fig. 1b. As a
guide for facilitating alignment, a 3 pm X 3 pm square frame was
drawn outside the pillar array area. We used a JEOL JBX-9300FS e-
beam lithography system with the acceleration voltage set at 100 kV
and with a dose of 37 pC/cm?. After post-exposure bake and resist
development, the structure is rinsed, which is when the random
collapse of resist pillars occurs. Figure 1c shows an SEM image of
anarray of collapsed resist pillars. The wafer is then etched with HBr-
based gas using inductively coupled plasma (ICP)-type reactive ion
etching (RIE), and the resist is stripped by oxygen ashing. The result-
ing nanostructured-silicon patterns were imaged by a CD-SEM
(Hitachi High-Technologies CG4000). We fabricated 2401 samples
on a single 200-mm-diamter wafer and used 2383 of these samples to
evaluate their use for security applications.

Figure 2a shows an image of a nanostructured-silicon pattern. The
image contains 1024 X 1024 pixels, has eight-bit resolution (256
levels) and was obtained by averaging eight frames acquired by
CD-SEM. A variety of different morphologies were obtained, as

shown in Fig. 2b. Figures 2b.i and 2b.iii show that the structural
details in the patterns are as small as 9.23 nm.

Here, one minor remark is that the sizes and the layout of the
original array of pillars have not been optimized so that the resultant
security —performances, described below, are maximized.
Nevertheless, as shortly demonstrated, quite good properties have
been obtained. This indicates that further advancements could be
possible by engineering the original pillar (or not-like-a-pillar) struc-
tures to be collapsed, which could be an interesting future study.
Meanwhile, we have experimentally confirmed that a proper dose
of electron beam is necessary in order to induce versatile collapse of
resist pillars; Figs. 2c and 2d show CD-SEM images when the dose
was 30 and 40 pC/cm?, respectively, indicating that too low or too
high doses do not yield versatile resultant patterns.

To determine whether these patterns may be used as artifact met-
rics, we conducted the following analysis: A 512 pixel X 512 pixel, 8
bit (256 levels) greyscale image was extracted from the centre of an
image of a pillar array and smoothed by an 11 X 11 median filter. In
comparing any two patterns, A (i, j) and B (i, j), we first created a
‘mask’ pattern defined by

M) {1, A(i, j)>T or B(, j)>T
i,j)=
J 0 otherwise,

(1)

where Tis a given threshold value. Because the patterns are fabricated
by conventional lithographic processes, they consist of areas of vary-
ing heights. Therefore, two peaks appear in the statistics of pixel
values, with a valley between the two peaks. Specifically, the number
of times higher and lower peak values occur was approximately 130
and 80, respectively, and the incidence of the valley (i.e. the threshold
T) between the two peaks was 90. Here, a remark is that the pixel
value in images is given by 8 bit (0-255), and the particular values of
130, 80 and 90 are related to the greyscale pixel values of the given
images. As indicated by Fig. 1c and Fig. 2, the greyscale value is
related to the height of the nanostructured pattern. We do not cal-
ibrate the pixel value to the actual height (i.e. A (i, j) and B (i, j) are
dimensionless values), but it does not cause any problem in this
particular study. Also, 1 pixel occupies approximately a 3.3 nm
square area.
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Figure 2 | Versatile morphology in silicon nanostructures obtained from collapsed resist. (a) Example of entire region of fabricated silicon

nanostructure. (b) Magnified view of several areas from the panel (a). The minimum feature size is indicated in each image. Note that feature sizes are
smaller than the minimum feature size of the original array of pillars. In other words, the uncertainty obtained in this versatile morphology is less than that
available directly by current technology. (c,d) Silicon nanostructure when the dose quantity in the e-beam lithography was (c) 30 and (d) 40 pC/cm?,

respectively. Too low or too high doses do not yield versatile resultant patterns.

By applying the mask, we obtain two images, A(i,j)=
M(i, j) x A(i, j) and B(i, j)=M(i, j) x B(i, j), which means that we
ignore regions where both patterns A (i, j) and B (i, j)are low (i.e. the
pattern is not high). The correlation, or similarity, between the two
patterns is evaluated by the Pearson correlation coefficient

From Fig. 3, the FMR drops below the error rate of 107° as the
threshold is just above zero, indicating that the occurrence of false
decisions among all comparisons are extremely small.

To calculate the FNMR, we used images created from 100 images
of each of the 74 samples. If the similarity is less than the given
threshold, the two images are considered different from each other.
In other words, identical samples are considered different, which is a

R |46, j)—A] [BG. —B|
\/;; [a.)-4]" [B6. ) 5]

where A and B indicate the average of A(i, j) and B(i, j), respectively.
R is a dimensionless value. If R is negative, it is set to zero.
Furthermore, each value of A (i, j) and B (i, j) is shifted between
one and five pixels to the upper, lower, left and right side, and R is
calculated for each shifted position. The maximum R from these
positions (no shift, left, right, up and down shifts) is used as the
similarity between A (i, j) and B (i, j).
We next calculate the false match rate (FMR) and false non-match
rate (FNMR). FMR and FNMR are indicators of individuality and
measurement stability, respectively. To calculate the FMR, all 2383
images were used. If the similarity given by Eq. (2) is greater than the
given threshold, the two patterns are considered to be similar to each
other, which is extremely likely to be a false decision. Since we had
2383 samples, we conducted 2383 X 2382 comparisons in calculating
the FMR for threshold values between 0 and 1. To have an intuitive
picture, suppose that only 1 case among the 2383 X 2382 compar-
isons resulted in a false decision. In this case, the ‘error rate’ would be
1/(2383 X 2383) = 1.76 X 1077. From such calculation, the logarith-
mic scale for the FMR in the y-axis of Fig. 3 is naturally recognized.
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Figure 3 | Evaluation of security performance. Error rate as a function of
the threshold. False match rate (FMR) and false non-match rate (FNMR)
are labelled. The curves labelled 60, 50, 40, 30, 20 and 10 nm are the clone
match rate (CMR) for the given minimum unit tile size.
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Table 1 | Assumptions for cloning fechnology

Unit tile size of virtual clone image Actual physical size

15 x 15 pixels 50-nm-square
12 X 12 pixels 40-nm-square
9 X 9 pixels 30-nm-square
6 X 6 pixels 20-nm-square
3 % 3 pixels 10-nm-square

false decision. The leftmost and rightmost curves in Fig. 3 show the
FMR and FNMR, respectively. The FMR is substantially smaller than
the FNMR, even with a smaller threshold value. In addition, the FMR
and FNMR curves are well separated from each other, which means
that it is possible to obtain sufficiently small FMR and FNMR by
choosing adequate threshold values.

In addition, using the following method, we examined the clone
match rate (CMR). Suppose that attackers capture the authentic
device pattern and precisely fabricate a pattern in such a manner
that an average over every k X k pixel area is essentially equivalent to
the authentic device pattern. To quantify such a cloning process, we
transformed each of the 2383 images into ‘virtually cloned images’.
Let the pixel value for a k X k area be denoted by p (i, j). If the average
value in this area is greater than the threshold T, we consider this area
to have the higher average value (130). Thus, this pixel value of the
virtually cloned image is p’ (i, /)= 130. If the average value in the k X k
area is less than or equal to the threshold T, we consider this area to
have the lower average value (80). Thus, this pixel value of the vir-
tually cloned image is p’(i, j) = 80. The clone image thus obtained is
then compared with the authentic image using Eq. (2). If the sim-
ilarity exceeds the threshold value, the clone successfully mimics the
original. The CMR is calculated by performing the above evaluation
for all the 2383 samples.

This scheme constitutes a very strict evaluation of the cloning
resistance. Table 1 summarizes the assumed cloning technologies.
For example, if k = 3, a 3 X 3 pixel area (or ‘unit tile size’) corre-
sponds to a 10 nm X 10 nm square because, as mentioned earlier, 1
pixel occupies approximately a 3.3 nm square area, which may be
regarded as state-of-the-art for the current nanofabrication techno-
logy. Nevertheless, the similarity cannot be greater than 0.4, as indi-
cated by the calculated CMR shown by the purple dotted curve in
Fig. 3. Considering that this value is considerably lower than the
similarity between images of identical samples (i.e. the FNMR curve),
such a clone does not pose a serious threat. In other words, the
original authentic pattern is sufficiently random. Furthermore, were
it possible to detect that a given pattern was formed from a combina-
tion of square units, it would presumably be determined that, based
on such a feature, the pattern is a non-authentic device (or clone);
this strategy is similar to liveness detection in biometrics'. Finally,
note that the signal processing scheme described above is relatively
simple yet requires highly skilled attackers. Based on these consid-
erations and the results of the FMR, FNMR and CMR analysis, we
conclude that the proposed nanostructured patterns based on the
random collapse of resist could serve as superior nano-artifact
metrics.

Finally, we put forward few remarks on the demonstrated princi-
ples and technologies.

First, the proposed principle is based on the ‘uncertainty’ inherent
in conventional e-beam lithography technologies. Moreover, e-beam
lithography is one of the widely spreading nanotechnologies includ-
ing silicon fabrications. In this context, the proposed principle also
has advantages in its general purpose properties or utilities.

Second is a comment regarding optical lithography. Optical litho-
graphy in silicon nanostructring is based on the so-called reticle,
which is subjected to reduced-projection exposure. A reticle is four
times larger in scale than the intended nanostructured pattern and is

fabricated by e-beam lithography. It is impossible to fabricate pat-
terns by optical lithography in the same resolution of the randomly
collapsed silicon nanostructures demonstrated in this study. In other
words, optical lithography may not be useful for attackers in copying
the demonstrated devices.

The third remark concerns the term ‘nano-artifact metrics’. In Ref.
[1], Matsumoto et al. proposed ‘artifact metrics’. The notion of
artifact metrics is conceptually similar to ‘biometrics’, for which
uniqueness in biological entities is utilized. Unlike biometrics,
artifact metrics utilizes uniqueness in physical objects/things, phys-
ical processes or their combinations. We should emphasize that there
are no implications such as ‘defective patterns’ in the word ‘artifact’.
One may imagine that ‘nanoscale fingerprint’ might be more appro-
priate than ‘nano-artifact metrics’. However, the term ‘fingerprint’
implies information hiding, watermarking and their related tech-
nologies in the field of information security, which do not apply to
our study. Furthermore, as discussed at the beginning of this paper,
we showed four important requirements for artifact metrics to func-
tion (i.e. individuality, measurement stability, durability, clone res-
istance). Here, it should be noted that a total system as a whole is
important, not just the elemental processes; this is another reason we
describe the concept by ‘nano-artifact metrics’, which includes the
notion of a total system while avoiding the use of ‘nanoscale
fingerprint’.

In summary, with the goal of exploiting the fundamental laws of
physics to produce nano-artifact metrics, we demonstrated nano-
artifact metrics based on the random collapse of resist pillars in
e-beam lithography. As qualitative significance for information
security, this study opens new design principles and degrees-of-
freedom by exploiting uncertainty at the nanometre scale. More-
over, by developing sophisticated image preprocessing means and
similarity indices for matching, the security performance of these
metrics is further enhanced. This is also a qualitatively novel aspect
for information security in the sense that the combinations of phys-
ical process and logical signal processing means provide new values.
Note that our use of SEM technology is not a particularly important
aspect of this study. To construct practical systems, many additional
issues must be considered, such as reducing measurement cost and
verifying interoperability for the case when different measurement
devices are used for sample registration and authentication.
Nevertheless, this study demonstrates that sufficiently good security
performance can be achieved by the random collapse of resist in
e-beam lithography; the enemy of silicon processing in previous
studies turns out to be a strong enabler for information security in
this study.

1. Matsumoto, H. & Matsumoto, T. Clone match rate evaluation for an artifact-
metric system. IPS] J. 44, 1991-2001 (2003).

2. Lim, D, Lee, ]. W., Gassend, B., Suh, G. E., van Dijk, M. & Devadas, S. Extracting
secret keys from integrated circuits. IEEE T. VLSI Syst. 13, 1200-1205 (2005).

3. DeJean, G. & Darko, K. RE-DNA: Radio-frequency certificates of authenticity.
Cryptographic Hardware and Embedded Systems-CHES 2007 (Vienna, 10-13
September 2007) Lecture Notes in Computer Science 4727, 2007, pp. 346-363,
DOI: 10.1007/978-3-540-74735-2_24.

4. Buchanan, J. D., Cowburn, R. P., Jausovec, A. V., Petit, D., Seem, P., Xiong, G. &
Bryan, M. T. Fingerprinting documents and packaging. Nature 436, 475 (2005).

5. Yamakoshi, M., Tanaka, J., Furuie, M., Hirabayashi, M. & Matsumoto, T.
Individuality evaluation for paper based artifact-metrics using transmitted light
image. Proc. SPIE 6819, 68190H-1-68190H-10 (2008).

6. lkeda, T., Hiroe, S., Yamada, T., Matsumoto, T. & Takemura, Y. Evaluation of
equal error rate in document authentication system using magnetic fiber. 3rd Intl.
Conf. Anti-counterfeiting, Security, and Identification in Communication 2009
(Hong Kong, 20-22 August 2009) pp. 382-385, 2009. DOI: 10.1109/
ICASID.2009.5276959

7. Pappu, R, Recht, B., Taylor, J. & Gershenfeld, N. Physical one-way functions.
Science 297, 2026-2030 (2002).

8. Matsumoto, T. et al. Proposal of authentication method based on cloning
resistance. Proceedings of the IEICE Symposium on Cryptography and Information
Security 1997 (Fukuoka, 29 January-1 February 1997), SCIS 97-19C, The Institute
of Electronics, Information and Communication Engineers (in Japanese).

| 4:6142 | DOI: 10.1038/srep06142



9. van Renesse, R. L. Optical document security (Artech House, Boston, 2004).

10. Broers, A.N., Hoole, A. C. F. & Ryan, J. M. Electron beam lithography—resolution
limits. Microelectron. Eng. 32, 131-142 (1996).

11. Hosaka, S. et al. Extremely small proximity effect in 30 keV electron beam
drawing with thin Calixarene for 20 X 20 nm? pitch dot array. Appl. Phys. Express
1, 027003 (2008).

12. Duan, H. et al. Sub-10-nm half-pitch electron-beam lithography by using
poly(methyl methacrylate) as a negative resist. J. Vac. Sci. Technol. B 28, C6C58
(2010).

13. Lee, K. W. et al. Secondary electron generation in electron-beam-irradiated solids:
resolution limits to nanolithography. J. Kor. Phys. Soc. 55, 1720-1723 (2009).
14. Manfrinato, V. R. et al. Resolution limits of electron-beam lithography toward the

atomic scale. Nano Lett. 13, 1555-1558 (2013).

15. Hibino, D. et al. High-accuracy OPC-modeling by using advanced CD-SEM based
contours in the next-generation lithography. SPIE Advanced Lithography
76381X-76381X (2010).

16. Namatsu, H., Kurihara, K., Nagase, M., Iwadate, K. & Murase, K. Dimensional
limitations of silicon nanolines resulting from pattern distortion due to surface
tension of rinse water. Appl. Phys. Lett. 66, 2655-2657 (1995).

17. Nixon, K. A. et al. Novel spectroscopy-based technology for biometric and
liveness verification. Proc. SPIE 5404, 287-295 (2004).

Acknowledgments
The authors thank Hitachi High-Technologies Cooperation in operating the CD-SEM. The
authors thank Mr. Nakagawa from JOEL Co. Ltd. for his helpful discussions regarding the

resolution limits of e-beam lithography. This work was supported in part by the Strategic
Information and Communications R&D Promotion Programme (SCOPE) of the Ministry
of Internal Affairs and Communications and by the Core-to-Core Program of the Japan
Society for the Promotion of Science.

Author contributions

T.M., M.N. and M.O. directed the project; T.M., M.N., M.H. and N.T. designed the system
architecture and experiments; M.H., Y.O. and M.I. performed experimental device
fabrication; M.H. performed SEM measurements; T.M., K.H., R.S. and D.S. conducted
image processing and performance analysis; and T.M. and M.N. wrote the paper.

Additional information

Competing financial interests: The authors declare no competing financial interests.

How to cite this article: Matsumoto, T. et al. Nano-artifact metrics based on random
collapse of resist. Sci. Rep. 4, 6142; DOI:10.1038/srep06142 (2014).

@@@@ This work is licensed under a Creative Commons Attribution-NonCommercial-

CATMTE NoDerivs 4.0 International License. The images or other third party material in

this article are included in the article’s Creative Commons license, unless indicated

otherwise in the credit line; if the material is not included under the Creative

Commons license, users will need to obtain permission from the license holder

in order to reproduce the material. To view a copy of this license, visit http://
creativecommons.org/licenses/by-nc-nd/4.0/

| 4:6142 | DOI: 10.1038/srep06142


http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/

	Nano-artifact metrics based on random collapse of resist
	Acknowledgements
	References


