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Abstract
In 2016, four US cancer patients legally challenged Myriad by claiming full access to all genomic information produced in
the course of Myriad’s testing of their risks for a variety of cancers. Asserting that Myriad’s refusal to provide them with this
information violated the HIPAA Privacy Rule, the patients sought a determination of a right to access all their genetic
information from testing laboratories. Such access would not only serve their own care, but also enable them to share their
genetic data with the scientific community which they alleged Myriad failed to do. A similar case may be brought in Europe
under the novel EU GDPR. Specifically, it would put the GDPR right of access to personal data against Myriad’s database
right under the EU Database Right Directive. The outcome of this case could impact the fate of personalized medicine,
which depends on the one hand on patients’ having control over their genetic data, and on the other hand on incentives for
genetic testing companies to generate these data. We first address the issue of whether the GDPR applies to medical records.
We then analyse how GDPR rights could play out in the context of clinical genetic testing and conclude that the GDPR
access right stops short of granting unconditional access to all data generated in the process of testing, to the extent that its
exercise would result in the violation of medical-professional norms, expose the testing company to potential liability, or
compromise normal exploitation of the database of which the personal data form part.

Background

In 2013, the US Supreme Court partially invalidated a number
of Myriad Genetic Laboratories, Inc. (Myriad)’s patents on
breast cancer genes, in a lawsuit brought by the American
Civil Liberties Union (ACLU). As the patents had allowed
Myriad to monopolize clinical testing of these genes and to
assemble an enormous amount of information on variants of a
gene associated with breast cancer (BRCA) from the patients
it tested [1], Myriad could continue to base its business model

on claiming proprietary control over these data, calling itself a
‘genetic information business’ [2, 3]. On 19 May 2016,
however, this new model faced its own legal challenge, when
four US patients, represented by the ACLU, submitted a
complaint against Myriad with the US Department of Health
and Human Services (HHS) [4]. The patients had obtained
testing from Myriad to determine their hereditary risk for
breast, ovarian and other cancers and to guide potential
treatment options. The legal dispute was initiated when
Myriad refused to provide access to the additional, underlying
information it had obtained during the testing process, but not
included in the test reports. Myriad considered this informa-
tion not to be part of the patients’ Designated Record Set
(medical record), in addition to stating that part of the infor-
mation had been deleted. Asserting that Myriad’s refusal
violated the Health Insurance Portability and Accountability
Act (HIPAA) Privacy Rule, the patients sought a determina-
tion by the HHS that patients have a right to access all their
genetic information from testing laboratories and adoption by
Myriad of a policy providing for patients’ access to their own
genetic information [2]. They were not only motivated to get
this information for their own and their family’s benefit, but
also to share their data with the broader research community
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and so challenge Myriad’s business model based on its
exclusive control over these data [3].

While, to the best of our knowledge, the HHS’s inves-
tigation is either still pending or has been settled, a similar
complaint is likely to be brought before a European court,
as patients may want to try to apply the novel European
Union (EU) General Data Protection Regulation (GDPR) to
genetic testing. The GDPR will apply to any organization
that processes any EU personal data regardless of where it is
located around the globe and offers citizens the right to
access their personal data, the right to obtain a copy of their
personal data and the right to transmit their personal data to
a third party [5]. The outcome of such a case will impact the
advent of personalized medicine, which depends on
patients’ having control over their data on the one hand and
on incentives to generate diagnostic data on the other hand.
Indeed, the issue is of relevance for all research processing
personal data, in science and industry.

Does the GDPR apply to medical records?

If EU patients were to claim, as the US patients did, that all
genetic data produced by Myriad forms part of their medical
record, then a preliminary, if mandatory issue must be
answered, i.e., whether the GDPR applies to medical records
in the first place. Privacy and data protection are fundamental
rights according to the EU Charter of Fundamental Rights [6].
Article 1 [2] of the GDPR aims to protect in particular the
right to data protection. That does not mean, however, that all
processing activities fall under the scope of the GDPR. The
scope of the GDPR is laid down in article 2 which, inter alia,
explicitly states that the GDPR does not apply to activities
which fall outside the scope of Union law. That raises the
question of whether processing in the context of medical care
is within or without the scope of Union law. As a piece of EU
legislation, the GDPR must be compatible with the EU Treaty
under the principle that legislative competence not conferred
upon the EU remains with the Member States. This require-
ment seems to be met as the GDPR is based on Article 16 [1]
of the Treaty, which provides that everyone has the right to
the protection of their personal data. However, the Treaty also
provides that the delivery of medical care is the exclusive
responsibility of the Member States. Since the medical record
is a mandatory part of the delivery of care, it could be argued
that, since the EU has no competence over the practice of
medicine, the application of the GDPR to medical records
infringes the EU Treaty [7]. In addition, it could be argued
that the application of the GDPR to medical records would
violate the EU Treaty principle of subsidiarity—which aims
to ‘ensure that decisions are taken as closely as possible to the
citizens of the Union’.Member States have doctor–patient
confidentiality regimes in place which already protect the

patient's personal data and which are tailored to the context of
medical care. Accordingly, in the Dutch Act implementing
the GDPR, for example, it is explicitly acknowledged that the
national patient confidentiality law continues to exist and, as a
lex specialis, prevails over the GDPR. Given the diverging
interests and the liabilities at stake, the issue of whether the
GDPR applies to the provision of medical care is likely to end
up before the Court of Justice of the EU, where it might suffer
the same fate as the EU Data Retention Directive [8].

A case against Myriad or against the doctor?

A second preliminary issue facing patients invoking the
GDPR to gain access to all their genetic data is whom to
turn to? The GDPR grants data subjects a number of rights
(data subject rights) vis-a-vis the controller of the personal
data, who has the corresponding obligation to respond to
requests for and facilitate the exercise of these rights,
barring any exceptions. That raises the question of who
controls the genetic data produced in a clinical setting by a
genetic testing company? The GDPR defines a controller
as ‘the natural or legal person, (..) which, alone or jointly
with others, determines the purposes and means of the
processing of personal data’. The work and data flow in a
typical setting for clinical genetic testing has been illu-
strated in Fig. 1. In such a setting, it is the clinician and not
the testing company, who decides whether or not to order
a genetic test and so determines the purposes and the
means of the processing of the genetic data. A third party
laboratory may only process confidential patient data if
and to the extent instructed by the clinician. Accordingly,
Myriad makes it plain to its customers that ‘while genetic
testing and medical society guidelines provide important
and useful information, all medical management decisions
should be made based on consultation between each
patient and his or her healthcare professional’ [9]. Con-
sequently, the testing company would qualify as the pro-
cessor of this data, acting on behalf of, and at the
instruction of, the clinician as the controller. Whether this
qualification may change over time, as testing companies
may come to be seen as ‘co-providers of clinical care’ and
hence as ‘joint controllers’, is an open question.

The GDPR requires that when a controller (in casu: the
clinician) outsources a certain processing (in casu genetic
testing) to a third party (in casu: the testing company), such
outsourcing must be governed by a contract between the
controller and the processor. This contract must stipulate
that the processor assists the controller, by appropriate
technical and organizational measures, insofar as this is
possible, to satisfy his obligation to respond to requests
from data subjects for exercising their rights. Hence, a
clinician ordering a genetic test from Myriad must stipulate
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in the agreement that the latter is to assist the clinician in
meeting such requests . Under the GDPR, a patient should
direct her requests for access in principle to his/her clin-
ician, who should then call, on behalf of the patient and on
the basis of the agreement with Myriad, on Myriad for
assistance in meeting the request. That leads to the next
question, i.e., what is the scope of the GDPR rights?

The scope of the access right

The GDPR access right comprises the right to obtain from
the controller confirmation as to whether or not personal
data concerning him or her are being processed, and, where
that is the case, access to and a copy of the personal data
and certain information relating to the data. The right
applies to all personal data ‘undergoing processing’.
Applied to the context of genetic testing, that seems to
include not only the Myriad test results, but also the
information beyond the test report, such as the raw genomic
sequencing reads, assembled sequences of the genes
examined, and variants Myriad classifies as clinically
insignificant [10]. Under the GDPR, Myriad must provide
modalities to facilitate the exercise of this access right, and
where possible, provide remote access to a secure system
providing the data subject with direct access to her personal
information. For a number of reasons, however, providing
all these types of information to individual patients may be
problematic. First, medical management decisions made on
the basis of variant interpretations are crucial to the safety
and well-being of patients. Myriad itself has pointed out that
variant classification databases used for clinical purposes
should be subjected to regulatory oversight, as the use of

unregulated databases poses risks to patients. Therefore, the
information must be subjected to confirmatory analysis.
Second, the information may amount to false positives or
false negatives, or lack analytical validity or clinical utility.
Thus, providing unconditional access to that kind of infor-
mation may violate professional standards of care. Com-
pounding matters are the European ethical standards
mandating that genetic test results may not be provided to
patients without proper genetic counselling [11, 12]. This
opens up the additional question of whether the GDPR
access right could trump statutory and professional limita-
tions on providing certain types of data to patients? Applied
to clinical genetic testing, must sequence data which, for
medical–professional reasons, are not part of the medical
record and not clinically actionable, nevertheless be pro-
vided to patients on the basis of the GDPR access right?
Even if providing this ‘information’ could expose the pro-
vider to civil or even criminal liability? US citizens may be
keen to claim access, but they are also keen to claim
damages, especially in the area of healthcare. The fact that
the GDPR access right as applied in the context of clinical
information leaves no room for the above clinical con-
siderations and statutory limitations illustrates the point
made earlier that the GDPR is not fit for application to
medical records in the first place.

The right to the algorithm

A related issue is that Myriad’s algorithms are critical to
understanding the clinical significance of genetic variants.
This raises the question of whether these algorithms are
individually identifiable to the patients and hence constitute

Fig. 1 Work and data flow
during genetic testing
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personal data. While pure algorithms do not identify indi-
viduals, data related to the applications of these algorithms
to specific individuals could qualify as such when they
include personal data [13]. Whether that means that this
data become subject to the access right is an open question.
Even if it does, however, it should not adversely affect the
copyright protecting the software [14].

The right to data portability

One of the two motivations of the US patients to claim access
to their full genetic information held by Myriad was to share
these data with the scientific research community. The GDPR
provides for a novel right that seeks to bestow that kind of
control over one’s personal data: the right to ‘data portability’.
This right comprises both the right to receive, in a structured,
commonly used and machine-readable format, the personal
data which a data subject has provided to the controller, and
the right to have these data transmitted directly to a third party.
In the case of clinical genetic testing, that could include the
research community, but also competing testing companies.
The right to data portability applies where the processing of
personal data is based on consent or on a contract, and the
processing is carried out by automated means. It is expressly
limited, however, to the personal data which the data subject
has provided to the controller. This includes both data actively
and knowingly provided by the data subject (e.g., mailing
address, user name) and data observed by the controller by
virtue of the use of the service or device by the data subject
(e.g., a person’s search history, location data or a heartbeat
tracked by a fitness tracker) [15]. The right would not extend
to data ‘inferred’ or ‘derived’ by the controller from the data
provided by the data subject, e.g. a profile created in the
context of risk management. As the genomic data produced by
Myriad, such as the raw genomic reads and even the genetic
test results, are not provided by the data subject but inferred by
Myriad from the data (sample) provided by the patient, these
data are not subject to the right to data portability.

Access right versus database right

In addition to access and portability rights, the GDPR intro-
duces mechanisms enabling class actions for data subjects. In
theory then, a class action of multiple patients invoking their
access right would enable them to reconstruct, base by base,
Myriad’s databases and make them available for the research
community or other parties. Such a move would challenge
Myriad’s business model which, after its genetic testing
patents have been partially invalidated, is now allegedly based
on its proprietary databases. To ward off such a class action,
Myriad could claim that its databases are eligible for legal

protection under the EU Database Right. This right grants
database builders the right to prevent extraction or reutiliza-
tion of substantial parts of their database [16]. The database
right is not absolute however. Its holder may not prevent a
lawful user of the database from extracting and/or reutilizing
parts of its contents that are insubstantial, evaluated qualita-
tively or quantitatively, ‘for any purpose whatsoever’. Patients
could argue that they qualify as a ‘lawful user’ of Myriad’s
databases and that their individual requests for access to their
individual personal information contained in these databases
only covers an insubstantial part thereof. However, the right
to extract or reutilize an insubstantial part of the database only
applies to databases which have been made available to the
public, in ‘whatever manner’. The precise meaning of this
prerequisite is not entirely clear but, to our knowledge,
Myriad does not routinely make its databases publicly avail-
able [17]. Another argument would be that the right to claim
an insubstantial part may not conflict with the ‘normal
exploitation of the database or unreasonably prejudice the
legitimate interests of the maker of the database’. Alter-
natively, patients could claim that the database right only
pertains to the collection of data as such, leaving third party
individual rights to the constituent data intact. The database
right does not preclude, for example, anyone from exercising
his/her individual data protection access right with respect to
personal data contained in the database [18]. This avenue too,
however, cannot give ground to circumvent Myriad’s data-
base rights. First, the access right under the GDPR is not an
absolute right, just as the general right to protection of per-
sonal data is not an absolute right. It must be considered in
relation to its function in society, it must be balanced against
other rights and freedoms, and may not adversely affect trade
secrets or intellectual property, including database rights.
Second, the database right does not allow repeated and sys-
tematic extraction and/or reutilization of insubstantial parts
which conflict with a normal exploitation of the database.

Is research none of Myriad's business?

The first question then is what, exactly, amounts to a ‘normal
exploitation’ of a genetic database generated by a genetic
testing company? Is ‘normal exploitation’ limited to selling
the test results, or does it include, if not require, the conduct of
scientific research on the data the company has generated?
According to the US complainants and their academic sup-
porters, the only way to advance research would be for the
data to be available to the academic research community in
public databases [4]. Myriad might want to claim that
doing research is part of its normal business, by pointing
out that its products require continuous investments in fun-
damental research . Notably, the GDPR defines scientific
research as including not only fundamental research but also
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applied research and privately funded research. The second
question is whether the exercise of the GDPR access right
would conflict with this normal exploitation? It is obvious
that patients are free to share their test results with the public.
However, using the access right to claim data beyond the tests
results in order to make these data also public, is equally
obvious to conflict with Myriad's normal exploitation of these
data, as it would be hard to prevent Myriad's competitorsfrom
having a free ride.

Conclusions

Pursuant to EU law, the GDPR does not apply to the
practice of medicine and hence the medical record. For data
outside the medical record, exercise of the GDPR access
right may be limited to the extent that its exercise would
result in the violation of medical-professional norms,
expose the testing company to potential liability, or com-
promise normal exploitation of the database of which the
personal data form part.
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