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Rare disease research is threatened by proposed changes to European privacy laws.
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The European Reform of the Data Protection Rules 
(RoDPR) and the Amendments proposed by the 
Committee on Civil Liberties, Justice and Home Affairs 
(LIBE)1, which are currently under discussion in the 
European Union (EU) Parliament, have alarmed the sci-
entific community. The declared focus of RoDPR is to 
strengthen privacy protection and personal control over 
data in general. However, by trying to apply to research 
the same set of rules developed for regulating commerce 
or the Internet, the RoDPR could be seriously detrimen-
tal to health research. Research based on biobanks and 
registries is effective only if access to sufficient data is 
granted and if the use of data is maximized through data 
sharing2. This is particularly important for rare disease 
research.

Current EU privacy rules sustain individuals’ rights 
to manage their personal information, with consent 
being required for each specific use of the data. However, 
the requirements are more flexible for the use of data for 
health research: these data can be shared if they are codi-
fied and if safety measures are in place to ensure confi-
dentiality, including ethical review. Self-determination is 
ensured through broad informed consent and the right 
to withdraw. The RoDPR foresees measures to ensure 
confidentiality but asks for specific consent for the use 
of data except for research purposes, for which an excep-
tion is granted. The LIBE Amendments propose to can-
cel this exception, which would seriously hinder effective 
data sharing.

The changes are proposed in spite of the global 
acceptance of the importance of open data sharing for 
health research, which is considered to be so compel-
ling that data sharing has become a legal requirement for 
publicly funded projects in many countries. Requiring 
specific consent for every single use of data would have 
a detrimental effect on research in general and especially 
for rare diseases research, for which very limited data are 
available. The proposed revisions allow no exceptions, 
including secondary use of data, the use of data after 
death of subjects and the use of historical registries, which 
are so vital, especially for rare diseases. This is why the 
European Commission3 requires all member nations to 
have a rare disease research plan in place. A key element 

of such national plans is the development of registries, 
which are essential in order to capture sufficient data to 
make research feasible. Patient organizations led by the 
European Organization for Rare Diseases (EURORDIS) 
have expressed their right to better health and their 
deeply held concerns about the proposed amendments 
in a letter to the EU Parliament.

The Charter of Fundamental Rights of the EU recog-
nizes the rights to integrity and protection of personal 
data, as well as the rights of access to preventive health 
care and to benefit from medical treatment. The right to 
privacy is not an absolute right and should be balanced 
with these other rights, the quality of medical treatment 
being a vital concern4. Other values to consider are the 
right to determine freely how to participate in research, 
which is based on the principle of autonomy, and the right 
to contribute samples and data in the name of solidarity.

LIBE fears that private companies will exploit the 
research exception to control data without informing 
consumers and that genetic data could be linked to indi-
viduals without consent. However, if research data are 
appropriately coded and if review mechanisms provide 
oversight on access, these risks will be minimized. Other 
provisions to regulate and to control data flow in research 
could also help to address citizens’ fears5.

Rare diseases research requires participation across 
national borders to gain sufficient statistical signifi-
cance and cannot face the loss of any collected data. 
Therefore, we strongly believe that the exception for sci-
entific research should be maintained in the upcoming 
legislation.
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